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AGENDA
1.

Apologies for absence

2.

Declarations of Interest
Members are requested at a meeting where a disclosable
pecuniary interest or personal interest arises, which is not
already included in their Register of Members' Interests, to
declare any interests that relate to an item on the agenda.
Where a Member discloses a Disclosable Pecuniary Interest,
he/she must withdraw from the meeting by switching their
camera and microphone off during the whole consideration of
any item of business in which he/she has an interest, except
where he/she is permitted to remain as a result of a grant of
a dispensation.
Where a Member discloses a personal interest he/she must
seek advice from the Monitoring Officer or staff member
representing the Monitoring Officer by 12 Noon the day
before the meeting to determine whether the Member should
withdraw from the meeting, during the whole consideration of
any item of business in which he/she has an interest or
whether the Member can remain in the meeting, or remain in
the meeting and vote on the relevant decision.

3.

Minutes

(Pages 5 - 10)

Minutes of the meeting held on 16 September 2020
4.

Statement of Accounts 2019/2020
Report of the Executive Director of Corporate Resources and
Customer Services

5.

Amended Data Protection and Confidentiality Policy

(Pages 11 50)

Report of the Executive Director of Corporate Resources and
Customer Services
6.

ICT Security Policy

(Pages 51 74)

Report of the Executive Director of Corporate Resources and
Customer Services
7.

Corporate Risk Management

(Pages 75 128)

Report of the Executive Director of Corporate Resources and
Customer Services
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8.

Risk and Audit Service Performance Report

(Pages 129 166)

Report of the Executive Director of Corporate Resources and
Customer Services
9.

Sefton Council Anti-Money Laundering Policy

(Pages 167 186)

Report of the Executive Director of Corporate Resources and
Customer Services
10.

Treasury Management Mid-Year Report 2020/21
Report of the Executive Director of Corporate Resources and
Customer Services
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Agenda Item 3
THIS SET OF MINUTES IS NOT SUBJECT TO “CALL-IN”

AUDIT AND GOVERNANCE COMMITTEE
MEETING HELD AT THE REMOTE MEETING
ON 16 SEPTEMBER 2020
PRESENT:

Councillor Robinson (in the Chair)
Councillor Roche (Vice-Chair)
Councillors Cluskey, McGinnity, O'Hanlon, Pugh,
John Sayers, Shaw and Sir Ron Watson

ALSO PRESENT:

Mr Hassan Rohimun – External Auditor, Ernst and
Young LLP

1.

APOLOGIES FOR ABSENCE

Apologies for absence were received from Councillor Brennan and his
Substitute, Councillor Dowd; and from Mr Richard Tyler (External Auditor Ernst and Young LLP).
2.

FORMAT OF MEETING

Councillor Sir Ron Watson raised the issue of the Audit and Governance
Committee meeting and other Council meetings being held remotely,
querying why this was still necessary and what consultations had taken
place regarding meetings being held in this way.
David McCullough - Chief Legal and Democratic Officer, indicated that the
decision to hold all Council meetings remotely for the foreseeable future
had been taken by the Chief Executive, Dwayne Johnson, following
consultation with Margaret Jones – Head of Health and Wellbeing/Director
of Public Health, Councillor Ian Maher, Leader of the Council; Stephan
Van-Arendsen, Executive Director – Corporate Resources and Customer
Services and himself. That decision had been communicated to all
political group leaders via email on 25 August 2020 and only one member
had indicated dissent at this arrangement.
Mr McCullough concluded that the Council continued to look to
improvements in holding remote meetings and the possibility of holding
hybrid meetings and the position will be reviewed in line with changes in
Government guidelines.
3.

DECLARATIONS OF INTEREST

No declarations of any disclosable pecuniary interests or personal
interests were received.
4.

MINUTES
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AUDIT AND GOVERNANCE COMMITTEE- WEDNESDAY 16TH
SEPTEMBER, 2020
RESOLVED:

That the minutes of the meeting held on 18 December 2019 be confirmed
as a correct record.
5.

DRAFT STATEMENT OF ACCOUNTS 2019/2020

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services which presented the Draft
un-audited Statement of Accounts 2019/20 in advance of the final audited
Draft Statement of Accounts to be presented for approval on 18 November
2020.
The Service Manager – Corporate Finance presented this report.
The Committee also considered the report by Ernst and Young LLP, the
Council’s external auditors, setting out an overview of the 2019/20 audit
strategy, including an assessment of key risks and a planned audit
strategy in response to those risks.
Mr Hassan Rohimun presented the Ernst and Young report, with particular
reference to changes to the plan as a result of the Covid19 pandemic.
Arising from consideration of the reports, comments and questions were
raised and relevant officer / external auditor responses provided on the
following matters:











Earmarked reserves – allocation process;
Southport Market;
Southport ‘Bliss’ complex;
costs to Council in respect of officers on ‘gardening leave’;
the Council’s extensive artwork collection – proposals for valuation /
loaning out, etc.;
Sandway Homes – update on activity and finances;
the Council’s borrowing commitments and investments;
pension liability; provisions, contingencies, write-offs and material
charges and credits and general balances and reserves;
the impact and cost to the Council of Covid pandemic; and
financial liabilities - borrowing/interest rates variances.

RESOLVED: That
(1)

the draft unaudited Statement of Accounts for 2019/20 and
feedback to Officers on the issues identified, be noted;

(2)

the timetable for completion of the external audit to be conducted
by Ernst and Young LLP be noted; and

(3)

the External Auditors’ Planning Report for 2019/20 be noted.
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AUDIT AND GOVERNANCE COMMITTEE- WEDNESDAY 16TH
SEPTEMBER, 2020
6.

ANNUAL REPORT AND OPINION OF THE CHIEF INTERNAL
AUDITOR

The Committee considered the report of the Executive Director - Corporate
Resources and Customer Services which provided a summary of the work
of internal audit during 2019/20 and the Chief Internal Auditor’s opinion on
the overall control environment operating within the Council during the
year. This report was a key requirement of the Public Sector Internal Audit
Standards.
The Chief Internal Auditor presented the report, referring to the impact of
the Covid pandemic for 2019/20; the transition to homeworking by officers
– which had gone smoothly; the substantial change in the risk environment
of the Council and a revised audit plan that had been drafted to identify the
new risks. He indicated that the medium-term impacts of Covid 19 on
2020/2021 were being assessed in regard to operational costs and
business grants, in respect of which, there was a need for flexibility and
pragmatism.
No comments or questions were raised on the report.
RESOLVED:
That the work of internal audit during 2019/20 and the overall opinion on
the control environment of the Council during that period be noted.
7.

FINANCIAL PROCEDURE RULES

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services which sought approval for
revisions to the Financial Procedure Rules set out in Appendix 1 to the
report and referral to Council for approval.
The Service Manager - Finance presented the report and responded to
comments and questions raised by members.
Concern was raised by two members about the apparent lack of openness
and transparency of the Council in respect of decisions taken on exempt
reports, which by virtue of being restricted, made it difficult for such
decisions to be challenged / ‘called-in’ by Members.
RESOLVED: That
(1)

the revisions to the Financial Procedure Rules set out in Appendix 1
to the report be approved; and

(2)

the duly amended Financial Procedure Rules be referred to Council
for final approval.
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AUDIT AND GOVERNANCE COMMITTEE- WEDNESDAY 16TH
SEPTEMBER, 2020
8.

TREASURY MANAGEMENT POSITION TO JULY 2020

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services which provided a review of
the Treasury Management activities undertaken to 31 July 2020. This was
the first of the ongoing quarterly monitoring reports provided to the Audit
and Governance Committee whose role it is to carry out scrutiny of
treasury management policies and practices.
The Service Manager – Finance presented the report and answered
questions thereon.
RESOLVED: That
(1)

the Treasury Management update to 31 July 2020 be noted; and

(2)

the effects of decisions taken in pursuit of Treasury Management
Strategy and the implications of changes resulting from
regulatory, economic and market factors affecting the Council’s
treasury management activities, be noted.

9.

TREASURY MANAGEMENT OUTTURN 2019/20

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services which provided a review of
the Treasury Management activities undertaken to 31 March 2020.
The Service Manager - Finance presented the report and answered
questions thereon.
RESOLVED: That
(1)

the Treasury Management outturn position to 31 March 2020 be
noted; and

(2)

the effects of decisions taken in pursuit of the Treasury
Management Strategy and the implications of changes resulting
from regulatory, economic and market factors affecting the
Council’s treasury management activities, be noted.

10.

RISK AND AUDIT SERVICE PERFORMANCE

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services which provided:


Details of the performance and key activities of the Risk and Audit
Service for the period 7 December 2019 to 6 March 2020 and 7
March 2020 to 6 December 2020;
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AUDIT AND GOVERNANCE COMMITTEE- WEDNESDAY 16TH
SEPTEMBER, 2020




the Internal Audit Charter originally presented to Audit and
Governance Committee on 18 March 2020;
the proposed Internal Audit Plan, originally presented to the Audit
and Governance Committee on 18 March 2020; and
a revised Internal Audit Plan for 2020/21.

The Chief Internal Auditor presented the report indicating that the Revised
Audit Plan outlined the priorities for the rest of the year, in response to
Covid-19.
RESOLVED: That
(1)

the performance of the Audit and Risk Team for the periods 7
December 2019 to 6 March 2020 and 7 March 2020 to 6 September
2020 be noted;

(2)

the Internal Audit Charter originally presented to the Audit and
Governance Committee on 18 March 2020, be approved;

(3)

the proposed Internal Audit Plan originally presented to the Audit
and Governance Committee on 18 March 2020 be noted; and

(4)

the revised Internal Audit Plan for 2020/21 be approved.

11.

CORPORATE RISK MANAGEMENT

The Committee considered the report of the Executive Director of
Corporate Resources and Customer Services on the updated Corporate
Risk Register indicating that since the last meeting the Corporate Risk
Register had been fully updated with five new risks being escalated from
the service risk registers (EU Exit), namely:






Significant impact on Service Delivery for Planning and Sefton LA;
failure to effectively manage and support the response to a
pandemic incident;
failure to secure external funding for Revenue projects/programmes
and service delivery;
failure to mitigate impacts of Covid19, EU Exit, winter austerity, on
the Sefton economy; and
failure to mitigate risks of or develop and maximise opportunities
from EU Exit.

The following two risks had been removed from the Corporate Risk
Register:



Failure to deliver allocated budget and achieve savings targets
(ASC); and
inadequate child and school record system.
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AUDIT AND GOVERNANCE COMMITTEE- WEDNESDAY 16TH
SEPTEMBER, 2020

The report indicated that the risks had been re-scored in accordance with
the revised assessment guidance included in the Corporate Risk
Management Handbook, approved by Committee on 18 December 2019.
The previous Corporate Risk Register report provided to Audit and
Governance Committee in March 2020 (which did not take place because
it failed to meet quoracy due to the Covid-19 pandemic) was included as
an appendix to the report for noting by Members.
The Chief Internal Auditor presented the report and responded to
comments and questions thereon.
RESOLVED:
That the contents of the Corporate Risk Register, particularly the nature of
the major risks facing the Council and the controls and planned actions in
place to mitigate these risks be noted.
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Report to:

Audit and
Governance
Committee

Date of Meeting:

Subject:

Amended Data protection and confidentiality policy

Report of:

Executive Director
of Corporate
Resources and
Customer Services

Portfolio:

Regulatory, Compliance and Corporate Services

Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Wards Affected:

Included in
Forward Plan:

Wednesday 16
December 2020

(All Wards);

No

No

Summary:
The report seeks approval from Members of the attached Council Data
Protection and Confidentiality policy.
Recommendation(s):
Members are requested to:
(1) Approve the revised policy attached
Reasons for the Recommendation(s):
In accordance with the accountability principle under Article 5 of the General
Data Protection Regulation and DPA 2018, the Council must put in place
appropriate technical and organisational measures to meet the requirements of
accountability. Adopting and implementing a data protection policy is one of
those measures.
Alternative Options Considered and Rejected: (including any Risk Implications)
The Council, as a data controller, is obliged to comply with the accountability principle.
What will it cost and how will it be financed?
(A)

Revenue Costs

There are no direct financial implications arising from this report.
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(B)

Capital Costs

There are no capital costs arising from this report.
Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
Legal Implications:
Equality Implications:
There are no equality implications.
Contribution to the Council’s Core Purpose:
Protect the most vulnerable: Not applicable
Facilitate confident and resilient communities: The guidance will ensure that the public
are aware of the re-use of public sector information in Sefton.
Commission, broker and provide core services: Not applicable
Place – leadership and influencer: Not applicable
Drivers of change and reform: Not applicable
Facilitate sustainable economic prosperity: Not applicable
Greater income for social investment: Not applicable
Cleaner Greener: Not applicable
What consultations have taken place on the proposals and when?
(A)

Internal Consultations

The Executive Director of Corporate Resources and Customer Services (FD.6204/20)
and the Chief Legal and Democratic Officer (LD.4396/20) have been consulted and any
comments have been incorporated into the report.
(B)

External Consultations

None
Contact Officer:

Catherine Larkin
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Telephone Number:
Email Address:

0151 934 3286
catherine.larkin@sefton.gov.uk

Appendices:
Appendix 1. Revised policy document.
Background Papers:
There are no background papers.
1.

Introduction/Background

In accordance with the accountability principle under Article 5 of the General
Data Protection Regulation and Data Protection Act 2018, the Council must put
in place appropriate technical and organisational measures to meet the
requirements of accountability. Adopting and implementing a data protection
policy is one of those measures.
The attached policy was first created in January 2014. It has subsequently been
reviewed a number of times and will continue to be on an annual basis.
The recent revisions include details of the enforcement action the ICO may take against
a data controller, including the fines which may be imposed; details of the criminal
offences under the DPA 2018, payment of the Data Protection fee and additional
information on the Council’s Information Governance framework.
2. Recommendation
Members are asked to approve the policy and its latest revisions.
.
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Protective Marking: Unclassified

Data Protection &
Confidentiality Policy
December 2020
This policy provides the framework to ensure that the Council
complies with the requirements of the General Data Protection
Regulation, The Data Protection Act 2018, the Caldicott
Principles for handling personal confidential data and the
Common Law duty of Confidentiality.

IG Policy
v5.0
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Summary Sheet
Document Information

Protective marking

Unclassified

(Unclassified / Restricted
Circulation / Confidential)

Ref

IG Policy 4

Document purpose

Council obligations under data protection legislation

Document status

Draft

(Draft / Active)

N/A

Partners
(If applicable)

Date document came 25th May 2018
into force
Date of next review

Twelve-month basis as part of Annual Information Governance
statement taken to Information Management Executive Group

Owner

Sefton Council – Performance & Business Intelligence Service

(Service Area)

Location of original
(Owner job title / contact
details)

Authorised by
(Committee/Cabinet)

Catherine Larkin (Information Management and Governance Lead –
DPO)
Information Management Executive Group (08/07/2020)
Audit & Governance Committee (insert date)

Document History
Version

Date

Author

Notes on revisions

1.0

January
2014

Ben Heal (DPO).

Initial Draft.

2.0

April 2014

Ben Heal (DPO).

Amendments following consultation

3.1

November
2014

Ben Heal DPO who
revised document
purchased from Act Now
IG consultancy.

On ICO advice to be taken to full Cabinet
for ratification.

4.0

May 2018

Wayne Leatherbarrow

The document has been amended to
reflect that the Data Protection Act (DPA)
1998 has been repealed, and the new
General Data Protection Regulation
(GDPR) comes into force on the 25th May
2018.

5.0

August 2019

Catherine Larkin (DPO)

Revisions following annual review

IG Policy
v5.0

Page 16

Agenda Item 5
Protective Marking: Unclassified
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1 Summary
Data Protection and confidentiality are legal requirements on all staff working in the
Council.
The UK data protection regime is set out in the DPA 2018 along with the GDPR
which also forms part of UK law.
The GDPR is the General Data Protection Regulation (EU) 2016/679. It sets out the
key principles, rights and obligations for most processing of personal data – but it
does not apply to processing for law enforcement purposes, or to areas outside EU
law such as national security or defence.
The GDPR came into effect on 25 May 2018. As a European Regulation, it has direct
effect in UK law and automatically applies in the UK until we leave the EU (or until the
end of any agreed transition period, if we leave with a deal). After this date, it will form
part of UK law under the European Union (Withdrawal) Act 2018, with some technical
changes to make it work effectively in a UK context.
The DPA 2018 is split into a number of different parts, which apply in different
situations and perform different functions. It sets out four separate data protection
regimes:
•
•
•
•

Part 2 Chapter 2: General processing (GDPR);
Part 2 Chapter 3: General processing (applied GDPR);
Part 3: Law enforcement processing; and
Part 4: Intelligence services processing

Data protection law is regulated by the Information Commissioner’s Office (ICO).
They are the UK’s ‘supervisory authority’. Their role is to offer advice and guidance,
promote good practice, carry out audits and advisory visits, consider complaints,
monitor compliance and take enforcement action where appropriate.
Enforcement action may take the form of issuing information notices that require us
to provide the ICO with certain information. The Information Commissioner can
instruct us to take specific steps or actions or stop us from taking certain actions.
They have powers of entry and inspection and have the right to issue civil monetary
penalty notices in cases of serious infringements of the legislation. The maximum
amount is €20 million (or equivalent in sterling) or 4% of the total annual worldwide
turnover of an organisation, whichever is higher.
There are a number of criminal offences under the DPA 2018. These include:
•
•
•

Unlawful obtaining of personal data
Re-identification of de-identified personal data
Alteration of personal data to prevent disclosure to a data subject

.
IG Policy
v5.0
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Data protection is concerned with respecting the rights of individuals when
processing their personal information. This can be achieved by being open and
honest with employees and citizens about the use of information about them and
by following good data handling procedures. All organisations that hold or process
personal data must comply with the DPA 2018 and the GDPR.
Data protection is not a barrier to justified processing and sharing information,
if a defined “legal basis” has been identified and recorded. The legislation also
sets out some ‘exemptions’ where the Council as the data controller need not
comply with all the usual rights and obligations. There are number of these
exemptions, which are explained later in this document.
All staff must complete annual Information Governance Training, which covers Data
Protection and Confidentiality.
Staff must not access any records which constitute personal data unless they are
authorised to do so. Any individuals found to have unauthorised access to personal
data could face disciplinary action and it may ultimately lead to prosecution by the
Information Commissioner’s Office. Staff must not access records relating to family
members or friends, even if they are asked to do so by those individuals. If you have
concerns about how this may affect you, you must raise your concern at the earliest
opportunity with your Line Manager and the Council’s Data Protection Officer.
If staff require advice or support on any Data Protection or confidentiality matter,
they should contact their information Asset Owner IAO) in the first instance
http://intranet.smbc.loc/our-council/data-handling-foi/information-asset-owners.aspx ,
who may escalate the issue to either the Council’s Data Protection Officer or
Caldicott Guardian.

IG Policy
v5.0
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2 Introduction
This document describes the Council’s (Sefton Council) policy on Data Protection
(General Data Protection Regulation and DPA 2018); Caldicott requirements, and
employees’ responsibilities for confidentiality and the safeguarding of confidential
information held both manually (non-computerised structured filing system) and
electronically. Acceptable use of the Council’s IT infrastructure systems is detailed
within the Acceptable Use Policy and should be read in conjunction with the policy.
The Council holds and manages a great deal of personal and confidential
information relating to citizens, service users and carers, the public and employees.
Personal data is data that relates to an identified or identifiable individual and is:
 Processed electronically,
 Kept in a filing system,
 Part of an accessible record, for example an education record.
Data protection laws exist to strike a balance between the rights of individuals to
privacy and the ability of organisations, like the Council, to use data in order to
meet its legal obligations and for legitimate business purposes.
Data protection legislation is concerned with ‘personal data’ which means any
information relating to an ‘identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural
person’.
Information relating to a deceased person does not constitute personal data and
therefore is not subject to the GDPR or DPA.
The GDPR is divided into “Recitals” and “Articles” and works in two ways, (1) giving
individuals certain rights whilst (2) requiring those who record and use personal
information certain responsibilities. The Regulation contains the following 6 principles
which are binding for all organisations processing data:
Article 5 Principles relating to processing of personal data
Personal data shall be:
(a) Processed lawfully, fairly and in a transparent manner in relation to the data
subject ('lawfulness, fairness and transparency');
(b) Collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall, in accordance with Article 89(1), not
be incompatible with the initial purposes ('purpose limitation');
IG Policy
v5.0
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(c) Adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed ('data minimisation');
(d) Accurate and, where necessary, kept up to date; every reasonable step must
be taken to ensure that personal data is accurate, and that any inaccuracies are
erased or rectified without delay.
(e) Kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed;
personal data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) subject to
implementation of the appropriate technical and organisational measures required by
this Regulation in order to safeguard the rights and freedoms of the data subject
('storage limitation');
(f) Processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures ('integrity and confidentiality').
(g)

ALL STAFF HAVE A LEGAL DUTY TO PROTECT THE PRIVACY OF
INFORMATION ABOUT INDIVIDUALS
To ensure its compliance with the GDPR and the DPA, the Council:
 Has a legal basis for acquiring and/or using any personal data.
 Has a clear retention policy for handling personal data.
 Has entrusted Departmental/Service Information Asset Owners (IAOs) to
ensure that information management processes are effective, that personal
data is being processed in accordance with policy and that personal data is
not held for longer than is necessary.
 Ensures that all staff are aware of the information retention policy and follow
it.
 Has an established process for responding to subject access requests
 Has an established process for identifying, assessing and reporting any
personal data breach that is likely to result in a risk to the rights and freedom
of an individual, informing the ICO and, if the risk is deemed to be high, also

IG Policy
v5.0
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inform the individual concerned. (The GDPR introduced a duty on all
organisations to report certain types of personal data breach to the relevant
supervisory authority within 72 hours of becoming aware of the breach, where
feasible).
 Has appointed a Data Protection Officer who will help embed, communicate
and monitor the organisation's data protection policy.

3 Scope, Requirements of Legislation & Definitions
Scope
The General Data Protection Regulation (GDPR) and the Data Protection Act 2018
(DPA) apply to all personally identifiable information held in manual files, computer
databases, videos and media about living individuals, such as personal records,
personnel and payroll records, other manual files, microfiche/film, etc. Data
referenced by any criteria that might identify a living individual, including but not
limited to name and address, or reference number, constitutes personal data.
All personal data must be handled according to the GDPR and DPA requirements,
and this policy sets out how this is delivered in the Council.
This policy covers all identifiable information created, processed and stored on living
individuals, citizens, clients or staff. Throughout this document the term “client” is
used to refer to an individual who is receiving a service from the Council, and this
term includes those people who are also known as “service users”. Similarly, the
term “professional” is used, but should be interpreted as encompassing staff and
practitioners.
Definitions
The General Data Protection Regulations (GDPR) provide controls on the
handling of personal identifiable information for all living individuals. Central to the
Act is compliance with the principles (Article 5), designed to protect the rights of
individuals about whom personal data is processed whether an electronic or a paper
record.
The Data Protection Act 2018 implements the EU's General Data Protection
Regulation (GDPR), while providing for certain permitted derogations, additions
and UK-specific provisions.
The Caldicott Report 1997 and subsequent reviews provides guidance on the
use and protection of personal confidential data, and emphasises the need for
controls over the availability of such information and access to it. It makes a series of
recommendations which led to the requirement for organisations to appoint a
Caldicott Guardian who is responsible for compliance with the Caldicott
confidentiality principles.
The Common Law Duty of Confidentiality prohibits use and disclosure of
information, provided in confidence unless there is a statutory requirement or court
order to do so. Such information may be disclosed only for purposes that the subject
IG Policy
v5.0
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has been informed about and has consented to, provided also that there are no
statutory restrictions on disclosure. This duty is not absolute but should only be
overridden if the holder of the information can justify disclosure as being in the public
interest, for example, to protect the vital interests of the data subject or another
person, or for the prevention or detection of a serious crime.

4 Duties and Responsibilities
The Council has established a framework and structure to deliver information
governance, to meet the requirements of data protection and confidentiality.
Framework:
Information Management Executive Group
The Corporate Information Management & Governance Executive Group (IMG
Executive) is a group of senior Council officers chaired alternatively by the Head of
Strategic Support and Senior Information Risk Owner (SIRO) that reports to the
Senior Leadership Board (SLB) and the Audit & Governance Committee (A&G). It is
implemented - as recommended by Government - with the role of overseeing the
Information Management & Governance framework for the Council.
Information Management Tactical Group
The Corporate Information Management & Governance Tactical Group (CIMGTaG) is
a sub-group of the Corporate Information Management & Governance Executive
Group (CIMGEG) and provides tactical and operational support for strategic decisions
made by the Executive Group.
The Corporate Information Management & Governance Tactical Group is chaired by
the SIRO and reports to the IMG Executive. It has the role of implementing the
Information Management & Governance framework for the Council and advising the
IMG Executive on matters of Information Management & Governance covering
control, compliance, and prevention of legal failure.
Structure: The Chief Executive
The Chief Executive has overall responsibility for Data Protection within Sefton
Council. The implementation of, and compliance with this policy is delegated to the
Senior Manager ICT and Digital (ICT Client Unit | Finance & Information Services)
who is designated as Sefton Council’s Senior Information Risk Owner (SIRO). The
Council’s Chief Legal and Democratic Officer acts as the Deputy SIRO.
Senior Information Risk Owner (SIRO)
The SIRO role is an integral part of the Council’s Information Governance
Framework, accountable for information asset risks, actively working with relevant
experts across the organisations to determine the most effective and proportionate
information control measures; The SIRO has a duty to ensure they:
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•
•
•
•
•
•
•
•

Develop a culture to secure and protect information for the benefit of the
organisation and its customers
Be Responsible for the risk and incident management governance
Support the development of the corporate Risk Policy and risk assessment
process
Staff are aware of the need to comply with the GDPR, in particular with the
rights of clients wishing to access personal information and or their care
records.
Staff are aware of requirements of the common law duty of confidentiality.
Arrangements with third parties who process personal data on behalf of the
Council are subject to a written contract which stipulates appropriate security
and confidentiality of information.
Ensuring the IMG Executive are informed of relevant issues and that
associated decisions are recorded.
Maintaining an Information Asset Register

Caldicott Guardian
The Council’s Caldicott Guardian is an Adult Social Care Service Manager. The
Caldicott Guardian is responsible for agreeing and reviewing protocols for governing
the transfer and disclosure of personal confidential data in relation to health and
social care across the Council and supporting agencies.
Data Protection Officer
The Council’s Data Protection Officer has responsibility for implementing the
activities necessary to achieve compliance with the GDPR throughout the Council.
These include, but are not restricted to:
•
•
•
•

•
•
•
•
•
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Informing and advising the organisation and its employees
about their obligations in order to comply with data protection
legislation.
Provide advice in the event of a data breach, including reporting
to the ICO when applicable
Assisting individual services with the production of privacy notices
relevant to their processing activity.
Monitoring compliance with the GDPR and other data protection laws,
including managing internal data protection activities, advising on data
protection impact assessments; information sharing agreements,
training staff and conducting internal audits.
Being the first point of contact for supervisory authorities and for
individuals whose data is processed (citizens/clients/staff).
Ensuring the Council’s data protection fee is paid to the Information
Commissioner’s Office
Responsibility for co-ordinating the return of the annual Data Security &
Protection Toolkit (DS&PT) via the NHS Digital on-line self-assessment
portal.
Carrying out data protection and compliance checks across the
Council’s various departments, as required.
Developing the process for responding to subject access requests,
right to rectification, erasure, restrict processing, data portability or
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•

right to object.
Maintaining Records of Processing Activities (ROPA).

The Information Management and Governance (IMG) Executive
The IMG Executive is responsible for Information Governance and Assurance.
This includes:
•
•
•
•

Facilitating all the Data Protection and Caldicott functions within the Council to
support the above.
Advising the Council in relation to directives/guidance from the Information
Commissioner and the Department of Health.
Ensuring effective training is provided to all staff in information compliance
requirements
Ensuring that the Council’s personnel are aware of their responsibilities and
accountability for information management and confidentiality.

Information Security Lead
The Senior Manager ICT and Digital is responsible for ICT Security. This includes:
•
•
•
•
•
•
•
•

Providing an advisory service to the Information Governance Executive.
Monitoring and reporting on the state of Information Management &
Technology (IM&T) security within the organisation.
Ensuring that the Council’s Information Security Policy is maintained, up to
date and implemented throughout the organisation.
Developing and enforcing detailed procedures to maintain information
security.
Ensuring compliance with relevant legislation.
Ensuring that the Council’s personnel are aware of their responsibilities and
accountability for information security.
Monitoring for actual or potential information security breaches related to
Information Management & Technology (IM&T) security infrastructure within
the organisation.
Leading on issues regarding Cyber Security.

Information Management
Heads of Service and Service Managers are responsible for managing information
within their respective Services ensuring:
•
•
•
•

Compliance with relevant Information Management, Retention, Confidentiality
and Information Security policies.
That staff complete mandatory IG training and complete their annual online
refresher training
That data breaches and IM issues raised by staff are acted upon.
That Information Asset Owners (IAOs) and Information Asset Administrators
(IAAs) are appointed.

All Managers are responsible for ensuring that this policy is communicated and
implemented within their area of responsibility. They are responsible for the quality,
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security and management of personal data in use in their area. Advice or assistance
regarding this policy or the General Data Protection Regulations (GDPR) is available
from the Data Protection Officer (DPO).
The departmental (Service) Information Asset Owners (IAOs) are responsible for
maintaining records of processing activity in their respective Service, carrying out
risk assessments and providing reports to the SIRO on measures taken to mitigate
or deal with information risks. The GDPR contains explicit provisions about
documenting processing activities. IAOs must maintain records of processing
activities, data sharing, retention schedules and may be required to make the
records available to the ICO on request. The ROPA must document the following
information:
•
•
•
•
•
•
•
•

The name and contact details of the Service (and where applicable, of other
controllers or processors represented).
The purposes of processing.
A description of the categories of individuals and categories of personal data.
The categories of recipients of personal data.
Details of any transfers to third countries including documenting the transfer
mechanism safeguards in place.
Retention schedules.
A description of the technical and organisational security measures.
Information required for privacy notices, such as:
•
•
•
•
•

•
•
•
•

the lawful basis for the processing
the legitimate interests for the processing
individuals’ rights
the existence of automated decision-making, including profiling
the source of the personal data

Records of consent
The location of personal data
Data Protection Impact Assessment reports
Records of personal data breaches
Information required for processing special category data or criminal
conviction and offence data under the Data Protection Act, covering:
•
•
•

the condition for processing in the Data Protection Act
the lawful basis for the processing in the GDPR
their retention and erasure policy document

Some of the information required for the ROPA will be relevant to the whole
Council and will therefore be available from the Data Protection Officer.
All staff have a responsibility to ensure that their activities comply with the data
protection principles. All staff have responsibility for the type of personal data they
collect and how they use it. Staff should not disclose personal data outside the
organisation's procedures, or use personal data held on others for their own
purposes.
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Information Governance Structure
The Information Governance structure for the Council is summarised below.
AUDIT & GOVERNANCE COMMITTEE
(Elected Members)

SLB/ Information Management
Executive Group

Information Management Tactical
Group

Service
Information Asset Owners (IAOs)

Service
Information Asset Administrators

Service and
Team Managers

Staff and commissioned service
providers processing Council data

Requests for personal data are dealt with by either the relevant Information Asset
Owner/Administrator (IAO/A), or the designated officer within the respective Service
area. Requests for access to closed Adult Social Care files or Children’s Social
Care files are handled by dedicated Access to Files Officers. Advice on disclosure
may be sought from the Data Protection Officer.
All data protection and information related incidents should be reported and properly
investigated in accordance with the Council’s incident management procedures
available on the intranet.
http://intranet.smbc.loc/our-council/data-protection-information-handling/data-breach.aspx

All correspondence with the Information Commissioner on data protection related
matters will be dealt with by the Data Protection Officer.
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5 Data Protection
This policy sets out the framework to ensure that the Council complies with the law.
This policy will be reviewed annually by the Information Management Executive
group and when appropriate to consider changes to legislation that may occur,
and/or guidance from the Government and/or the Information Commissioner.
The Principles::
The Council has procedures in place to ensure the principles in the GDPR and
DPA are met.

5.1.a Personal data shall be:
a) Processed lawfully, fairly and in a transparent manner in relation
to the data subject ('lawfulness, fairness and transparency');
Compliance is achieved by:
•

•

•
•
•

Ensuring the Council’s Privacy Notice (available on the website) is kept up to
date and complies with the law. The Council has a Data Protection Officer
(DPO), whose contact details are available to the public. The DPO will also
assist individual services with the production of privacy notices relevant to
their processing activity.
Complying with the common law duty of confidentiality; that any personal
information given or received in confidence for one purpose may not be used
for a different purpose or passed on to anyone else without the consent of the
individual.
Ensuring that the legal basis for the processing of information is identified, via
the completion of the Records of Processing Activities.
Conducting Data Protection Impact Assessments (DPIAs) whenever we
undertake a project which involves processing of personal data
Ensuring that relevant Information Sharing Agreements are implemented
where processing of data is undertaken by a third party or partner agency.

Under data protection legislation, data subjects have certain rights, which must be
upheld:
•
•
•
•
•
•
•

The Right to be Informed – via Privacy Notcies
Right of Access to information – (Subject Access Requests).
Right to Rectification - to have inaccuracies corrected.
Right to Erasure - to have information erased (right to be forgotten).
Right to Object to processing (e.g. direct marketing).
Right to Prevent automated decision-making and profiling.
Right to Data portability – have information provided in electronic
format and not hinder the data subject's transmission of personal data
to a new data controller.
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Informing Data subjects
Data subjects must be made aware of how their data will be used by Sefton Council
directly. This is typically achieved via a Privacy Notice. When information is
collected from data subjects whether verbally or collected on a particular form, a
clear explanation should be provided about how the data will be used. Data
subjects can also be informed using data subject information leaflets, either
provided directly or made available in data subject areas. Where appropriate,
information posters in data subject waiting areas, and statements in data subject
handbooks/on survey forms can also be used.
Sefton Council is obliged to make the public aware of how it uses personal data, and
to ensure that they are properly informed with whom their data is shared. The
Council Generic Privacy Notice is available on the Sefton Council web site
https://www.sefton.gov.uk/your-council/plans-policies/privacy-notice.aspx.
Further guidance about privacy notices is available on the Council intranet
http://intranet.smbc.loc/our-council/data-handling-foi/gdpr-(general-data-protectionregulation).aspx or by contacting the Council’s DPO.
Staff
All staff, including temporary employees should be told the purposes for which their
data will be used, and to whom it may be disclosed. This may occur during induction
or by their manager. Workers have a right to access information that an employer
may hold on them. This could include information regarding any grievances or
disciplinary action, or information obtained through monitoring processes. If a worker
wants to see their personal data, they should speak to their manager. Most requests
for personal data can be provided quickly and easily.
Disclosure of Information without consent
Information about identifiable individuals (including data subjects and staff) should
only be disclosed on a need to know basis.
Disclosures of information may occur because of a legal requirement e.g. with a
Court Order. Specific legislation covers some disclosure of staff information (e.g. for
tax and pension purposes) and data subjects (e.g. notifiable diseases).
The validity of all requests for disclosure of personal data without consent must be
checked. The identity of those requesting data, and their legal right to request
information must be validated. The reasons for disclosures made without consent
must be documented.
Police officers or others requesting information for the purposes of a criminal
investigation, including for benefit, tax or immigration offences, should be asked to
put their request in writing, either by using a standard data protection request form,
or by letter / email. This requirement can be set aside where the request is made in
an emergency (i.e. a person is in immediate and imminent risk of serious harm).
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The request should include:
•
•
•

What information is needed
Why it is needed
How the investigation will be prejudiced without it

Subject Access
Individuals have a right to request any personal data held by Sefton Council in
whatever form. Sefton Council has a procedure to deal with the right of access to
information https://www.sefton.gov.uk/social-care/access-to-personal-files.aspx
All subject access requests must be overseen by the IAO/A of a relevant service
area of the Council and advice may be sought from the Council’s DPO. All
requests should be administered via the ‘iCasework’ Manage My Request
system.
Exercised Rights to Rectification, Erasure or Object to Processing
Individuals have several rights, including subject access, preventing processing likely
to cause harm or distress, preventing direct marketing, the right to seek
compensation for breaches of data protection legislation which have caused damage
or distress, and a right to take action to rectify, block, erase or destroy inaccurate
data.
Where consumers exercise a right under the legislation such as the right to
rectification, erasure, restrict processing, data portability or right to object these will
be managed though the ‘iCaseWork’ case management solution.
Cases will be logged through the Council’s website and the Contact Centre. Cases
will then be allocated to service areas, with specific tasks or responses within a
case further allocated to teams or individuals as appropriate.
Acknowledgements, responses and other correspondence will be automatically
generated at the appropriate step of each process. Target timescales will be predefined to meet regulatory requirements, with the system enabling progress to be
monitored for teams or individuals using management reports and dashboards.
Direct Marketing
Sefton Council is obliged to cease sending correspondence for the purposes of
direct marketing if an individual indicates that they no longer wish to receive it.
Direct marketing is defined in the Data Protection Act 2018 as:
‘the communication (by whatever means) of advertising or marketing material which is
directed to particular individuals’
All advertising or promotional material is covered, including promoting the aims or
ideals of not-for-profit organisations – for example, it covers a charity or political party
campaigning for support or funds.
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Complaints about handling of personal data
Any complaints regarding how an individual’s personal data has been handled, must
be shared with the DPO. Any complaints which the Information Commissioner’s
Office receives directly, will be sent to the DPO to deal with.

5.1.b Personal data shall be:
(b) collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes
shall, in accordance with Article 89(1), not be considered to be
incompatible with the initial purposes ('purpose limitation');
This will be achieved by completion of Data Privacy Impact Assessments (DPIA),
which will be adopted at the implementation or change to a business system or
process for collecting, processing and sharing information, and regularly reviewed.
Further information regarding DPIA can be found in section9 on this policy.
Payment of the data protection fee
Under the Data Protection (Charges and Information) Regulations 2018 the Council
no longer needs to notify the Information Commissioner’s Office but must pay a fee.
The fees paid by data controllers funds the work of the Information Commissioner’s
Office. Failure to pay the fee is an offence and the Council would be fined for nonpayment The Data Protection Officer is responsible for ensuring the fee is paid.

5.1.c Personal data shall be:
(c) Adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed ('data minimisation');
This is achieved by:
 Conducting routine audits as part of good data management practice.
 Ensuring that relevant records policies and professional guidelines, i.e.
information retention are adhered to.
Managers should ensure that any data collected from individuals is complete, and
that the level of data retained on Sefton Council in its information systems is required
for current, existing purposes, and sufficient to support appropriate and effective
decisions.
Information Assets Owners (IAOs) will be responsible for conducting routine ‘spot
checks’ and audits of information management practice and processing activities.
The Council’s Data Protection Officer will request evidence of the same and conduct
independent audits of data processing activities across the Council.
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5.1.d Personal data shall be:
(d) accurate and, where necessary, kept up to date; every
reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay('accuracy');
This is achieved by:
 All staff recording information accurately and taking reasonable steps to check
the accuracy of information they receive and record from data subjects or
anyone else.
Managers must seek to ensure that personal data held on any media is accurate
and up to date by carrying out their own quality assurance and participating as
required in quality assurance processes. The accuracy of personal data can be
achieved by implementing validation routines, some of which will be system
specific and details must be provided of these validation processes to the
system/information users.

5.1.e Personal data shall be:
(e) kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the personal
data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1)
subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to
safeguard the rights and freedoms of the data subject ('storage
limitation');
This is achieved by:
•
Data users regularly checking all systems to destroy out-of-date
information and correcting inaccurate information.
•
Compliance with the Council’s information retention schedule.
Personal data must not be retained indefinitely, and managers must ensure that they
and their staff are aware of, and compliant with Sefton Council’s Records Retention
Policy. Further details of how this affects Sefton Council, and actions required to
comply with it, are detailed in the Record Keeping Policy. http://intranet.smbc.loc/ourcouncil/data-handling-foi/records-management.aspx
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5.1.f Personal data shall be:
(f) processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures ('integrity and
confidentiality').
This is achieved by:
• Compliance with the Council’s Information Security Policy, Acceptable Use
Policy and associated procedures
• Completion of a Data Privacy Impact Assessment where applicable.
Security
All information relating to identifiable individuals must be kept secure always.
Managers must take steps to ensure that office environments and working practices
take account of the security necessary to prevent the loss, theft, damage or
unauthorised access to data subject and other information. Information Asset
Owners are responsible for ensuring that all systems storing personal data, or other
assets or repositories of information are appropriately risk-assessed and protected
from identifiable threats.
Security measures include (but are not limited to) the following:
•
•
•
•
•
•

•
•

All software and data should be removed from redundant hardware and media
storage before being disposed of.
Personal information must not be held on removable media unless encrypted
(e.g. memory sticks, laptops, discs etc.).
Personal data must not be stored on computer hard drives unless encrypted.
Access to both computer and paper records should be restricted only to those
who need direct access to the data contained within them.
Access controls like passwords, smart cards and other similar measures must
not be shared.
Passwords and other security information must not be written down.
Offices where paper records are stored must be secure, and adequate
measures must be in place to prevent the loss or theft of records – measures
include controlling access to premises, checking the identity of individuals
visiting premises, and locking away paper records when not in use. Managers
are responsible for assessing the risk of premises where their staff work, and
taking remedial action.
All confidential waste paper must be shredded.
All actual and potential incidents must be reported via IAO/A or Data
Protection Officer.

As we have moved towards a greater emphasis on Agile Working, the Council has
embraced the concept of a paperless office (or "paper-free" office); a work
environment in which the use of paper is eliminated or greatly reduced, by
converting documents and other paper records into digital form, reducing the
physical space taken by bulky filing cabinets and storage systems.
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Going paperless is an exciting process that can revolutionise the way individuals and
the organisation could work daily, but it is recognised that the transition to paperless
is a significant task across the whole Council. To assist the process the Council has
established three new frameworks for (1) the secure destruction of confidential
waste, (2) off-site document storage and (3) Scan on demand document image
processing. These framework agreements can be accessed on the corporate
framework agreements page.
Guidance on the process for reviewing, categorising and processing existing paper
records can be found on the Council’s Intranet http://intranet.smbc.loc/intranetfeatures/news/document-management.aspx
However, were there is an identified need to retain or work with paper records then
these records must be kept in locked filing cabinets or locked drawers. This includes
notebooks, copies of correspondence and any other sources of information that
contains personal identifiable information.
Information Security
The ICT Client Services are responsible for ensuring that systems under the control
of Sefton Council and the ‘users’ of those systems comply with current data
protection legislation and Principles. This includes responsibility for ensuring that
procedures and technical measures are in place to achieve a high level of data
integrity.
The ICT Client will ensure that:
•
•
•
•
•
•

‘Users’ are set up on IT system will appropriate access control relative to their
position and duties; ensuring that relevant information is accessible on ‘a
need to know basis’.
Audit information is readily available on request to support any investigation
into inappropriate access to an IT system and associated data/records.
Advice is sought from the Data Protection Officer whenever appropriate and
that data protection implications are considered at the earliest stage whenever
systems are procured or altered.
Reporting and disclosures of data/information from ICT system is limited to
those performing a business intelligence and performance management
function.
Unusual requests for disclosure are scrutinised and referred to the IAO and
Data Protection Officer when necessary.
IT support staff are aware of their responsibilities regarding information
security, data protection and client confidentiality.

Information Asset Owners have been advised of their responsibilities to carry out a
risk assessment on the information asset (system) for which they are responsible, in
accordance with the Sefton Council’s Information Risk Policy and Risk Management
Policy.
Data Back-ups and Recovery
IT Services are responsible for ensuring there is a procedure which outlines the
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media, frequency, retention period and control measures for back-ups of the data
and system configuration within their control.
Information in Transit
Hardcopy data subject or other sensitive personal data must only be sent by
recorded delivery and must be properly addressed to a named individual. Reliable
transport couriers must be used always. Packaging should be sufficient to protect the
contents from any physical damage during transit,
Contracts between Sefton Council and third parties must include an appropriate
confidentiality clause which should be disseminated to the third parties’ employees.
Data Processors
Where Sefton Council uses a contractor to process personal data on its behalf, the
contractor must sign a contract or ‘data processing agreement’ which ensures that
they are taking adequate steps to comply with GDPR on Sefton Council’s behalf.
Further information regarding the Council’s Information and ICT Security is available
on the Council intranet http://intranet.smbc.loc/our-council/data-handlingfoi/policies.aspx
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6 Caldicott Principles for handling personal
confidential data.
The Caldicott Principles were developed in 1997 following a review of how patient
information was handled across the NHS. The Review Panel (chaired by Dame
Fiona Caldicott) set out six Principles that organisations should follow to ensure that
information that can identify a patient is protected and only used when it is
appropriate to do so. Since then, when deciding whether they needed to use
information that would identify an individual, an organisation should use the
Principles as a test. The Principles were extended to Adult Social Care records in
2000. These principles apply equally as a guide to other Services across the Council
when processing personal confidential data. The Caldicott Principles revised 2013
are:
1 - Justify the purpose(s) for using confidential information
Every proposed use or transfer of personal confidential data within or from an
organisation should be clearly defined, scrutinised and documented, with continuing
uses regularly reviewed, by an appropriate guardian.

2 - Don't use personal confidential data unless it is absolutely necessary
Personal confidential data items should not be included unless it is essential for the
specified purpose(s) of that flow. The need for patients to be identified should be
considered at each stage of satisfying the purpose(s).

3 - Use the minimum necessary personal confidential data
Where use of personal confidential data is essential, the inclusion of each individual
item of data should be considered and justified so that the minimum amount of
personal confidential data is transferred or accessible as is necessary for a given
function to be carried out.
4 - Access to personal confidential data should be on a strict need-to-know
basis
Only those individuals who need access to personal confidential data should have
access to it, and they should only have access to the data items that they need to
see. This may mean introducing access controls or splitting data flows where one
data flow is used for several purposes.
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5 - Everyone with access to personal confidential data should be aware of
their responsibilities
Action should be taken to ensure that those handling personal confidential data both clinical and non-clinical staff - are made fully aware of their responsibilities and
obligations to respect patient confidentiality.

6 - Comply with the law
Every use of personal confidential data must be lawful. Someone in each
organisation handling personal confidential data should be responsible for ensuring
that the organisation complies with legal requirements.

In April 2013, Dame Fiona Caldicott reported on her second review of information
governance, her report "Information: To Share or Not to Share? The Information
Governance Review", informally known as the Caldicott2 Review, introduced a new
7th Caldicott Principle.
7 - The duty to share information can be as important as the duty to protect
patient confidentiality
Health and social care professionals should have the confidence to share
information in the best interests of their patients within the framework set out by
these principles. They should be supported by the policies of their employers,
regulators and professional bodies.
The Health and Social Care (Safety and Quality) Act 2015 includes a legal duty that
requires local Health and Adult Social Care bodies to share information where this
will facilitate improved care for an individual.
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7 Confidentiality
The Council holds personal data about its staff, clients, members etc. GDPR and the
Data Protection Act 2018 place a responsibility on the Council to ensure the
confidentiality of its clients, insofar that no information given to the Council will be
shared with any other organisation or individual without the user’s express
permission or where another lawful basis exists.
For this policy, confidentiality relates to the transmission of personal, sensitive or
identifiable information about individuals or organisations (confidential information),
which comes into the possession of the Council and its employees through its work.
All personal data will be dealt with sensitively and in the strictest confidence
internally and externally.
Purpose
The purpose of the Confidentiality Policy is to ensure that all staff, members,
volunteers and users understand the Council’s requirements in relation to the
disclosure of personal data and confidential information.

Principles
 All personal data (paper-based and electronic) must be processed and stored
in accordance with the GDPR and DPA and must be secured against
unauthorised access, accidental disclosure, loss or destruction.
 All personal paper-based and electronic data must only be accessible to those
individuals authorised to have access.
Following the publication of the Caldicott Review in March 2013, the Health & Social
Care Information Centre published “A guide to confidentiality in Health and Social
Care” which identified five rules for treating confidential information with respect.
These same rules are applicable in practice to all areas the Council and include:
o Rule 1: Confidential information about service users should be treated
confidentially and respectfully.
o Rule 2: Member of a Care Team should share confidential information when it is
needed for the safe and effective care of an individual.
o Rule 3: Information that is shared for the benefit of the community should be
anonymised.
o Rule 4: An individual’s right to object to the sharing of confidential information
about them should be respected.
o Rule 5: Organisations should put policies, procedures and systems in place to
ensure the confidentiality rules are followed.
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Client Confidentiality
Information that the Council collects in confidence from clients attracts a common
law duty of confidence until it has been effectively anonymised. This legal duty
prohibits information use and disclosure without consent, effectively providing
individuals with a degree of control over who sees information that they provide in
confidence. This duty can only be overridden if there is a statutory requirement, a
court order, or if there is a robust public interest justification.
At first contact with the service for a matter, all clients should be asked if they
consent to their information being recorded and shared with other key partner
agencies in the interest of supporting their need and progressing a satisfactory
resolution. This information must be recorded in the relevant client record.
In the event of a client being unable to give permission, the Mental Capacity Act
2005 must be followed.
In all cases, the wishes expressed must be appropriately
documented in the client’s record.

Staff Confidentiality
All staff are required to keep confidential any information regarding clients and other
staff, only informing those that have a need to know Telephone conversations and
electronic communications should be conducted in a confidential manner.
Confidential information must not be disclosed to unauthorised parties without prior
discussion and confirmation with a Senior Manager in the Council. Staff must not
process any personal information in contravention of the GDPR.
Staff must not access client or staff information on any system (electronic or paper)
that relates to family (including spouses; children; parents etc.) or friends, even if it is
within their role in the organisation.
Any breaches of these requirements will potentially be regarded as serious
misconduct and as such may result in disciplinary action.
All staff have a confidentiality clause in their contract of employment.
The Council must have an approved Data Protection and Confidentiality clause in all
contracts with 3rd party contractors and suppliers who process personal information
on behalf of the Council in undertaking the contracted works or provision of goods
and services.
Exemptions to Confidentiality
In certain circumstances, personal information may be disclosed and guidance is
provided below. However, it is vital in each case that staff assess the need to
disclose the information and document that the information has been released to
whom and for what reason. If they are in any doubt, they should seek advice from
their Team Manager, the Caldicott Guardian or the Council’s Data Protection Officer.
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Disclosing Information against the Subject’s wishes
The Council recognises that occasions may arise where individual workers feel they
need to breach confidentiality. Confidential or sensitive information relating to an
individual may be divulged where there is risk of danger to the individual, a volunteer
or employee, or the public at large, or where it is against the law to withhold it. In
these circumstances, information may be divulged to other agencies or departments
e.g. Police or Social Services, on a need to know basis.
The responsibility to withhold or disclose information without a data subject's
consent must be made by a Senior Manager in the respective service and cannot
be delegated. Circumstances where the subject's right to confidentiality may be
overridden are rare. Examples of these situations are:
•
•
•
•
•
•

Where the subject's life may be in danger, or cases in which s/he may not be
capable of forming an appropriate decision.
Where there is danger to other people.
Where the rights of others may supersede those of the subject, for example a
risk to children or the serious misuse of substances.
Where there is a serious threat to a professional or other staff.
Where there is a serious threat to the community.
In other exceptional circumstances, based on professional consideration and
consultation.

Where an employee of the Council feels confidentiality should be breached the
following steps will be taken:

The worker should raise the matter immediately with their Line Manager.

The worker must discuss with the Line Manager the issues involved
in the case and explain why it is necessary to breach confidentiality

The Line Manager is responsible for discussing with the worker what
options are available in each set of circumstances.

If the Line Manager lacks sufficient seniority for deciding whether
confidentiality should be breached they must escalate to their Service
Manager
•
Advice should be sought from the Data Protection Officer
If in doubt, staff should seek guidance, in confidence, from the appropriate Team
Manager, the Caldicott Guardian or the Council’s Data Protection Officer.
The Council will support any member of staff who, after using
careful consideration, professional judgement, and has sought
guidance from their manager, can satisfactorily justify and has
documented any decision to disclose or withhold information
against a client's wishes.
National Data Opt-out
The National Data Opt-out is a service that enables the public to register to opt out of

their confidential patient information being used for purposes beyond their individual
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care and treatment. It was introduced for the health and social care system in England
on 25 May 2018. The public can change their national data opt-out choice at any time.
Its purpose is to give the public a choice about whether their confidential patient
information is shared for research and planning.
The national data opt-out applies to data for patients/clients where their care is

provided in England by a publicly funded organisation or the care has been arranged
by a public body such as the NHS or a Local Authority, it does not apply to data related
to private patients/clients at private providers.
In summary the national data opt-out applies to:
• all NHS organisations (including private patients treated within such organisations)
• all Local Authorities providing publicly funded care
• adult social care providers where the care provided is funded or arranged by a
public body
• private or charitable healthcare providers providing NHS funded treatment or
arranged care
Which data disclosures do national data opt-outs apply to?
National data opt-outs apply to a disclosure when an organisation e.g. a research body
confirms they have approval from the Confidentiality Advisory Group (CAG) for the
disclosure of confidential patient information held by another organisation responsible
for the data (the data controller) such as an NHS Trust.

The CAG approval is also known as a section 251 approval and refers to section 251
of the National Health Service Act 2006 and its current Regulations, the Health Service
(Control of Patient Information) Regulations 2002. The NHS Act 2006 and the
Regulations enable the common law duty of confidentiality to be temporarily lifted so
that confidential patient information can be disclosed without the data controller being
in breach of the common law duty of confidentiality.
In practice, this means that where we (the Council) are responsible for the information
(as the data controller) we can, if we wish, disclose the information to the data
applicant e.g. research body without being in breach of the common law duty of
confidentiality. It is only in these cases where opt-outs apply.
National data opt-outs do not apply where:
•

information being disclosed is anonymised in accordance with the Information
Commissioner’s Office anonymisation code of practice

•

the individual has given their consent for their information to be used for a
particular purpose, e.g. a specific research study

•

there is an overriding public interest in the disclosure, i.e. the public interest in
disclosing the data overrides the public interest in maintaining confidentiality,
also referred to as the ‘public interest test’
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•

there is a legal requirement that sets aside the common law duty of
confidentiality or the information is required by a court order.

In these scenarios above, section 251 approvals would not have been sought.

Individuals are informed of this right in the Adult Social Care Privacy Notice which is
available on the Council’s website.
Children & Young People Consent and confidentiality
Children and young people have the same rights to and expectations of
confidentiality as any other. Judgements need to be made on a case-by-case basis
about circumstances when it might be appropriate to share information with parents
or carers.
Safeguarding
Sharing of information between practitioners is essential to ensure that children and
vulnerable adults are properly protected. Information from different sources may have
to be put together to ensure that a child or vulnerable adult can be identified as being
in need or at risk of harm. Where there are concerns that a child or vulnerable is, or
may be at risk of significant harm, the professional must follow local safeguarding
procedures.
For further information on information sharing in this context or adult safeguarding,
staff should seek guidance from appropriate Managers in either Children’s Services
Safeguarding team http://intranet.smbc.loc/services/childrens-social-care.aspx
or Adults Services safeguarding http://intranet.smbc.loc/services/adult-socialcare.aspx?xpfaqs=true#faq2

Statistical Recording and Research
The Council is committed to effective statistical recording and monitoring of the use
of its services to measure performance.
The legal basis for processing confidential data for health and social research is ‘a
task in the public interest’; ‘(6(1)(e) – processing is necessary for the performance of
a task carried out in the public interest or in the exercise of official authority vested in
the controller’.
All statistical records given to third parties, such as to support funding applications or
monitoring reports shall be produced in anonymous form, so individuals cannot be
recognised.
All project-based research within the Council must comply with the Data Protection &
Caldicott Guardian Principles as set out within this Policy.
The Performance & Business Intelligence Department will log and retain as
appropriate, all relevant data protection agreements and approvals for research
studies, as evidence for compliance with the General Data Protection Regulation
and Data Protection Act 2018.
IG Policy
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8 Data Privacy Impact Assessment
All projects and processes that are likely to result in a high risk to individuals or use
intrusive technologies must be subject to a Data Privacy Impact Assessment
(DPIA). DPIAs must be reviewed by the Data Protection Officer and SIRO prior to
the work commencing.
Data Privacy Impact Assessments (for paper and digital data) is an analysis of how
personally identifiable information is collected, used, shared, and maintained:
I.
II.

To ensure handling conforms to applicable legal, regulatory, and policy
requirements regarding privacy.
To determine the risks and effects of collecting, maintaining and
disseminating information in identifiable form in an electronic information
system and (iii) to examine and evaluate protections and alternative
processes for handling information to mitigate potential privacy risks.

This is a method of reviewing a data project or even a database presently operating
but extending its function, where access to personal data is being changed. It seeks
to identify privacy risks for individuals (citizens and staff) and compliance risks for the
Council.
Further information on conducting DPIAs can be seen on the ICO website, at the link
below:
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-generaldata-protection-regulation-gdpr/accountability-and-governance/data-protectionimpact-assessments/

Guidance on undertaking a Privacy Impact Assessment for new or existing systems
can be found on the Council’s Intranet
http://intranet.smbc.loc/our-council/data-protection-informationhandling/guidance.aspx

9 Staff Awareness
Training
The Council will ensure that training courses and regular staff briefings are delivered
to support the implementation and adoption of this policy. The training will ensure
general awareness of the Data Protection and Caldicott principles with more specific
training for identified roles – e.g. Social Workers, IAOs, Caldicott Guardian, Senior
Information Risk Owner and Data Protection Officer.
Sefton Council has an established a mandatory training programme which includes
maintaining awareness of data protection, confidentiality and security issues for all
staff. This is carried out by regular training sessions covering the following subjects:
IG Policy
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•
•
•
•
•
•
•
•

Personal responsibilities
Confidentiality of personal information
Relevant Sefton Council Policies and Procedures
Compliance with data protection principles
Individual rights
General good practice guidelines covering security and confidentiality
Records management
Process for managing potential data breaches

All staff will complete the required Information Governance on-line learning and
reassessment modules:
•
•
•

New staff must complete training within the first week of work
Refresher training is undertaken annually
Staff who commit a data breach will be instructed to attend the next available
classroom-based training session

A register will be maintained of all staff attendance at training sessions.
Induction
All new starters processing personally identifying data will receive local and
organisational induction on Information Governance which will include data
protection, confidentiality and records management.
Contracts of Employment
Staff contracts of employment are produced and monitored by Sefton Council’s
Human Resources department. All contracts of employment include will a data
protection and general confidentiality clause. Agency and contract staff will be
subject to the same data protection and general confidentiality clause.
Disciplinary issues
All personal data recorded in any format must be handled securely and
appropriately, and staff must not disclose information for any purpose outside their
normal work role. Any deliberate or reckless disclosure of information by a member
of staff will be considered as a breach of this Council Policy which could result in a
member of staff facing disciplinary action. Managers must therefore ensure that all
staff familiarise themselves with the content of this policy. Employees should be
aware that it is a criminal offence to deliberately or recklessly disclose personal
data without the authority of Sefton Council.
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10 Monitoring Compliance
Legislative framework
The Council will monitor this policy to ensure it meets statutory and legal
requirements including, but not restricted to the General Data Protection Regulation
and Data Protection Act.
Data Protection legislation compliance
Compliance with the GDPR is mandatory and the Council will ensure that it keeps an
up to date register of all purposes for processing personal data and makes the
required notification with the Information Commissioner’s Office.
Data Security and Protection Toolkit
The Council is required to complete an annual review of Information Governance
compliance by completing the on-line NHS Digital Data Security and Protection
Toolkit.
Reporting of data breaches
Any data breach must be reported to your Line Manager and the Council’s Data
Protection Officer immediately after an employee becomes aware of the incident. If it
meets the threshold for reporting to the ICO, the DPO must report the breach within
72 hours of becoming aware of it. This includes completing a preliminary investigation
and completing the ICO’s report form Further information is available on the Council
intranet http://intranet.smbc.loc/our-council/data-handling-foi/data- breach.aspx
Ensuring the effectiveness of the Policy
All staff will be alerted to and able to access the Data Protection and confidentiality
policy on the Council’s Intranet. Existing and new workers will be introduced to the
policy via induction and training. The policy will be reviewed annually and
amendments will be proposed and agreed by the Information Management
Executive Group. If revised, all staff will be alerted to the new version which will
always be held on the Council’s intranet.
Non-adherence
Breaches of this policy will be dealt with under the Grievance and/or Disciplinary
procedures as appropriate.
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11 Appendix 1 - GDPR data processing - legal basis
Personal data – any information relating to an identifiable person who can be
directly or indirectly identified – name; identification number, location data or online
Identifier:
• The GDPR does not apply to anonymised data whereas personal data
that has been pseudonymised is personal data for the purposes of
GDPR. Pseudonymisation is defined as:
‘the processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal
data are not attributed to an identified or identifiable natural person’

Lawfulness of processing personal data - Article 6
6; 1 (a) The data subject has given consent to the processing of his or her
personal data for one of more specific purposes.
6; 1 (b) Processing is necessary for the performance of a contract to which the
data subject is party or to take steps at the request of the data subject
prior to entering a contract
6; 1 (c) Processing is necessary for compliance with a legal obligation to which
the data controller is subject
6; 1 (d) Processing is necessary to protect the vital interests of the data subject or
of another natural person
6; 1 (e) Processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller
6; 1 (f)
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Processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data, in particular where
the data subject is a child
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Sensitive data – “special categories of personal data”
Processing of special categories of personal data - Article 9
1. Racial or ethnic origin; political opinions; religious or philosophical beliefs;
trade union membership; processing of genetic data; biometric data (for the
purpose of uniquely identifying a natural person); data concerning health; data
concerning a natural person’s sex life or sexual orientation – SHALL BE
PROHIBITED ***[see below]
2. Paragraph 1 shall NOT APPLY if one of the following applies:
2a
The data subject has given EXPLICIT consent to the processing of
those personal data for one or more specified purposes, except
where Union or Member State law provide that the prohibition referred to
in paragraph 1 may not be lifted by the data subject.
2b

Processing is necessary for the purposes of carrying out the obligations
and exercising specific rights of the controller or of the data subject in the
field of employment and social security and social protection law, in so far
as it is authorised by Union or member State law or a collective
agreement pursuant to Member State law providing for appropriate
safeguards for the fundamental rights and the interests of the data
subject.

2c

Processing is necessary to protect the vital interests of the data subject or
of another natural person where the data subject is physically or legally
incapable of giving consent [Capacity Act would apply – or if the person is
at risk i.e. Mental Health Act Assessment]

2d

Processing is carried out during its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body
with a political, philosophical, religious or trade-union aim and on
condition that the processing relates solely to the members or to former
members of the body or to persons who have regular contact with it in
connection with its purposes and that the personal data are not disclosed
outside that body without the consent of the data subjects.

2e

Processing relates to personal data which are manifestly made public by
the data
Subject.

2f

Processing is necessary for the establishment, exercise or defence or
legal claims or whenever courts are acting in the judicial capacity.

2g

Processing is necessary for reasons of substantial public interest, on the
basis of Union or Member State law which shall be proportionate to the
aim pursued, respect the essence of the right to data protection and
provide for suitable and specific measures to safeguard the fundamental
rights and the interests of the data subject.
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2h

Processing is necessary for the purposes of preventive or
occupational medicine, or the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social
care or treatment or the management of health or social care
systems and services on the basis of Union or Member State law or
pursuant to contract with a health professional and subject to the
conditions and safeguards referred to in paragraph 3
Paragraph 3: Personal data referred to in para 1 may be processed for
the purposes referred to in point (h) of para 2 when those data are
processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or
rules established by national competent bodies or by another person also
subject to an obligation of secrecy under Union or Member State law or
rules established by national competent bodies.

2i

Processing is necessary for reasons of public interest around public
health, such as protecting against serious cross-border threats to health
or ensuring high standards of quality and safety of health care and of
medicinal products or medical devices, on the basis of Union or Member
State law which provides for suitable and specific measures to safeguard
the rights and freedoms of the data subject, professional secrecy; or

2j

Processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) based on Union or Member State law which
shall be proportionate to the aim pursued, respect the essence of the right
to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and interests of the data subject.
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12 Appendix 2

Relevant Acts of Parliament

Data Protection Act 2018 (DPA)
The DPA implements the EU's General Data Protection Regulation (GDPR), while
providing for certain permitted derogations, additions and UK-specific provisions.
The data protection principles are:
1) Lawfulness, fairness and transparency
2) Specified, explicit and legitimate
3) Adequate, relevant and not excessive
4) Accurate
5) Must be kept for no longer than is necessary
6) Taking appropriate security measures
Human Rights Act 2000
This Act became law on 2 October 2000. It binds public authorities to respect and
protect an individual’s human rights. This will include an individual’s right to privacy
(under Article 8) and a service user’s right to expect confidentiality of their
information always.
Article 8 of the Act provides that ‘everyone has the right to respect for his private and
family life, his home and his correspondence’. However, this article also states
‘there shall be no interference by a public authority with the exercise of this right
except as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety, or the economic well-being of the
country, for the prevention or disorder or crime, for the protection of health or morals,
or for the protection of the rights and freedoms of others’.

Regulation of Investigatory Powers Act 2000
This Act combines rules relating to access to protected electronic information as well
as revising the ‘Interception of Communications Act 1985’. The Act aims to
modernise the legal regulation of interception of communications in the light of the
Human Rights laws and rapidly changing technology.
Crime and Disorder Act 1998
This Act introduces measures to reduce crime and disorder, including the
introduction of local crime partnerships around local authority boundaries to
formulate and implement strategies for reducing crime and disorder in that local
area.
The Act allows disclosure of person identifiable information to the Police, Local
Authorities, Probation Service or the Health Service but only if the purposes are
defined within the Crime and Disorder Act. The Act does not impose a legal
requirement to disclose/exchange person identifiable information and responsibility
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for disclosure rests with the organisation holding the information. There should be a
Crime and Disorder Protocol governing the disclosure/exchange and use of personal
information within a local authority boundary agreed and signed by all involved
agencies and organisations.

The Computer Misuse Act 1990
This Act makes it a criminal offence to access any part of a computer system,
programs and/or data that a user is not entitled to access. Each organisation will
issue each user an individual user id and password which will only be known by the
individual they relate to and must not be divulged / misused by other staff. This is to
protect the employee from the likelihood of their inadvertently contravening this Act.
Each organisation will adhere to the requirements of the Computer Misuse Act 1990
by ensuring staff are made aware of their responsibilities regarding the misuse of
computers for personal gain or other fraudulent activities. Any member of staff found
to have contravened this Act will be considered to have committed a disciplinary
offence and be dealt with accordingly.
Where individuals have been found to have committed serious breaches of data
protection legislation, the Information Commissioner’s Office has prosecuted
individuals under the Computer Misuse Act 1990, in order to access a wider range of
penalties e.g. a custodial sentence.
The Access to Health Records 1990
This Act gives data subject’s representatives right of access to their manually held
health records, in respect of information recorded on or after 1 November 1991. This
Act is only applicable for access to deceased person’s records. All other requests
for access to information by living individuals are provided under the access
provisions of the Data Protection Act .2018

Access to Medical Reports Act 1988
This Act allows those who have had a medical report produced for the purposes of
employment and/or insurance to obtain a copy of the content of the report prior to it
being disclosed to any potential employer and/or prospective insurance company.
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Report to:

Audit and
Governance
Committee

Date of Meeting:

Subject:

ICT Security Policy 2020

Report of:

Executive Director
of Corporate
Resources and
Customer Services

Portfolio:

Cabinet Member - Regulatory, Compliance and Corporate
Services

Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Wards Affected:

Included in
Forward Plan:

Wednesday 16
December 2020

(All Wards);

No

No

Summary:
The purpose of this report is to obtain approval for revised security policy documentation
relating the authority’s ICT estate; new policy documents have been produced to replace
existing policies last updated in 2019.
Recommendation(s):
(1) That the ICT Acceptable Usage Policy 2020 and the Sefton Council Starters,
Movers, Leavers Policy 2020 be approved.
Reasons for the Recommendation(s):
To ensure that Sefton’s ICT is operating in line with industry standards for ICT Security
Management
Alternative Options Considered and Rejected: (including any Risk Implications)
Not to make any changes to existing documentation – rejected, as this would not be
consistent with the requirements of the National Cyber Security Centre and Sefton would
not be operating in line with leading industry practice, which could expose the
organisation to increase risk of CyberCrime/Cyber Security or Information Breach.
What will it cost and how will it be financed?
(A)

Revenue Costs
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Not applicable
(B)

Capital Costs

Not applicable
Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
Revised policy documentation for review by all authorised users of Sefton ICT services
IT changes and security infrastructure changes to be addressed within the ICT Contract
Management
Legal Implications:
There are no legal implications
Equality Implications:
There are no equality implications.
Contribution to the Council’s Core Purpose:
Protect the most vulnerable: Not applicable
Facilitate confident and resilient communities: Yes, the provision of a secure network
will provide the foundation for any further developments of digital services for residents
Commission, broker and provide core services: Yes, provision of a secure ICT
Environment
Place – leadership and influencer: Not applicable
Drivers of change and reform: Yes, ICT is a key enabling programme to deliver the
Framework for Change
Facilitate sustainable economic prosperity: Not applicable
Greater income for social investment: Not applicable
Cleaner Greener: Not applicable
What consultations have taken place on the proposals and when?
(A)

Internal Consultations
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Members of the Executive Information Management Group have been consulted on the
policy documents and feedback incorporated as required. Membership includes







(B)

Head of Commissioning Support and Business Intelligence
The Head of Corporate Resources
Chief Legal and Democratic Officer
Performance and Intelligence Manager
Information Management and Governance Lead
Workforce Learning and Development Manager
Senior Manager ICT and Digital
External Consultations

Not applicable
Implementation Date for the Decision
Following the expiry of the “call-in” period for the Minutes of the Cabinet Meeting
Contact Officer:
Email Address:

Jamal Aslam
jamal.aslam@sefton.gov.uk

Appendices:
A; ICT Acceptable Usage Policy 2020
B; Sefton Council Starters, Movers, Leavers Policy 2020
Background Papers:
There are no background papers available for inspection.

1.

Introduction/Background

1.1

In 2017 the authority embarked on a radical programme of ICT Transformation, to
improve the Council’s ICT provision to support both the Framework for Change
Programme and to create a state of readiness for a new ICT Provider. In addition
this enabled a step change in service delivery to support the delivery of
interdependent PSR workstreams namely the Asset and Accommodation Strategy
(PSR8) and Locality Teams (PSR2). The three key deliverables were:-

1.1.1 Services and staff – to improve the end user experience and support the
introduction of new ways of working
1.1.2 ICT Service – to deliver a new ICT Support service and associated services to
improve reliability and functionality of ICT as well as supporting continual
improvements/service transformation
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1.1.3 ICT Infrastructure – to enable agile working, reduce the complexity of system
delivery as well as providing the platform for Sefton to take full advantage of
advances in technology moving forwards
1.2

Alongside the delivery of a new technical and support infrastructure it is essential
to align associated policies that govern both ICT Security operations and
Acceptable Use of ICT to ensure the provision of a robust and secure network.
These documents are as follows:-

1.2.1 Information Security Management System Policy, which governs the provision of
contracted technology and telecommunications services to Sefton in line with the
International code of Practice for Information Security Management
ISO27001:2013;
1.2.2 The Initial Security Management Plan which describes how the ICT Services
provider (Agilisys) manages Information Security according to leading industry
practice and specifies any additional or different application of controls to ensure a
secure network; and
1.2.3 ICT Acceptable Usage Policy, which aims to provide clear guidance on the
acceptable use of ICT for authorised users, to protect the security of the network
and reduce the risk of a data breach.
2.

Proposals for Approval

2.1

Since the publication of the last ICT Acceptable Usage Policy in 2019 the authority
has changed its approach to ways of working due to the COVID-19 pandemic, this
has resulted in a significant increase in Sefton Council personnel working from
non-council sites.

2.2

Given the fundamental changes in ways of working, the ICT Acceptable Usage
policy has been reviewed and updated to ensure all personnel are taking the
precautionary steps to protect the Council’s ICT environment whilst working from
remote locations as well as general changes in line with the National Cyber
Security Centre guidance.

2.3

The Starters, Movers, Leavers Policy has been separated from the ICT Acceptable
Usage Policy and provides clear guidance to personnel and responsible
managers on how to fulfil their obligations to protect both the Councils data and
ICT environment by following User Access and Identity Management best
practices.

3.

Conclusion
This report provides a two core policy documents for approval, to streamline the
current guidance documentation available for all authorised users of Sefton’s ICT
environment, as well as ensuring the Sefton is operating in line with Industry
Standards for ICT Security Management.
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ICT Acceptable Use
Policy
September 2020

1
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Summary Sheet
Document Information
Protective marking

Unclassified

(Unclassified / Restricted
Circulation / Confidential)

Ref

Acceptable Use ICT

Document Purpose

To ensure all users of Sefton’s ICT are aware of guidance around
acceptable use

Document status

Final

(Draft / Active)

N/A

Partners
(If applicable)

Date document came February 2020
into force
Date of next review

March 2021

Owner

Sefton Council – ICT Client Team

(Service Area)

Location of original

Helen Spreadbury

(Owner job title / contact
details)

Authorised by
(Committee/Cabinet)

Audit and Governance Committee

Document History
Version

Date

Author

Notes on revisions

0.1

27/09/2018

H Spreadbury

Draft

0.2

11/10/2018

H Spreadbury

Amendments made following consultation
with IMG

0.3

15/10/2018

H Spreadbury

Further amendments made following
consultation with HR and Agilisys

1

06/11/2018

H Spreadbury

Final draft following feedback from IMG

2

23/04/2019

H Spreadbury

Finalised for release

2.1

05/02/2020

J Aslam

Yearly review – minor changes and
inclusion of SML and Password Policies

2
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Further documentation and supporting material can be found via the following
page http://intranet.smbc.loc/our-council/data-protection-informationhandling/policies.aspx

Introduction
The purpose of this document is to ensure that all Users of Sefton Council’s ICT
(Information Communications Technology) Services feel confident in the use of ICT to
complete their work. The aim of this policy document is to describe in plain English
what is acceptable activity to ensure the security of Sefton’s ICT network, to protect
the disclosure of information and ensure we can prevent, as far as possible, cyberattack or cybercrime.
The increasing use of Information and Communication Technology and the
development of information strategies to support the process of providing effective
services make it necessary to take appropriate action to ensure that these systems
are developed, operated and maintained in a safe and secure manner.
Whilst the aim is to provide facilities for employees to use freely in pursuit of their job
there are, however, management and legal issues, which should be borne in mind to
ensure the effective and appropriate use of information technology.

Scope
This document applies to all authorised users of Sefton’s ICT systems; including;
council employees, members, contractors, consultants, commissioned service
providers and organisations that connect to or support any part of the IT Infrastructure

Individual Responsibilities


All Elected Members must accept responsibility for maintaining ICT standards
within the organisation.



All Managers must accept responsibility for initiating, implementing and
maintaining ICT standards including those outlined in the Starters, Movers and
Leavers policy within the organisation.



All non-managerial employees must accept responsibility for maintaining
standards by conforming to those controls, which are applicable to them.



The ICT Client Team, supported by Agilisys, is responsible for implementation of
technical security solutions to protect the network

3
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How to Use this document
This document outlines what Sefton deems to be acceptable and unacceptable use
of ICT, all colleagues as defined within the scope of this document must comply with
this policy failure to do so may lead to disciplinary action.
If you do not understand the definitions and guidance in this document please do not
hesitate to seek advice from either your manager, The ICT Client Team or the IT
Helpdesk.

User Accounts and Passwords
Access to Sefton Council's ICT systems and Information must be adequately
protected. Whilst different business applications have varying security requirements,
these individual requirements must be identified through risk assessments that will
'control the access' to the ICT systems and filing cabinets where the information is
held in paper form.

Management Responsibilities


Managers must ensure that all staff within their team have access rights to systems
and IT services that are commensurate with the tasks they are expected to perform



All staff must have unique login that is not shared with or disclosed to any other
users along with an associated unique password that is requested at each new
login



Employees must not make copies of computer software owned by the Council for
private use



User's access rights must be reviewed at regular intervals by their manager to
ensure that the appropriate rights are still allocated. System administration
accounts must only be provided to users that are required to perform system
administration tasks.



Managers must ensure that all computer software and hardware is purchased via
the ICT Client team, under no circumstances should any free of charge evaluation
software be installed without prior approval from the ICT client team



All authorised users are required to comply with the Starters, Movers and Leavers
Policy document found in Appendix A



Managers must ensure that all new employees must complete the Information
Management and Governance and ICT Acceptable Usage Policy training on
4
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MeLearning within 7 days of their start date. Failure to complete the MeLearning
courses will result in limitations being placed on the ICT account.

1. IT Device Management
As a principle, and to ensure value for money, there will be no more than one
workstation asset allocated per user (desktop, laptop or thin client) In exceptional
cases staff requiring multiple assets must provide a business case (signed by Head of
Service) to the ICT Client team before an additional device will be purchased.

How you should use your device (key principles)










All devices directly connected to the Sefton MBC Network (wired, wireless or
access via VPN) must be approved, deployed and supported by the ICT
Managed Service Provider
The installation of any software and any required local configuration is managed
and supported by the ICT Managed Service Provider
All devices are owned by Sefton MBC
All mobile end user devices must be assigned a named individual within a team
If a person moves role within the organisation the device remains with the leavers
team for reallocation to the new postholder, in cases where there is no new
postholder it must be returned to the ICT Managed Service Provider.
All fixed desktops must be assigned to the departmental manager for that area
All devices must be recorded within the departmental asset register
When a device is no longer in use then the device must be returned to the ICT
Managed Service provider
All devices must be listed within the team’s equipment inventory

Things you must not do




Connect any personal devices to the corporate network – Bring your Own Device
(BYOD) is not permitted
Do not move or install devices without the support of ICT, all requests for
installation, moves or changes to any device must be logged through the ICT
Service Desk
Do note dispose or reallocate any device without logging a call with the ICT
Service Desk, any disposals must comply with WEEE Regulations 2017

2. User network and Applications Accounts




Always use your own personal Sefton Council account to carry out your work
Only use your administration account to carry daily specific system administrator
duties assigned to you by your manager (if relevant)
All Sefton Council IT Accounts not accessed for longer than 30 days will be
disabled
5
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Always use CTRL ALT DEL/Windows Key + L to lock your machine when
unattended
Follow the password policy in Appendix B, a summary of what you shouldn’t do is
described below

Things you must not do












Never write passwords down
Never send a password through email
Never include a password in a non-encrypted stored document
Never tell anyone your password or hint at the format of your password
Never use your network password on an account over the internet which does
not have a secure login, Secure web pages have addresses that start with https://
Don’t use common acronyms as part of your password
Don’t use spaces, common words or reverse spelling of words in part of your
password
Don’t use names of people or places as part of your password
Don’t use parts of your login name in your password
Don’t use parts of numbers easily remembered such as phone numbers, NI
numbers or street address
Never let someone see you type your password

3. One Drive and SharePoint
Access to OneDrive for Business is from a managed Sefton Council Windows 10
device or a managed mobile device only.
OneDrive for Business is your personal area on the cloud, confidential to you,
previously known as your H:/. OneDrive for Business requires an Office 365 license,
once employment ends this data will be accessible to the user’s manager and will then
be removed in line with the data retention policy, please refer to Appendix B
SharePoint - a web-based collaborative platform that integrates with MS Office, used
for sharing documents, this is where you will find all the documents migrated from your
old G:/ or team drive or Microsoft Shares.

How you should use One Drive for Business and SharePoint




All data stored in OneDrive for Business should be relevant to the user’s role
All data that needs to be shared across teams/groups must be stored in Share
Point
Data should be stored in line with the retention schedule and deleted when no
longer required

6
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The sharing of files to third parties is permitted however this should only be done
for valid business purpose, and approved by ICT Client and basic configuration
supported by the ICT Service Desk

Things you must not do





Personal data must not be kept in OneDrive for Business
Personal/Copyright Pictures must not be stored in OneDrive for Business or
SharePoint
Personal/Copyright Video’s must not be stored in OneDrive for business or
SharePoint
Any pictures, music or videos that are stored will be deemed to be property of
Sefton Council

4. Internet Acceptable Use Policy
The Council recognises that it is not practical to define precise rules that cover the full
range of Internet activities available and in general, it is adherence to the spirit and
essence of the policy that will allow the Council as a whole, and employees in person,
to productively benefit from access to this powerful technology.
All personal usage must be in accordance with this policy. Your computer and any
data held on it are the property of Sefton Council and may be accessed at any time by
the Council to ensure compliance with all its statutory, regulatory and internal policy
requirements.

What you should use your Council Internet account for
Your Council Internet account should be used in accordance with this policy to access
anything in pursuance of your work including:






Access to and/or provision of information.
Research
Electronic commerce (e.g. purchasing equipment for the Council)
Supported council applications which are hosted externally by the supplier
Personal use in your own time (ie: during your lunchbreak), any personal use
must not include any activity listed in the section below

The Council is not however responsible for any personal transactions you enter, for
example in respect of the quality, delivery or loss of items ordered. You must accept
responsibility for, and keep the Council protected against, any claims, damages,
losses or the like which might arise from your transaction for example in relation to
payment for the items or any personal injury or damage to property they might cause.
If you purchase personal goods or services via the Council's Internet service, you are
responsible for ensuring that the information you provide shows that the transaction is
being entered into by you personally and not on behalf of the Council.
7
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You should ensure that personal goods and services purchased are not delivered to
Council property, rather, they should be delivered to your home or other personal
address.
The Council is not responsible for any losses or issues relating to personal use of the
Council's internet facility.
If you are in any doubt about how you may make personal use of the system you are
advised not to do so.

Things you must not do












Browse non-work sites during working hours
Leave open live internet feeds to collect news, sports updates or to download
images, video or audio streams for none work purposes
Download any copyrighted material without the owner’s permission
Create, download, upload, display or access knowingly, sites that contain
pornography or other "unsuitable" material that might be deemed illegal, obscene
or offensive.
Subscribe to, enter or use peer-to-peer networks or install software that allows
sharing of music, video or image files.
Subscribe to, enter or utilise real time chat facilities such as chat rooms, text
/image messenger or pager programs.
Subscribe to, enter or use online gaming or betting sites.
Subscribe to or enter "money making" sites or enter or use "money making"
programs.
Run a private business.
Download any software used for hacking or cracking passwords
Make repeated attempts to access any sites automatically blocked by the
Council’s filtering software

The above list gives examples of "unsuitable" usage but is neither exclusive nor
exhaustive.

5. Email Acceptable Use Policy
The email system is provided to allow electronic communication in pursuance of
Council business between Elected Members, Council employees, individual Council
service users and external organisations. All email sent and received via Sefton
Council is owned by the council and should not be deemed personal. The Council
will monitor your email account usage may access your email content. Be aware that
Sefton MBC may be required to disclose your emails or responses to them to third
parties for legal reasons, which may include requests made under the GDPR or
Freedom of Information.

How you should use your email (key principles)


Communication in connection with Sefton Council’s business
8

Page 62

Agenda Item 6














Users must exercise due care when writing an email to ensure that their message
maintains the standards of professionalism the Sefton Council expects of their
position
Users should not make statements on their own behalf or on behalf of the Sefton
Council that do or may defame, libel or damage the reputation of Sefton Council
or any person
Limited personal use of email is allowed provided it is kept to a reasonable level,
does not interfere with a user’s performance in carrying out their duties, does not
have a negative impact on Sefton Council in any way, is lawful and adheres to
the principles contained within this email Policy.
Sefton Council email / public folders and shared mailboxes not accessed (e.g.
opened content) for longer than 30 days will be disabled
Sefton Council email / public folders and shared mailboxes not accessed for
longer than 90 days will be deleted except where otherwise directed by the
relevant manager ie: for long term sickness, maternity or direct instruction from
HR, see Appendix A
All Sefton Council email / public folders and shared mailboxes must have an
owner and if an owner leaves it must be reassigned or the mailbox will also be
removed in accordance with policies above.
The Sefton Council ICT Division does not archive leavers information unless
formally requested and approved by a manager or HR.
Sefton Council reserves the right to monitor and/or record individual email use for
lawful business purposes. Users should therefore have no expectation of privacy
whilst using Sefton Council equipment for the purposes of communicating via
email
The contents of all email attachments, inbound and outbound, are scanned
electronically to help implement this Mandatory Policy against the acceptable use
policy and to prevent malware
Individual users are responsible for the day-to-day house-keeping of their
account and must minimise their mailbox space.

Things you must not do








Use the Council's email system to facilitate or operate any business/ commercial
activity, other than that of the Council.
Send business related email to large distribution groups without the permission of
the ICT Client Team (over 250 recipients)
Email confidential, sensitive or personally identifiable information to other
people (either internal or external) without ensuring that the data is secured
and that the authority has the legal power or explicit consent to do so
Provide your work email address as contact details to sites you have accessed
for non-work purposes
Use personal web-based email from your work equipment ie: Google mail
Send files with non-business-related attachments (ie compressed files, video
streams, executable code, video or audio streams or graphical images)
Email must only be accessed via the user’s personal user account and users
must not attempt to use another user’s account without their prior expressed
permission, but an individual’s email may be accessed by an authorised Sefton
9
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Council colleague or manager once a user has left the Sefton Council or where it
has been approved by the Head of HR
Except where it is strictly and necessarily required for your work (for example,
corporate advertising, IT audit activity or other investigation), you must not create,
download, access, display, transmit or engage in the following:















full videos or clips
photographic or cartoon images
chain letters
jokes or 'joke' chains
conversational email
harassing or bullying content
entertainment software
other non-work related software
advertisements
global emails (see paragraph 13 below)
game
gambling

Again, except where it is strictly necessary and required for your work (as defined
above) you must not create, download, access, display, transmit or engage in the
following



material that is obscene, offensive, sexually explicit, pornographic, racist,
sexist, ageist, defamatory, hateful, or homophobic in nature, incites or
depicts violence, or describes techniques for criminal or terrorist acts
derogatory remarks or express derogatory opinions regarding the Council,
its Officers or Members or communicate extreme views that could be to
the detriment of the Council or its reputation or bring the Council into
disrepute

If you receive an unsolicited "unsuitable" email please inform your manager, and
notify the ICT Service Desk.

6. Telephones
For the purpose of this policy the term ‘Phones’ refers to Council landlines and mobile
telephony devices, including pool phones. Users are expected to exercise due care
when making telephone calls and using mobile messaging, to ensure that they
maintain the standards of professionalism the Council expects of their position.
Managers have the responsibility to inform the ICT Service Desk when a mobile phone
is no longer required, e.g. a member of staff has left, and the phone is not being passed
on, so that the contract can be cancelled.
Sefton reserves the right to monitor and record/log individuals' use of the mobile device
systems for its lawful business purposes. Sefton's employees, secondees and workers
must not expect privacy whilst using Council equipment for the purposes of
communicating. Sefton MBC may be required to disclose voice recordings to third
10
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parties for legal reasons, which may include requests made under the GDPR or
Freedom of Information Act.

How you should use your Telephone (key principles)



In connection with normal business
Use of personal mobile phones in work for short conversations/messages
provided it is kept to a reasonable level, does not interfere with a user’s
performance in carrying out their duties, does not have a negative impact on
Sefton Council in any way, is lawful and adheres to the principles contained
within this Policy

Things you must not do












Allow the use of Council Phones by unauthorised person(s)
Use Council phones for personal calls (this includes the use of SMS text
messages/internet use) except in an emergency
Excessively use personal mobile phones during working hours to make calls,
access the internet or send text messages
Incur international roaming costs unless pre-authorised by your manager (or
Democratic Services Manager, for members)
Use phones in a manner that could bring Sefton Council into disrepute
Send SMS or MMS messages that could contain discriminatory, abusive, racist,
pornographic, obscene, illegal, offensive, potentially libellous or defamatory
content
Send personal and/or sensitive data using SMS or MMS messages without
verifying that the Council has the legal powers or explicit consent to do so.
Use a Sefton Council number to promote any external private business
Use a Sefton phone to contact premium rate numbers
Remove the Council SIM card for any purpose (unless explicitly told to do so by a
member of the ICT Service Desk as part of fault diagnosis/repair)
Transfer the SIM Card to any personal device

If you receive any harassment via telephone, do not attempt to contact a person who
has left you an unpleasant, suspicious or threatening message. Do not engage in
conversation with a person making an unwanted call. Remain calm and try not to
show emotion. Put the handset to one side for a few minutes then replace it. Record
the date and time of the call as well as the details even if they were unanswered or
silent calls. Write down and save any text messages and the time they were
received. In the first instance users should inform their line manager and contact HR
for further advice.

7. Security
All computer equipment should be placed in suitable physical locations that

11
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Reduce risk from environmental hazards, for example; heat, fire, smoke, water,
dust and vibration
Reduce the risk of theft
Facilitates workstations handling personal data being positioned so that the
screen cannot be seen by unauthorised personnel
All items of equipment must be maintained on a departmental inventory
When working in an agile way users are responsible for the security of device(s),
some key general guidance notes are provided below
o Ensure the device is logged out of the network when not in use
o Devices must not be left unattended in a public location
o Conceal when transporting on leaving ie: in the boot of a vehicle instead of
the back seat
o Do not leave devices in parked cars overnight, even if they are concealed
o Place in a safe place if the device is to be stored at home/away from the
office

Reporting Information Security Events and Weaknesses
Security events, for example a Data Security Breach or a virus infection could quickly
spread and cause data loss across the organisation. All users must be able to identify
that any unexpected or unusual behaviour on the workstation could potentially be a
software malfunction. If an event is detected users must:



Note the symptoms and any error messages on screen
Disconnect the workstation from the network if an infection is suspected (with
assistance from IT Support Staff)

All security events should be reported immediately to the ICT Service Desk on ext
4999.

12
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Appendix A – Starters, Movers, Leavers Policy
Link to SML policy on intranet

Appendix B – Password Policy

Link to SML policy on intranet

13
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Appendix C – Data Retention (IT Systems)
This document does not replace the authorities Retention Schedule but outlines the
core principles of how data will be managed on the IT Infrastructure, this document
only relates to electronic files, paper files are not included in this policy.


User data for confirmed leavers is to be deleted after 90 days this includes data
and information stored in OneDrive and Email



Managers are responsible for ensuring the removal of electronic information from
systems once retention periods are expired.



It is expected that business information required for regulatory purposes will be
stored in the relevant business document management systems. For example,
finance data must be stored in Oracle or finance server not in user’s email.



Where an end user device is a desktop the saving of information will be restricted,
where the device is mobile then that device will have approved encryption methods
enabled and are not to be circumvented. Usage of approved and encrypted
devices for storage of information while conducting daily work activities is
permitted. Such devices include Council tablets and other smart devices; however,
users must upload content to the appropriate systems (e.g. planning photographs)
and remove it from the device.



Unauthorised use of any cloud storage or online file transfer sites e.g. drop box or
We Transfer is prohibited by the policy and using any cloud storage not authorised
may result in disciplinary action.

14
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Introduction & Aims
This document defines Sefton Council Policy for starters, movers and leavers across the
Sefton Council IT estate. The integrity and performance of the IT environment is
maintained by keeping the underlying IT environments tidy. The principal drivers for an
effective Starters, Movers and Leavers (SML) policy and process are:


Security: Ensuring the Council network and information resources can only be
accessed by authorised persons.



Cost: Utility consumption-based pricing of IT services means costs are controlled
by timely removal of leavers and if a mover has reduced IT service needs, they
can be amended.



Asset Management: Accurate knowledge of asset location and status is essential
for maximising the utilisation of those resources and ensures IT support knows
what assets an end user has and where they are normally located. The process
also means assets can be recovered and redeployed as efficiently as possible.

Scope & Responsibilities
The scope of this policy is for a Council Officer with direct reports to handling ICT
accounts for new starters, movers and leavers requests. Please note this policy relates to
ICT aspects of new starters, movers and leavers, you must also ensure you are following
Personnel policies for any other aspects.
The manager of the new starter, mover or leaver is responsible to make sure the correct
forms are submitted in a timely manner to protect the ICT environment and data.
Managers are also responsible for making sure the correct level of permissions are
assigned to a new starter and permissions are revoked when an employee moves to
another role or leaves the organization.
Agilisys are responsible for facilitating the requests as they are the administrators of our
account directory.

Raising a New Starter Request
All requests for a new Sefton Council ICT account must be raised via the Self-Service
Portal to ensure appropriate data capture pre-authorised by the Client ICT Team and
Personnel.
The link to the form on the Self-Service Portal can be found here, alternatively you can
type ‘New Starter’ in the search box.
All Council Staff should have access to the Self-Service Portal and can log in with their
Network Username and Password, if you are having difficulty logging in please contact
the ICT Service Desk on 0151 934 4999.
The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.
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Considerations








If access to an application that is not managed by ICT is required, you must raise a
separate request with the application asset owner.
‘Cloning’ of a current user account is forbidden.
The line manager of the new starter is responsible for assigning any required
SharePoint permissions.
A new starter will not automatically be assigned a laptop/mobile, if there isn’t a
laptop/mobile to repurpose from a leaver then you will need to request a laptop
through the Online Store via the Self-Service Portal. It is suggested that such
requests should be made at the same time appointment is confirmed to ensure
enough time for equipment to be ordered and built.
Internet access will be limited to internal sites only until Personnel have received a
signed copy of the ICT Acceptable Usage Policy from the new starter.
Managers are responsible for ensuring that user accounts and associated
permissions are requested for new staff at least 48 hours before they are due to
commence employment



Work experience and contractors will only be created based upon standard
departmental profiles



All temporary staff require an expiration date on their account, their account will be
disabled on that date unless informed by a user’s manager or instructed otherwise from
HR

Raising a Mover Request
If a Sefton Council employee is moving departments or moving to a role that requires
changes in permission levels, then the preceding manager must submit a mover
notification via the Self-Service Portal.
The link to the form on the Self-Service Portal can be found here, alternatively you can
type ‘Mover’ in the search box.
All Council Staff should have access to the Self-Service Portal and can log in with their
Network Username and Password, if you are having difficulty logging in please contact
the ICT Service Desk on 0151 934 4999.
The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.
Considerations


All Movers will be treated as a new starter (except for their mailbox) and the new
manager will need to ensure appropriate permissions are provided for the new role.
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ICT will not provide a new mailbox so any historical email that may contain sensitive
data will remain. It is the responsibility of the preceding manager to ensure data is
cleansed.
If access to an application that is not managed by ICT is required, you must raise a
separate request with the application asset owner.
It is the Movers responsibility to update their Telephone Directory information.

Raising a Leaver Request
All requests for the disabling of a Sefton Council ICT account must be raised via the SelfService Portal to ensure appropriate data capture pre-authorised by the Client ICT Team
and Personnel.
The link to the form on the Self-Service Portal can be found here, alternatively you can
type ‘Network Account Deactivation’ in the search box.
All Council Staff should have access to the Self-Service Portal and can log in with their
Network Username and Password, if you are having difficulty logging in please contact
the ICT Service Desk on 0151 934 4999.
The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the account deactivation request.
Considerations






Managers are responsible for notifying the Service Desk to disable a leaver account
before the employee leaves the organisation
Managers are responsible for retrieval of any corporate KIT (Laptop, Mobile Phone
etc.) and store securely until the devices can be wiped and reissued.
The leavers data (Mailbox and OneDrive) will be accessible for a maximum of 30
days after the account is disabled to allow the manager to retrieve any files relevant
to a project or service and store elsewhere (SharePoint). After the 30 days the
account deletion process will take place, there are no exceptions to this due to
licensing agreements with Microsoft. (Note; data will still be retained for 90 days in
line with the ICT Data Retention Policy).
Revocation of access to an application that is not managed by ICT must be raised as
a separate request with the application asset owner.

Raising an Account Extension Request
If an account has not been used for over 30 days, then we will automatically disable the
account to protect the corporate network and data integrity. If an employee requires access
back to their account, then an Account Extension request will need to be raised via the
Self-Service Portal to ensure appropriate data capture pre-authorised by the Client ICT
Team and Personnel.
The link to the form on the Self-Service Portal can be found here, alternatively you can
type ‘Network Account Reactivation’ in the search box.
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All Council Staff should have access to the Self-Service Portal and can log in with their
Network Username and Password, if you are having difficulty logging in please contact
the ICT Service Desk on 0151 934 4999.
The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.
If an account has been fully processed as a leaver (usually after 90 days of inactivity),
managers must complete a new starter form via the Self-Service Portal instead of an
account extension request. The Service Desk will reject any requests they receive from
end users raised incorrectly.
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Agenda Item 7
Report to:

Audit and
Governance
Committee

Date of Meeting:

Subject:

Corporate Risk Management

Report of:

Executive Director
of Corporate
Resources and
Customer Services

Portfolio:

Regulatory, Compliance and Corporate Services

Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Wards Affected:

Included in
Forward Plan:

Wednesday 16
December 2020

(All Wards);

No

No.

Summary:
The Corporate Risk Register is presented to each meeting of the Audit and
Governance Committee. Since the last Committee meeting in September 2020, the
Corporate Risk Register has been reviewed and updated.
There have been no new risks which have been added or escalated from the Service
Risk Registers to the Corporate Risk Register.
Following continual monitoring, the risk of ‘failing to secure external funding for revenue
projects/programmes’ has been de-escalated to the service risk register for Economic
Growth and Housing where it will continue to be assessed.
The risks have been re-scored in accordance with the revised assessment guidance
included in the Corporate Risk Management handbook which was approved by the
Committee in December 2019.
A revised Corporate Risk Management handbook has been provided for the Committee
to note.
A presentation on one of the risks within the Corporate Risk Register will be provided to
the Committee at the December meeting.
Recommendation(s):
Members are requested to:
(1) Consider the updated Corporate Risk Register, in particular noting the nature of the
major risks facing the Council, and the controls and planned actions in place to
mitigate these.
(2) To approve the updated Corporate Risk Management Handbook.
(3) Note the planned work to formally define the Council’s Risk Appetite and the further
proposed review of the Risk Management Handbook.
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Reasons for the Recommendation(s):
A robust system of risk management will assist the Council in meeting its identified
objectives.
Alternative Options Considered and Rejected: (including any Risk Implications)
None.
What will it cost and how will it be financed?
(A)
Revenue Costs
There are no direct financial implications arising from this report. However, the Council
benefits from the work of the Risk and Audit section in reducing the potential impact and
likelihood (and therefore the costs) of the risks identified.
(B)
Capital Costs
There are no direct capital cost implications arising from this report.
Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
There are no direct resource implications.
Legal Implications:
There are no legal implications.
Equality Implications:
There are no equality implications.
Contribution to the Council’s Core Purpose:
Protect the most vulnerable: Positive impact
Facilitate confident and resilient communities: Positive impact
Commission, broker and provide core services: Positive impact
Place – leadership and influencer: Positive impact
Drivers of change and reform: Positive impact
Facilitate sustainable economic prosperity: Positive impact
Greater income for social investment: Positive impact
Cleaner Greener: Positive impact
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What consultations have taken place on the proposals and when?
(A)

Internal Consultations

The Executive Director of Corporate Resources and Customer Services (FD.6203/20)
and the Chief Legal and Democratic Officer (LD4395/20.) have been consulted and any
comments have been incorporated into the report.
(B)
External Consultations
None.
Implementation Date for the Decision
Immediately following the Committee / Council meeting.
Contact Officer:
Telephone Number:
Email Address:

David Eden
0151 934 4053
david.eden@sefton.gov.uk

Appendices:
The following appendices are attached to this report:



Corporate Risk Register – December 2020
Corporate Risk Management Handbook – December 2020

Background Papers:
There are no background papers available for inspection.
1.

Introduction/Background

1.1

Risk Management is defined as ‘systematic application of principles, approach and
processes to the task of identifying and assessing the risk and the planning and
implementing of risk responses’.

1.2

Whilst the process of risk management is routinely undertaken within the Council in a
number of areas, both at a strategic level and operationally, it is recognised that there
is still scope, to develop a more integrated risk management approach. This report
seeks to continue the process of formalising a system of robust Corporate Risk
Management, and embedding this into the organisation. The Corporate Risk
Management Handbook outlines that there should be three tiers of risk registers in
place across the organisation which are identified through the scoring of the risks:

Corporate Risk Register – risks scored at 16 plus and these are the key risks

affecting the Council

Service Risk Registers – risks scored between eight and 15 which are owned

and managed by the Head of Service.

Operational Risk Registers – risks scored at seven and below which are

owned and managed by Service Managers

1.3

An updated Corporate Risk Register is presented at each meeting of this Committee.
The Corporate Risk Register has been shared with and reviewed by senior officers to
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ensure that the risk register reflects the most significant risks facing the Council. The
completion of a risk register also demonstrates that the Council has set out an
approach to mitigate the risks that have been identified. This should give members
assurance that there is a robust corporate approach to the management of the most
significant threats to the achievement of the Council’s objectives. The updated
Corporate Risk Register is set out at Appendix A, using the revised scoring approved
by Members in December 2019, for noting by the Committee.
1.4

The Service Risk Registers are owned and reviewed by the Heads of Service on a
quarterly basis and are provided to the Risk and Audit team for information. The
completed Service Risk Registers are used by Audit as an agenda item in the formal
quarterly meeting with the Heads of Service and are also used for the monthly budget
meetings that are held by Finance with the Service Management teams. Due to the
wider use of the risk registers there has been a noticeable improvement in the
engagement on risk.

1.5

The Operational Risk Registers are owned and revised by Service Managers.
Members may remember that the Risk and Resilience Team assisted by the Internal
Audit Team completed an exercise in 2018/19 to fully implement this tier of risk
registers across the organisation facilitating the completion of over 70 risk registers.
This exercise was completed in March 2019. The Risk and Audit Team assisted by
the Internal Audit Team work with the individual teams to facilitate regular reviews of
the risk registers which will help to embed risk management at the centre of the
Council’s activities.

2.

Key Developments

2.1

Since the September 2020 update to the Audit and Governance Committee, the
Corporate Risk Register has been fully reviewed and updated.

2.2

Following continual monitoring, the risk of ‘failing to secure external funding for
revenue projects/programmes’ has been de-escalated to the service risk register
for Economic Growth and Housing where it will continue to be assessed.

2.3

The scoring of the risks has been reviewed by the risk owners in line with the
revised scoring matrix approved by the Committee in December 2019.

2.4

At the Audit and Governance Committee in December 2019 it was agreed that for
each meeting a short presentation would be made by a risk owner on one of the
risks from the Corporate Risk Register. The briefing, in line with good practice on
risk management, should be on the background to the key risk, the current
controls and the actions to mitigate the risk further. Due to Covid the March
Committee meeting was not quorate with the first meeting held in September 2020
which was held virtually. Due to the length of the agenda a decision was made to
not include for the first meeting. A short presentation on one of the risks from the
Corporate Risk Register will be provided at the December 2020 Audit and
Governance Meeting.

2.5

The Risk and Resilience Team are monitoring the updating of the operational risk
registers and will starting from March 2021 provide granular details on which risk
registers are not being updated. This will also apply to Service Risk Registers.
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2.6

Work is currently on-going to define a process to formally define the Council’s
Risk Appetite. An update on the progress will be provided to future meetings.

2.7

The Corporate Risk Management Handbook has been reviewed and is presented
for approval in the agenda. A further substantial review on the handbook will be
undertaken following the definition of the Council’s Risk Appetite.
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Risk Description

Previous risk score

Current risk score

Target risk score

Significant impact on Service Delivery for
Planning and Sefton LA

Causes
Result

Page 81

Current
treatments and
controls
Risk owner
Proposed
actions

Government are completing an overhaul of Planning System
Impact - Requirement to review and amend local plan, impact on financials as creates a removal of revenue. Loss of control with
potential impact on Town Centre Recovery and Community cohesion
Added on 05.08.20 impact and associated actions not yet known, requires escalation onto CRR
As controls and Govt detail become clearer the impact will be re-assessed and this may be removed from CRR.
DM
The Actions associated are still to be defined and finalised as Government guidance on requirements still needs further clarity,
maintain on the CRR
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Previous risk score

Current risk score

Target risk score

Failure to effectively manage and support
the response to a pandemic incident

Causes
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Result

Current
treatments and
controls

Major pandemic incident occurs where there are multiple community outbreaks of COVID-19 impacting on the local area and staff.
Recovery plans not in place.
 Increased morbidity and mortality
 Reduced capacity across the Local Authority and partner organisations.
 20-35% staff absences anticipated in services across the Local Authority and partner organisations.
 Services delivery reduced as a result of the implementation of business continuity.
 Increased demand of services in response to outbreaks.
 Increased social anxiety.
 Services, businesses and schools being temporarily closed.
 Surge of demand in supply chains.
 Negative socio-economic impact.
 High level of media and public interest in the Council's actions
 Loss of reputation
 Sefton Council Strategic Coordination Group (SCG) for COVID-19 established and meeting weekly. Sefton COVID-19
Working Group (Tactical level Co-ordination Group) established and meeting weekly. Sefton Governance structure and
operational response cells in place to manage impacts of COVID- 19 and support Sefton residents, businesses and delivery
of council services. Sefton operational cells align to multi-agency workstreams on the Merseyside Resilience Forum (MRF),
Liverpool City Region and other regional / North West forums.
 Engagement with the Merseyside Resilience Forum (MRF) and participation in twice weekly multi-agency Strategic and
Tactical Co-ordination Groups to manage response to COVID-19 impacts for Merseyside. Sefton Officers Chair, lead and
are active members of multiple MRF multi-agency response cells working across the Merseyside footprint and linked into
national government via MHCLG.
 Enhanced partnership working with Sefton based agencies to deliver effective response outcomes e.g. Sefton CVS, CCGs,
Health agencies, Care Homes, schools and private sector organisations.
 Enhanced working practices to facilitate remote, agile and home working for majority of staff. Robust IT systems to allow
virtual meetings and extended customer contact centre opening hours. Co-ordinated approach to recruit and mobilise
volunteers / council staff to deliver support to Sefton residents / communities who become vulnerable to the impacts of the
pandemic. Re-prioritisation of council activities and re-direction of staff roles to provide support where it most needed or to
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Risk Description

Risk owner
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Proposed
actions

enhance capacity for service areas that become severely under staffed as a result of increase in demand or loss of personnel
able to work.
 Weekly situation reporting (sitreps) from service areas to monitor impacts of pandemic to council business as usual activities
and Response Cells to escalate issues for decision to Sefton TCG / SCG as necessary.
 Pro-active Communications strategy for public facing, internal and multi-agency working, co-ordination of information and
guidance updates and out of hours on call Comms rota.
 Links to national guidance and Gov.uk latest information repository pushed out via staff intranet, social media and other
partner communications /news platforms.
 Sefton Major Incident Guidance Document / Sefton Business Continuity Policy / Sefton Business Continuity Strategy /
Service Area COVID-19 BC plans / E- learning module on Business Continuity
 Sefton dedicated and knowledgeable teams including Public Health Team and Risk and Resilience Function
 Continuous reinforcement of hand hygiene and infection control messages from Public Health both internally and externally.
 Regular Communications from HoS and Senior Managers to staff with regard to observation of social distancing and ongoing ‘stay safe’ COVID-19 advice including continue to work at home wherever possible.
DPH/CEO
 Update Council Pandemic Plans post COVID-19 response
 Transition and Recovery
- Transition and Recovery Plans in early stages of development. Sefton SCG and TCG will co-ordinate planning for this.
 - MRF multi-agency Strategic Recovery Co-ordinating Group planning in development.
 - Place based planning in progress
 - Sefton Outbreak Plan in development for Test Track and Trace system in line with national government directive for future
working.

Agenda Item 7

Previous risk score

Current risk score

Target risk score

The Council is the victim of a cyber-attack.

Causes

Result
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Current
treatments and
controls

Risk owner
Proposed
actions

Malware, ransomware or another virus infects the Council's systems.
 Services will not have access to systems and data as standard and will have to fall back on non-ICT delivery methods, albeit
without access to key data.
 Data breach occurs.
 Financial impact of ransom.
 Reputational damage
 Cyberattack prevention measures are in place, including
- Upgraded Council firewalls and active SIEM monitoring service.
- Anti malware tools
- New Acceptable use policy ready for deployment
- LGA Stocktake completed
- PSN Accreditation achieved



Back-up disaster recovery facility is in place at a separate site, allowing Agilisys to restore the top 20 critical systems.
Agilisys has a Business Continuity-Disaster Recovery plan in place which covers an action plan for this priority restoration,
and the subsequent restoration of all other systems - this is aligned to the Business Continuity work programme
 Ongoing monitoring in in place via ICT governance arrangements
 Windows Defender anti-virus software is constantly updated- the Council will move to ESET imminently
 Communication to employees regarding the rise in malware attacks is in place, with plans to roll out better user education on
this topic.
ED CR&CS





The ongoing ICT Transformation programme will see the majority of systems and data migrated to Microsoft Azure cloud
hosting, which will reduce the overall risk; however, a review of all security controls is underway by the Security Committee
Deployment of industry standard ESET solution in progress
Formal rollout of Cyber Security Awareness training.
Develop new Business Continuity-Disaster Recovery plan in line with wider Corporate review of Business Continuity
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Risk Description

Risk Description

Previous risk score

Current risk score

Target risk score

Financial sustainability post 2020.


Causes




Page 85

Result






Current
treatments and
controls

Proposed
actions

Work is ongoing to deliver financial sustainability. A budget Plan for 2020/21 was agreed by Council on 27 February 2020
and an updated MTFP for 2021/22 to 2022/23 was approved by cabinet in October 2020. Further reports will be presented to
each Cabinet meeting on the potential impact of COVID 19 together with required actions throughout the year
The financial sustainability of the council at this time will be driven by the support offered by central government to mitigate
the impact of COVID 19. The spending review announcement on 25 November and subsequent local government finance
settlement are therefore pivotal in supporting sustainability- the Council with LCR partners have lobbied extensively MHCLG
and Treasury on the impact of COVID and the support that is required in the current and future years

All Heads of Service
 Deliver the Councils Budget Plan 2020/21 and manage the financial impact of COVID
 Continually update the Council's MTFP for the 2 years from 2021/22 to 2022/23 to take account of the spending review and
local government settlement
 Start the development of budget proposals for 202122 and beyond as part of the Framework for Change 2020 taking full
account of COVID19
 Inform the governments fair funding review and comprehensive spending review and lobby for additional support to mitigate
the impact of COVID 19
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Risk owner



The national review of local government funding and the next financial settlement places further strain on the Council's
overall medium-term budget.
Due to the scale of budget reductions since 2010 there is a risk that further suitable cost-saving/income generating measures
will be difficult to identify. The current pandemic will also significantly affect both the in year and future years budget pending
advice and further support from central government
The impact of the Global pandemic will also have an impact on the council’s finances with increased demand for services, a
reduction in income and reductions in collection Fund income
Degradation of service could have an adverse impact on residents and communities
The reputation of the Council may be compromised
Financial sustainability could be compromised

Previous risk score

Current risk score

Target risk score

Data breach resulting in the wrongful
release of personal and/or sensitive
information

Causes
Result
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Current
treatments and
controls

Risk owner

Policies and processes coordinated by Information Management and Governance Executive Group are not adhered to, resulting in a
higher incidence of breaches caused by human error
System error occurs
Failure to comply with legal requirements; loss of privacy, distress or harm to the data subject; damage to Council's reputation; loss of
public confidence; and significant financial penalties.
 Information management and governance, including data breaches and actions to prevent data breaches, is overseen by the
Information Management and Governance Executive Group (IMGEG), which consists of Heads of Service with lead
responsibilities for key aspects of IMG (i.e. designated Chief Information Officer, Senior Information Risk Owner and Lead
officer for ICT infrastructure) supported by other officers with key roles relating to IMG.
 Each service has designated Information Asset Owners and Information Asset Administrators. Policies, procedures,
processes and issues are communicated to these officers through the Information Management and Governance Tactical
Group.
 Support, co-ordination, advice and guidance is provided corporately, and appropriate training/refresher training is in place
 The Council has implemented policies, procedures and processes to prevent, manage and respond to potential and actual
data breaches.
All Heads of Service



Proposed
actions







Appropriate resourcing, prioritisation and focus on information management and governance across the Council include the following:
Regular monitoring and review by IMGEG of policies, procedures and processes to prevent, manage and respond to potential and actual
data breaches.
Ongoing review of information systems to ensure no inappropriate or unforeseen data linkages exist within systems or reports. Review of
systems ahead of updates to identify any unintended changes.
Ongoing education of staff and monitoring of activity by IAOs and IAAs to identify and prevent areas of human error.
Regular review of information contained to ensure information is accurate and any information that should be removed is removed.
Regular reporting by IMGEG to SLB and Audit and Governance Committee as necessary
Maximise the opportunities from the Council's ICT Transformation to increase and embed effective information management and
governance
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Risk Description

Risk Description

Previous risk score

Current risk score

Target risk score

Failure to manage historic records
effectively

Causes

Result
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Current
treatments and
controls

The risk is amplified by the implementation of GDPR (in particular the right to erasure and tighter deadlines for response to Subject
Access Requests). In addition, the Council’s Asset Maximisation programme which may lead the Council to leaving, redeveloping or
selling buildings where records are held and moving to Paper Light working arrangements.
 Failure to comply with legal requirements relating to retention, consideration, release or correct disposal of historical
information; damage to Council's reputation; loss of public confidence; and significant financial penalties.
 Historical information is not stored or managed correctly, such that it is lost, damaged or incorrectly disposed of
 Not known to the organisation when making relevant decisions; retained when it should have been correctly disposed of.
 Information management and governance is overseen by the Information Management and Governance Executive Group
(IMGEG), which consists of Heads of Service with lead responsibilities for key aspects of IMG (i.e. designated Chief
Information Officer; Senior Information Risk Owner; and Lead officer for ICT infrastructure), supported by other officers with
key roles relating to IMG.
 Each service has designated Information Asset Owners and Information Asset Administrators. Policies, procedures,
processes and issues are communicated to these officers through the Information Management & Governance Tactical
Group.
 Support, co-ordination, advice and guidance is provided corporately and appropriate training/refresher training is in place.
 The Council has implemented policies, procedures and processes for the management of information and has in place
corporate contracts for appropriate digitisation, disposal and archive storage services.
 The Council has implemented a Historic Records Pilot Project to identify the scale, condition and correct management of all
historic records held. This project reports regularly to IMGEG.
 Regular monitoring and review by IMGEG of policies, procedures and processes to prevent, manage and respond to
potential and actual data breaches.
 Regular communications to workforce reminding them of training and responsibilities.

Proposed
actions

All Heads of Service
 Appropriate resourcing, prioritisation and focus on information management and governance across the Council, including
support for Information Asset Owners and Information Asset Administrators including action on the following.
 Regular monitoring and review by IMGEG of policies, procedures and processes for the management of information,
including historic information.
 Regular monitoring and review by IMGEG of the progress and implications of the Historic Records Pilot Project, including
reporting to SLB and Audit and Governance Committee as necessary.
 Maximise the opportunities from the Council's ICT Transformation to increase and embed effective information management
and governance.
 Commission training to improve understanding of data handling requirements and checks and controls
 Ongoing education of staff and monitoring of activity by IAOs and IAAs to identify and prevent areas of human error.
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Risk owner
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Risk Description

Previous risk score

Current risk score

Target risk score

Inadequate capability to prepare for and
respond effectively to a major incident
affecting the Council or occurring in Sefton
as per the Council's responsibilities under
the Civil Contingencies Act 2004.
Causes

Result
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Current
treatments and
controls

Proposed
actions

All Heads of Service
 Business Continuity Planning Implementation Plan has been devised and is currently being implemented. This includes the
following:
 Business Impact analysis production in Communities Services Area is currently being undertaken.
 Service Level Business Continuity Plans will be complete by end December 2020.
 Sefton Corporate Level Business Continuity Plan to be produced by end February 2021.
 Business Continuity Testing and exercising to be undertaken.
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Risk owner

A major incident occurs affecting the Council or the Borough. This risk is accentuated as the government has determined the terror
threat level as "severe" and was raised to "critical" on two occasions in 2017.
 Loss of human life, illness or serious injury
 Major damage or destruction to infrastructure, property and/or the environment
 Disruption or loss of critical services such as transport, communications, utility services
 Reputational or financial harm to the authority
 Emergency Response Manual and Major Incident Guidance in place.
 Revised Command and Control structure in place which defines Strategic and Tactical level officers.
 Emergency Duty Co-ordinators invited to attend quarterly briefing sessions, and all are able to access Resilience Direct
containing incident response plans.
 Relevant training provided to Emergency Duty Co-ordinators and volunteers on an ongoing basis.
 Attendance and participation in Merseyside Resilience Forum and joint planning across Merseyside.
 Humanitarian volunteers in place and team strengthened following successful recruitment drive.
 Plans for response and recovery are the subject of ongoing review and update, particularly in light of the government's
assessment of the terror threat level as "severe".
 Ongoing development and review of supporting plans.
 Business Impact Analysis training for the Risk and Resilience team has been completed. This has resulted in the production
of BIAs for all service areas apart from Communities.
 Business Continuity Policy and strategy have been devised and approved.

Previous risk score

Current risk score

Target risk score

Dedicated Schools Grant High Needs
Funding for Special Educational Needs is
inadequate to meet requirements.



Causes
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Result





Current
treatments and
controls






High Needs budgets are under considerable pressure from increasing numbers of children being diagnosed with complex
and life-long SEND related issues.
National funding allocations are not increasing annually to reflect increases in local population demand and so any additional
commissioned places need to be financed from within existing budget envelope.
The number and value of requests from mainstream schools for "top-up" funding (for children with SEND) has increased by
over 25% in the last 12 months.
Maintained special school provision is full and so more and more children are being placed in independent provision which is
more expensive.
Central Government have advocated parental preference for SEND provision - which has added to the number of children
being placed in independent provision - with no additional funding.
Sefton’s High Needs budget is forecast to overspend by £3m this financial year.
The estimated deficit on the high needs block will be held on the Council’s Balance Sheet. The DfE do not expect the Local
Authority’s General Fund to cover accumulated deficits, however the external auditors and CIPFA are still to confirm their
interpretation of treatment in the year-end accounts.
Ofsted inspection affected.
Engagement with Head of Education Excellence and the SEN team Managers on how costs can be contained.
Sufficiency statement produced that will drive future strategy and financial sustainability
Lobbying and engagement of both DFE and MCCLG on financial impact and the need for increased support
Engagement with special schools actively working with individual schools to review impact of any proposed changes to their
funding, reviewing three-year financial plans, identifying any strategic savings to mitigate high calls on DSG High Needs
funding.
Review of place and top up levels of funding.
In addition, further work is being undertaken on alleviating the barriers to inclusivity within mainstream settings and
assessment of effectiveness of capital spend to maximise mainstream settings for children and young people.
Sefton Schools Forum has agreed to the continuation for an additional year of intra-block funding decisions made in 2019/20
to increase funding available in 2020/21.
The transfer of 0.5% (£0.824m) from the Schools Block to the High Needs Block, will target funding towards supporting the
most inclusive schools;
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Risk Description



Risk owner

Proposed
actions

A transfer from the Early Years Block to the High Needs Block of £200k to support additional provision for 0 to 4-year olds.
The National High Needs Block formula funding allocation to Local Authorities has increased by £780m in 2020/21 compared
to the 2019/20 baseline. Sefton’s share of the additional funding is £3.853m.

Head of Education Excellence
 Lobbying of Government continues with a view to securing increased funding.
 The SEND Schools Forum is the Project Group tasked with implementing an action plan to address the annual overspend,
cumulative deficit and developing a sustainable budget.
 To date three meetings have taken place and workstreams developed with LA and School representatives as key
workstream owners including:
 Developing a new funding model to support children with EHCPs;
 Clarifying high needs funding outside of the EHCP process;
 Reviewing provision and placement sufficiency.
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Previous risk score

Current risk score

Target risk score

Failure to manage increasing demand for
services within Children’s Social Care

Causes

Result
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Current
treatments and
controls
Risk owner
Proposed
actions

Increase in the number of children needing a CSC intervention including increase in LAC and CP
Budgets reduced to meet Council Targets has had an impact on the delivery of early help services







Inability to cope with demand, increased safeguarding risks
Loss of reputation and poor inspection outcomes
Increase in budget pressures
Increase in Social Work Caseloads
Regular audit of cases, scrutiny of data and understanding of demand to predict future demand (needs analysis)
Demand Management Programme as part of the next PSR projects in place with a number of workstreams to reduce
demand for services

HoCSC
 Demand management workstream with project management
 Recruitment of Support workers to undertake non - social work tasks
 Managed Service in place to support reduced SW caseloads
 Increased resource to discharge Care Orders at home
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Risk Description

Risk Description

Previous risk score

Current risk score

Target risk score

Failure to plan within annual budget for
increased placement costs for Children's
Social Care

Causes
Result
Current
treatments and
controls
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Risk owner

Proposed
actions

Numbers of children in care increase, demand for placements cannot be met as cost increases
Increased cost of placements
Costs increase and quality and sufficiency of placements decreases
 Fortnightly meeting to monitor placement costs and reduce high cost placements
 Programme of market reform in residential market
 Focus on recruitment of in house foster carers
 Work with LCR on a wider programme of market reform.
HoCSC
 Development of market to meet need
 Opportunities to collaborate across LCR to develop market
 Regular review of budgets to identify and mitigate pressures
 Project Management through Demand Management Workstream
 Financial risk needs to be key pillar of future medium term financial plans and annual budget plans with regular in year
reporting to inform member decision making
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Previous risk score

Current risk score

Target risk score

Impact of regulatory framework and
outcome of Joint Target Area Inspection

Causes
Result

Page 94

Current
treatments and
controls

Risk owner

Proposed
actions

Joint Target Area Inspection with a deep dive into Mental Health identified Priority Actions for the Partnership
ILAC inspection likely to take place in the next 6 months






Services are found to not adequately safeguard children
Reputational damage to the Council and Statutory partners
Significant impact on LA reputation if priority actions are not addressed
Improvement plan developed and reviewed by Ofsted, CQC, HMICFRS and HMI Probation and confirms demonstrates
accurate understanding of areas of priority findings
Governance arrangements reviewed and strengthened with Children's Improvement Partnership Board reporting to Health
and Wellbeing Board
Immediate actions taken to address Priority Actions across the partnership
QA framework in place including regular audit and external audit
Preparation in place for ILAC inspection
LGA undertaking some independent audits of cases within CSC





HoCSC
 Written statement of action (Improvement Plan) was submitted to Ofsted on 30th March 2020
 CSC Improvement plan updated and actioned
 Performance meetings to continue
 Support via Partners in Practice to scrutinise effectiveness of partnership arrangements
 Programme of audit and independent audit
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Risk Description

Previous risk score

Current risk score

Target risk score

Failure to mitigate impacts of COVID-19,
EU Exit, winter, austerity, on the Sefton
economy

Causes
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Result

Current
treatments and
controls

Proposed
actions

Lack of support for business
Lack of progress on projects that can support recovery
Lack of capital and revenue funding from government
Impact of wider issues on local businesses (e.g. national retailers)
Loss of key employers to the borough and towns, particularly Bootle and HMRC
Impact on key sectors (especially hospitality) in Southport
Increased business failure
Increased unemployment
Financial and reputational risks to the Council
Effective management of business discretionary grants scheme
Growth programme - project prioritisation and acceleration, with proactive engagement with potential funders and private
sector partners
 Robust recovery planning - aligned at LCR level and developed locally based on Sefton data and key sectors
 Ongoing business support via Invest Sefton in context of pandemic and of EU Exit
 Full engagement in regional growth-related forums
 Establishment of multi-stakeholder working groups focused on recovery in key town centres
 Recovery planning activity in Southport underpinned by Town Deal bid process
HoEG&H
 Actively pursue opportunities for additional external funding via LCR/CA and HMG to develop projects
 Investor proposition development and proactive business development activity to ensure attraction and retention of
businesses and employers in the borough
 Finalise Sefton-specific recovery plans and investor pack materials
 Investor Material prepared (Mickledore) in sign off. Additional funding from all sources followed up, Recovery Plan (outward
version) ready and prepared with Comms Team. Strategic Recovery Plan - Economy being re-visited in lieu of current
changing circumstances
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Previous risk score

Current risk score

Target risk score

Failure to mitigate risks of, or develop and
maximise opportunities from EU Exit


Causes
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Result













Current
treatments and
controls







Implications of EU Exit, both positive and negative, short-term and long-term, for Sefton and wider city region not fully
understood making planning for the event challenging
Lack of clarity at Central Government level regarding the details of EU Exit (including but not limited to deal implications,
timescales)
Ineffective engagement with partners across the region on implications and opportunities
Impacts potentially exacerbated by COVID-19, winter, austerity, etc.
Increased costs to Council
Service delivery to residents negatively impacted
Loss of reputation
Impact of wider economic change on residents, particularly the most vulnerable
Not positioned to proactively facilitate maximisation of any opportunity arising from EU Exit in the borough, and in the wider
city region
Impact on communities of port disruption, increased traffic, etc
The Council has a EU Transitions Lead Officer, and is fully engaged with national EU Transitions and Ports groups, as well
as all City Region EU Exit Working Groups, the Merseyside Resilience Forum (MRF), North West CEOs and the Ministry of
Housing, Communities and Local Government.
A Sefton internal steering group has been set up comprising officers from across the organisation ensuring ongoing
communication and preparedness.
The Council has undertaken both community and organisational risk assessments based on central government National
Planning Assumptions.
Service Area EU Exit risk registers have been developed following an externally facilitated workshop and remain up-to-date.
Sefton Council officers participate in multiple stakeholder planning groups to prepare for and mitigate identified community
and organisational risks; this includes a Task-and-Finish Group focusing on planning for this and other concurrent risk areas.
Officers are continuing to engage with key partners and stakeholders, including but not limited to the Port of Liverpool.
Business engagement and recovery planning on-going to mitigate economic impacts of EU Exit.
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Risk Description

Risk owner
Proposed
actions

ED People / ED Place
 Maintained Sefton internal steering group
 Continued engagement with regional partners on EU Exit preparedness planning (particularly Port of Liverpool)
 Ongoing discussions with key partners and stakeholders on latest intelligence and planning
 Update service area risk registers to reflect associated risks
 Economic recovery planning to support risk mitigation (as above)
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Previous risk score

Current risk score

Target risk score

Market failure of Adult Social Care
provision

Causes
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Result

Current
treatments and
controls
Risk owner

Proposed
actions





Lack of market engagement and market development due to lack of capacity and resource.
Capability and capacity of the available workforce to provide domiciliary care.
Lack of diversity of supply in the market to provide choice and control







Inability to provide packages of care for service users
Inability to maximise the opportunity of reablement
Lack of alternative providers able to support social care
Poor quality service provision
Significant increase in unmet needs of service users due to a fragile market that is not developing

 Market Position Statement 2014 review now complete
 Health and Wellbeing Strategy 2020-2025
 Integrated Commissioning Group
 Centralised Commissioning Support function
 Commissioning priorities and full work plan
HoASC/HoSS
 Revised Market Position Statement to be adopted December 2020
 Health and Wellbeing Strategy 2020-2025
 Recovery and transition review to explore Workforce, process, commissioning and partnerships post pandemic
 Winter Planning/checklist
 Review and align strategic plans to current contracts to ensure Value for Money and objectives are met.
 Continual cycle of review in ways of working
 Development of new opportunities through working with LCR, CCG and wider commissioning partnerships.
 Commissioning priorities and full work plan.
 Workforce development of the independent workforce.
 Ensure involvement of key stakeholders
 As per commissioning workshop, review structure and workplan to deliver the above.
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Risk Description

Risk Description

Previous risk score

Current risk score

Target risk score

Failure to adequately invest in the
Highway network and associated assets.

Causes

Result

Budget reductions; inadequate funding levels to meet need.





Deterioration of highway assets
Potential increase in claims
Financial and reputational risks
Potential increase in accidents resulting in injury and/or death
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Current
treatments and
controls
Risk owner
Proposed
actions

Essential work is prioritised within available budget. Regular inspections of most assets to monitor and guide prioritisation of
works in order to mitigate risk.
 Regular updates provided to Cabinet Member
 Preventive surface treatments used to prolong the life of the network and to treat more of it than if more long-term
maintenance solutions were used (i.e. resurfacing)
Ho H&PP
Actively pursue opportunities for additional external funding via LCR/CA and others to maintain and improve network.
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Introduction
As ‘One Council’ we aim to make Sefton a great place to be.
Our vision focuses on six key priorities:
 Economy
 Environment
 The Most Vulnerable
 Health and Wellbeing
 Resilient Communities
 Reshaping the Council
We need to make sure that risk, that prevents or compromises the achievement of our aims and
objectives are managed and adequately monitored.
We need to understand the positive and negative aspects of risk as there is potential for events
to create opportunities as well as threatening success.
This approach is a fundamental element of the Council’s Code of Corporate Governance and
forms part of the Annual Governance Statement.
The system of internal control is a significant part of the governance framework and is designed
to manage risk to a reasonable level. Whilst it is recognised that it cannot eliminate all risk of
failure to achieve policies, aims and objectives, it can therefore only provide reasonable
assurance of effectiveness.
On an ongoing basis, the system of internal control is designed to identify and prioritise the risks
to the achievement of the Council's policies, aims and objectives, to evaluate the likelihood and
potential impact of those risks being realised, and to manage them efficiently, effectively and
economically.
The Annual Governance Statement submitted to the Audit and Governance Committee will
include a review of the effectiveness of the risk management process.
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Defining Risk
‘Factors, events or circumstances that could prevent or negatively impact on the
achievement of the Council’s strategic and service plan objectives’
Risk could lead to the Council encountering significant or serious legal, reputation and financial
harm. The possibility of ‘risk’ needs to be integral in all planning and decision making and be
considered as an integral part of all performance management.
In addition, the performance of strategic partnerships, key suppliers, schools and major projects
are important elements that effect the achievement of Sefton’s strategic targets.
Considering the risk profile and changes to scoring enables those that are high or very high to
be identified so that they can be escalated and included in Sefton’s Corporate Risk Register.
Risks that have factors which lead to a score increase can also be identified before they become
‘high’ so that action plans can be implemented appropriately.
Inherent or gross risk is defined as the assessment of the risk, highlighted as a numerical score,
ignoring the effect of the existing controls. Residual or net risk is the assessment of risk, again
highlighted as a numerical score, left after the current controls are implemented. The residual
score should always be lower or at worst the same value as the inherent score, as this reflects
the effectiveness of the current controls. Where the inherent and net score are the same it is
indicating that there are either no key controls in place or that the identified key controls are
ineffective at mitigating risk. Further actions to manage the risk are normally required to reduce
the risk score to a manageable level. The scale and extent of further action required is dependent
on the Council’s appetite for risk and further guidance is provided below.
The identified risks and current controls should be regularly monitored to ensure that they are
effective. In addition, where there are further actions to reduce the risk score to at or below the
Council’s risk appetite these should be regularly reviewed to ensure that the actions are
implemented in a timely manner and they are as effective as originally intended.
The formal risk registers in place, the regular monitoring and implementation of actions are all
evidence that help to demonstrate the implementation of risk management within the Council.
Risk management arrangements will be periodically reviewed based upon the severity of the risk
together with an annual review of the strategy and process.
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Benefits of Risk Management














Alerts Councillors and officers as to the key risks that may threaten achievement of the
Council’s plans
Enable risk mitigation and management
Provide appropriate assurance to Councillors, relevant Committees and officers as to the
adequacy of arrangements and enhance awareness of risks and appropriate approach
Demonstrates accountability to regulatory bodies
Create focus towards objectives
Help inform and manage change
Give flexibility in responding to issues
Support innovation
Improve transparency and justify decisions
Inform the budget and MTFP process
Identify the appropriate level of controls
Share knowledge in controls
Protect reputations

Risk Management Process
The process described below details the stepped approach to identifying, assessing and
recording risk. This is also represented by the following diagram:
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Risk Management Process Model

NEW
RISK

Identify
RECORD THE
SOURCES OF
RISKS AND NOTE
TRIGGERS &
RESULTS

Evaluate
ASSESS
MEASURE
& SCORE

Prioritise
DRAW THE
RISK
REGISTER

Review

Action Plans
HOW ARE THE
RISKS TO BE
DEALT WITH
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Risk Identification
Officers should devote sufficient time to identifying risk, as this is the more complex area of risk
management. The aim of this stage is to identify and log in a risk register the key risks that could
prevent the Council from achieving its objectives. The objectives could stem from the business
plan or the Council’s vision or the objectives for a project. It is important to have a clear shared
understanding of the objectives before you start to assess the risk otherwise the risk identification
process is likely to be ineffective.
You should ensure that relevant staff to the project or service area are involved in the risk
identification process to ensure that a holistic assessment of risk is obtained and gathered.
Risks are normally identified using a systematic approach by considering risks by type such as
legal, reputational, financial for example using the Risk Wheel below. Not all risk types are
applicable in every assessment of risk however it is a useful tool to run through at each risk
identification session. Both internal and external factors that will impact on the achievement of
the Council’s objectives need to be considered. Once the risk is identified then a structured
process can be implemented to ensure that the risk is fully evaluated and appropriately managed.
Risk Wheel

Physical Economic
Legal

Social

Financial

Governance

Managerial /
Professional

Ethical

Partnership /
Contractual

Competitive
Customer /
Citizen
Technological

Reputational

An ideal method to identify risks is through brain storming sessions with relevant staff or where
this is not possible through interviews on a one to one basis. Risks should be recorded as an
uncertainty and the language used should reflect this for example failure to achieve business
plan objective.
Key Points
 Keep it simple
 Prioritise the risks in the risk register with the highest scoring risks at the front of the
register and the rest of the risks in descending order
 Consider external and internal factors including risk shifting across services
 Consider tried and tested methods and best practice
 Ensure there is a clear link between objectives and risks
 Revisit regularly to ensure the insignificant risks stay that way
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Ensure that responsibilities for risk management are delegated to named individuals

Potential Risk Areas – (examples, not exhaustive)
 Managing change
 Integrity of staff
 Reputation damage
 Fraud
 Legal compliance
 Security of funding
 Debt management
 Government policy
 Disaster recovery
 Health and safety
 E- commerce
 Financial
external
regulators
 Staff retention
 Ethics / culture
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Funding availability
Physical disasters
Data integrity
Operational
IT failure
Treasury
management
Stakeholder
pressure
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Risk Evaluation Scoring Matrix

IMPACT
Trigger and Result
The risk identification process should consider and document the triggers (root cause of the risk)
and the results (consequences) of risk which add context and an understanding of the dynamics
of that risk. The defining of the trigger and results aids the identification of appropriate controls
and mitigating actions that can be implemented to prevent the risk occurring or mitigate the
impacts or support speedy recovery. Identifying the result creates the understanding of the
impacts should the risk be realised.
Triggers are recorded as a statement or a factual event for example a change in government
policy. There may be multiple triggers for a risk and care should be taken as to whether they
should be recorded together or as separate line in the risk register and scored differently as often
the risk scores and the controls used to manage the risk with more than one trigger are different.
A common pitfall at this stage is confusing when a risk is a trigger and vice versa. Time should
be spent ensuring that the relationship between the risk and trigger is clarified and understood.
The results of the risk are the consequences of the risk occurring for example loss of revenue.
There are often multiple consequences of the risk which should be recorded and will help to
shape the scoring of the risk.
Risk Ownership
The effective management of risk requires that each risk should have a named owner this is to
ensure that ownership of the risk is clearly identified and accountable. Ownership should be
vested at individual officer level using their post title and not at team level or entity level.
Risk Assessment – Scoring
Risks will be evaluated in accordance with a 5x5 scoring matrix, which is an industry standard
approach. The Risk Register template (Annex B) should be completed in line with the scoring
below.
Select the relevant descriptor for the Likelihood of the risk occurring and the same for the Impact
of the risk. The point at which they intersect indicates the appropriate risk score. There is no
multiplication involved.
The initial risk assessment scoring identifies the inherent or gross risk values which ignores the
controls in place and should, in the vast majority of cases be higher and in a small minority of
cases the same, as the residual risk score. The assessment should consider previous history of
similar risks and their impact as well as consideration of whether action would perhaps have
automatically been taken to address the risk.
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Insignificant

Minor

Moderate

Significant

Catastrophic

No real interruption
to service

Some disruption
but can be
managed

Disruption of several
operational areas

Disruption of all
service areas

Total failure of systems
and services

One-off minor
reduction in
performance in one
service area

Financial loss up
to £5,000

Sustained
Sustained reduction in Sustained systematic Complete performance
reduction in
performance in more
non-performance
failure
performance in
than one service area resulting against most
one area or
performance targets
reduction in
performance
across more than
one service area
Financial loss
Financial loss between
Financial loss
Financial loss in excess
between £5,001 £20,001 and £100,000 between £100,001
of £1 million
and £20,000
and £1 million

Loss of up to 10%
budget

Loss of 10 - 20%
budget

Loss of 20 - 40%
budget

Loss of 40 - 65%
budget

Loss of over 65% budget

Minor injury or
discomfort to an
individual

Minor injury or
discomfort to more
than one individual

Major injury to an
individual

Major injury to more
than one individual

Fatality

Contained within
Large number of
Adverse local
Section/Unit or
complaints. Social publicity/local public
Service. Complaint Media comment
opinion aware.
from
Statutory prosecution
individual/small
of a non-serious
group, of arguable
nature.
merit.

Almost
Certain
The event is
already
occurring or is
expected to
occur

LIKELIHOOD

Likely
The event is
likely to occur

Circumstances
frequently
encountered daily/weekly/
monthly

Adverse publicity in
Adverse and persistent
professional/
national media coverage.
municipal press
Adverse central
affecting perception/ government response.
standing in
Officer(s) and/or
professional/local
members forced to
government
resign.
community. Major
and persistent
adverse local publicity

11

16

20

23

25

7

12

17

21

24

4

8

13

18

22

2

5

9

14

19

1

3

6

10

15

>90%
Circumstances
occasionally
encountered - a
few times a year

30-90%
Possibility of
The event may happening at
some point within
occur
the next 1 - 2
years

Possible

Unlikely
The event is
not usually
likely to occur

Rare
The event is
only expected to
occur in
exceptional
circumstances

10-30%
Circumstances
that may occur
within the next 3
years
3-10%
Has happened
rarely/never before
<3%
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Existing Controls
In this section of the risk register identify the existing controls that are in place that are being
used to mitigate the risks. These are the specific, relevant controls used to manage the risk.
Controls are defined as “any action taken by management, the board and other parties to manage
risk and increase the likelihood that established objectives and goals will be achieved.
Management plans, organises and directs the performance of sufficient actions to provide
reasonable assurance that objectives and goals will be achieved”.
In practical terms controls can be any action that is undertaken from selecting experienced
qualified staff to using external providers to give advice to formal procedure manuals. A list of
examples of key controls include but not exhaustively:
 Recruitment of qualified experienced staff
 Recruitment procedures
 Business Plan approved by Cabinet
 Team meetings
 Financial procedures
 Formal consent by service users
 Bank reconciliations
 Cabinet approved policies
Residual Risk Score
Following the identification of the existing controls, an assessment of the residual risk score
should be undertaken. This score directly identifies the effectiveness of the existing key controls
and indirectly the priority to complete further action.
Where the existing controls are ineffective or only provide limited mitigation the residual risk score
could be the same or a small reduction against the inherent risk score.
Consideration of risk scores assists management in prioritising resources to mitigate risks. The
following table outlines the options normally available for mitigating the risks.
Table 4 - Options for mitigation of risk
LEVEL

MAJOR
MODERATE
MINOR

Options for mitigation of risk









Terminate activity
Treat
Transfer
Treat
Transfer
Treat – where cost is not prohibitively expensive
Tolerate

There are four standard options for mitigating risk, and these are:
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Terminate - can you avoid the activity as the risk is unacceptable due to consequences
due to the impact on reputation, financial loss or death? This normally applies to risks with
very high residual risk scores.
Treat - can you mitigate the risk? the checks and balances which are built into our
everyday business processes (the main type of mitigation)
Tolerate - can you accept the risk? This normally applies to very low residual score risks
only.
Transfer - can you transfer the risk? For example, through an insurance programme.

Proposed Actions to Reduce Residual Risk Score
After identifying the residual risk score there should be consideration as to whether further actions
are required to reduce the residual risk score to the Council’s risk appetite. Risk appetite will vary
dependent on whether the activity or objective’s importance to the Council. The risk owner is
responsible for ensuring that reasonable actions to further mitigate the risk score to the Council’s
appetite are identified, allocated and implemented in a timely manner.
For each action that has been identified an assessment should be made of the effectiveness of
the action to reduce the residual risk score to the target score.
Target Score
The target score should be completed in the risk register which will determine the level of risk
exposure that we are prepared to tolerate following completion of all the mitigation tasks. The
target score should be recorded using the risk descriptors for likelihood and probability
considering the Council’s risk appetite.
Risk Appetite
Risk appetite can be defined as ‘the amount and type of risk that the Council is willing to take in
order to meet its strategic objectives. Organisations in general will have different risk appetites
depending on their sector, culture and objectives. In practice, there is likely to be a range of
appetites which exist for different risks and these may change over time.
At present, there is not a Sefton formal definition of risk appetite however this will be developed
over the next 12 months.
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Evaluation - resource allocation / prioritisation
PRIORITISING WORK & BUDGETS

CONTINGENCY

IMPACT

PRIORITY

IRRELEVANT

HOUSEKEEPING

LIKELIHOOD

The diagram above illustrates how resource allocation should be viewed in terms of the risk
evaluation mechanism. Clearly, high impact / high likelihood risks require resources to be
allocated to mitigate risk as a priority.
Response and Assurance
Response







Identify how each risk is to be dealt with
Ensure this reduce the level of risk
Assess whether the control is cost effective and does not exceed the cost of the risk being
realised
Create an action plan with a named owner
Ensure action plan is managed
Don’t stifle with control

Assurances





Is the assurance acceptable
Are there are effective controls in place
How are the controls tested?
Is there an auditable trail to demonstrate risk management?

Page 13
Page
113

Agenda Item 7

Corporate Risk Management Handbook – December 2020

Action Planning
If it is identified that the residual risk score is deemed to be above the Council’s risk appetite and
should be reduced, further actions should be designed so that when they are implemented, they
reduce the residual risk score to the deemed risk score. In determining the mitigation required to
manage a risk, regard must be had to the proportionality of the cost of the mitigation to the cost
impact if the risk occurs, i.e. it would make no sense if the cost of control exceeded the cost of
impact.
A risk action owner, who may not be the risk owner, should be assigned as the named owner
and an achievable target time scale for completion should be formally agreed. It is unacceptable
to set a target date of “ongoing” as this does not facilitate the effective management of action
delivery.
Risk Monitoring
Risk registers should be monitored on at least a quarterly basis at all levels of management, i.e.
SLB, service, division, project to ascertain:






If all key risks are included
If new controls need to be put in place
If any risks can be closed
The progress in implementing agreed actions. The completed actions should be
transferred to the existing key controls column
If residual risk scores should be rescored, e.g. to reflect completed actions

Managers should always have regard to potential risk and should use the risk management
approach to help them analyse and manage such risks at the point they are identified. Managers
should not wait for the next formal quarterly review.
Risk Reporting
Where issues are identified in undertaking action to mitigate risk, or where the risk has reduced,
then the risk owner should consider either escalating a risk upwards (e.g. from service area risk
to corporate risk register) or downscaling the risk (e.g. from corporate risk register to service area
risk register).
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Where to record and escalate a risk
Identify Risks
Assess Each Risk
Evaluate Each Risk

Minor
Moderate
Major
Record in Operational Record in Service Area Record on Corporate
Risk Register
Risk Register
Risk Register

*

Allocate an Owner Head
of
Service/or
lower tier manager as
appropriate
Manage the risk consider 4 T’s which
apply
Define
actions,
responsible officers and
timescales
Report to Head of
Service
Review the residual risk
Re-assess

Allocate an Owner Allocate an Owner HOS
and/or
Service Executive
Director/or
Manager
HOS
Manage
the
risk
- Manage the risk consider 4 T’s which apply consider 4 T’s which
apply
Define
actions, Define
actions,
responsible officers and responsible officers and
timescales
timescales
Report to DMT
Report
to
SLB
&
Members
as
appropriate.
Review the residual risk
Review the residual risk
Re-assess
Re-assess

* In determining where the risk is recorded, please note:
 The distinction between ‘Inherent’ and ‘Residual’ risk; based on the prevailing control

environment (as per the ‘Key Controls’) column of the register, it is the ‘residual’ risk
that determines where the risk is recorded.
 The importance of ensuring that the ‘Key Controls’ defined against each risk are in place

and operate effectively, since reliance is placed on them to reduce the inherent risk value.


Whilst it is recognised that ‘Projects’ will include their own designated risk registers and
arrangements for reporting and accountability, it is important that the principles in terms of
risk evaluation and reporting are still applied; any project risks scored as ‘Major’ should
always be reported to SLB.

 On a quarterly basis, the Audit and Governance Committee receives a report on the
Corporate Risk Register to support the Committee in delivering its responsibilities in
respect of risk management.
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Annual Assurance
The Chief Executive, Executive Directors and Heads of Service will provide annual assurance in
respect of the development, maintenance and operation of effective control systems for risks
under their control. This will provide a key assurance source for the Annual Governance
Statement which is prepared by the Council as part of the annual Statement of Accounts.
Risk Management in other Business Processes
The risk management processes defined in other business processes should be complied with.
Other business processes include:
Councillors’ Decision Making

Risk associated with proposals must be considered and be included with the standard
reporting procedures for Committee.
Service Planning

Senior managers must consider the risks to achieving their service plans and ensure that
these are recorded in the Service Level Risk Register.

Growth and saving proposals should include a risk assessment.

Reports requesting approval of annual and medium-term plans will include risk
assessment.
Business Continuity

The Civil Contingencies Act 2004 places a statutory responsibility on the local authority to
establish a system of Business Continuity Management to ensure that critical services
continue to be delivered at a time of disruption.
Project Management

Risk and issue management is a key part of effective Project Management and should be
recorded throughout the life time of the project, and link to service and corporate risk
registers.
Risk Management Awareness

The Council is committed to ensuring that all members, officers and partners (where
appropriate) have adequate knowledge of the Council’s Risk Management approach and
this will be delivered through workshop, briefings and internal communication channels.
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Completing the “Risk Implications” requirements
For Committee and Executive Reports
1. Reports dealing with Key Decisions contained in the Forward Plan
A Key Decision is defined as follows:
 Any executive decision which is not in the Annual Revenue Budget or Capital
Programme approved by the Council and which requires a gross budget expenditure,
saving or virement of more than £100,000 or more than 2% of a Departmental Budget,
whichever is the greater.
Or


Any decision where the outcome will have a significant impact on a significant number
of people living or working in two or more Wards.
 Such reports would require a risk assessment exercise to have been carried out
prior to the report being written.
 The associated risks would need to have been identified and scored
the prescribed process.

according to

 Mitigating controls should be identified and a ‘net risk’ score assigned.

2.



Any risks above low priority should be set out within the body of the report along
with any proposed controls to further mitigate the risks.



The ‘Risk Implications’ comment should refer to the section of the report dealing
with risks.

Other Committee and Executive Reports
Reports for decision should contain a comment in respect of risk implications. A number
of possible scenarios might apply


A full risk assessment has been carried out
The exercise should be referred to in the body of the report. The ‘Risk Implications’
comment should refer to the appropriate section of the report.



No specific risk assessment has been carried out, but the risks associated with the
report are already being addressed as part of the Service Level approach to risk
management
The main body of the report should state this, along with the main risks, control
measures and proposed new controls. The ‘Risk Implications’ comment should
refer to the Service Risk Management process.



The risks are not, or only partially addressed, either separately or as part of the Service
Level approach.
The ‘Risk Implications’ comment should state this. It should list the potential key
risks and should state that a separate exercise will be undertaken and reported to
the relevant Cabinet Member.

Reports for information or decision where there are no risk implications should include the phrase
No risks have been identified within the ‘Risk Implications’ comment.
Examples to assist when completing the ‘Risk Implications’ requirements on Committee
Reports
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Having completed your risk evaluation, the following standard phrases may assist you with
describing the outcome of your risk assessments (choose the most appropriate statement):
1) A risk assessment has been undertaken; the identified risks have been scored in accordance
with the process. Mitigating controls have been identified. The details are referred to in the main
body of this report.
2) A risk assessment has been undertaken; the identified risks have been scored in accordance
with the process. Mitigating controls have been identified. The residual risk has been entered
to the Service / Corporate Risk Register (delete as appropriate). The details are referred to in
the main body of this report.
3) A Risk Assessment has been undertaken. The most significant risk is in not meeting the
required outcomes of this report. This is referred to in the main body of the report.
4) No specific risk assessment has been carried out, but the risks associated with the report are
already being addressed as part of the Departmental approach to risk management.
5) The risks are not, or only partially addressed, either separately or as part of the Departmental
approach.
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Annex A

The Risk Management Strategy
The Risk Management Policy
Roles and Responsibilities
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Risk Management Strategy
1.

The aim of this strategy is to ensure that within Sefton, risks are identified and managed
effectively and are aligned with the ISO 31000.2009 standards.

2.

Risk Management is to be an integral part of the planning and decision-making
processes of the Council.

3.

The Strategy is intended to ensure that Risk Management is embedded in the overall
planning process.

4.

As Risk Management is integral to the planning and decision-making processes, risks
will be identified by all levels of management and staff to ensure that the process reflects
both a top down and bottom up approach.

5.

The process will be driven by a framework of monitoring, review and reporting both
internally and by External Audit.

6.

Whilst the process of risk management is routinely undertaken within the Council in a
number of areas, both at a strategic level (e.g. Management Assurance Framework) and
operationally (e.g. procurement ‘Risk Assessment’ system), it is recognised that there is
scope to develop a more integrated risk management approach that facilitates provision
of a clear ‘golden thread’ that links overarching strategic objectives (as per One Council
objectives) with Service Area objectives and then to specific (section based) operational
activities. As such, the ‘three tier’ approach ensures that:
 All activity throughout the Council is focussed towards supporting strategic
objectives, and management are better able to allocate resources efficiently
(potential to generate savings).
 There is a clear alignment between management accountability and responsibility
(e.g. The Chief Executive / SLB should only be concerned with the most
significant risks).
 All staff, at all levels, operate with a greater understanding of how their role is
valuable to the Council, and the importance of risk mitigation in the fulfilment of
their duties (i.e. a fully embedded risk management approach).

7.

In order to move towards a more formal, integrated, embedded approach, and
recognising that such fundamental changes in approach and mind set cannot be
achieved overnight, this strategy sets out a plan to bring together and develop existing
risk management practices.

8.

In tandem with the above developments, it is important that an according level of training
is provided, initially at senior management level, and then cascading down to other
managers.
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Risk Management Policy
Introduction
This policy defines how Sefton will implement the effective management of risks and
opportunities.
Risk management is a central part of Sefton’s strategic management and its corporate
governance. Effective risk management makes sound business sense and is good management.
The focus of good risk management is the identification and treatment of risk.
Risk management should be a continuous and developing process which runs throughout the
Council’s activities. A systematic approach to identifying and analysing risks is an integral part
of all management processes and day-to-day working, rather than a separate initiative.
Risks have always been managed but it is necessary to formalise this process and to make it
transparent, as prescribed by ‘Delivering Corporate Governance in Local Government’ (CIPFA,
2016).
The Chief Executive and SLB have the responsibility for promoting the strategy throughout the
Authority. The Executive Director of Corporate Resources and Customer Services is the
designated risk champion.
Objectives of the Risk Management Strategy
1.

To embed risk management into the culture and operations of the Council.

2.

To promote risk management as an integral element of business planning and decision
making and performance management.

3.

To maintain an effective process of key risks identification, analysis and control.

4.

To manage risk in accordance with best practice.

5.

To anticipate and respond to changing requirements whether political, economic, social,
technological, legislative or environmental (PESTLE)

6.

To ensure that there is clear accountability for both the ownership and cost of risk and the
tools used to effectively reduce risk.

7.

To improve governance and raise awareness of the need for risk management by all those
connected with the Council’s delivery of services.

8.

To increase organisational resilience.

9.

To improve stakeholder confidence and trust

10.

To reduce the overall cost of risk
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The Council aims to achieve these objectives by:
1.

Establishing clear roles, responsibilities and reporting lines within the Council for Risk
Management.

2.

Developing a common approach to the identification and analysis of risk and evaluating
the most cost-effective method of treating each significant risk identified.

3.

Developing a framework for allocating resources to identified priority risk areas.

4.

Reinforcing the importance of effective risk management through training and providing
opportunities for shared learning.

5.

Incorporating risk management considerations into the Council’s decision-making,
business planning and performance management processes.

6.

Monitoring risk management and internal control arrangements on a regular basis.

7.

Reporting to Members and stakeholders on the effectiveness of the strategy.
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Key Member Roles and Responsibilities
All Elected Members are responsible for governing the delivery of services to the local
community. Members have a responsibility to understand the strategic risks that the Council face
and will be made aware of how these risks are being managed through the annual strategic and
service planning process.
Members should not seek to avoid, or delegate this overall responsibility, as it is key to their
stewardship responsibilities.
Members’ Key Responsibilities
Cabinet Member with Corporate Services portfolio will be the Council’s Member Champion for
Corporate Risk Management.
Cabinet



Approve the risk management strategy and policy
Monitor the Council’s risk management and internal control arrangements through the
Audit and Governance Committee.

Cabinet Members with Portfolio Responsibility

Will work with Heads of Service to ensure effective Risk Management, by developing
action plans for the key risks and establishing relevant PI’s to measure their performance
through the performance management framework.
Audit and Governance Committee

Will approve the Annual Governance Statement that reflects the effectiveness of the
Council’s risk management process.

Will review the effectiveness of the Council’s risk management framework and ensure that
it is fit for purpose.
Overview and Scrutiny Committee

Will review the strategic performance and associated risks of partners, through the powers
of the Local Government and Public Involvement in Health Act 2007 and will hold partners
to account where appropriate.
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Key Officer Roles and Responsibilities
Chief Executive and the Strategic Leadership Board
The Chief Executive and the Strategic Leadership Board play key roles in promoting and
embedding risk management within the Authority. They will:

Support and promote risk management throughout the Council

Identify and assess strategic risks on a regular basis
The individual Heads of Service will be responsible for developing relevant action plans for key
risks and establishing KPIs to measure their performance.
Executive Director of Corporate Resources and Customer Services

Will be the lead officer for the Council on Risk Management.

Maintain an effective corporate risk strategy and policy and, through the Chief Internal
Auditor, report to Audit and Governance Committee on the adequacy of the risk
management arrangements.
Heads of Service
Heads of Service will demonstrate commitment to risk management by:







Incorporating the risk management process into service planning processes
Prepare, review and refresh service risk registers
Encouraging staff to be innovative and recognise their achievements.
Encouraging staff to be open and honest in identifying risks or missed opportunities.
Ensuring that the risk management process is part of all major projects, partnerships and
change management initiatives.
Regularly monitor and review actions plans and associated KPIs to reduce or control the
significant risks.

Managers

Need to understand their role in the risk management process

Understand risk management and the benefits in order to achieve their objectives.

Understand how to evaluate risks and when to accept the right risks in order to pursue an
opportunity.

Maintain sound systems of internal control.
All Employees

Have responsibility for identifying opportunities as well as risks in their day-to-day duties
and take advantage of opportunities or limit the likelihood and impact of risks.
Risk Management Coordinator - Chief Internal Auditor

Co-ordinate and promote the adoption of the risk management processes across the
Council

Challenge risk identification and evaluation

Annually review the risk management strategy
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Risk and Resilience Officer

Manage the ‘Risk Management Strategy’ to facilitate evolution of the risk management
function to a fully embedded system.

Co-ordinate and maintain the central record of the Corporate Risk Register

Will attend Service Management Meetings to support the revision of service risk registers
and escalated risks on the Corporate Risk Register.
Internal Audit
Internal audit’s role is to provide assurance to officers and members on the effectiveness of
controls that operate within the Council. Internal Audit reflects on the results of the corporate and
departmental risk analysis when developing the annual audit plan.
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Annex B

Risk Register Template
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Reported to:

(name of service) Risk Register

Date:

Trigger

Result

Action
Status

Target Score

Target
Date

Proposed
Action Plans

Owner

Existing Controls

Residual Risk
Score

Inherent Risk
Score

Risk
Description

Actions

Owner

Ref

Details of Risk

1
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Report to:

Audit and
Governance
Committee

Date of Meeting:

Subject:

Risk and Audit Service Performance Report

Report of:

Head of Corporate
Resources

Portfolio:

Regulatory, Compliance and Corporate Services

Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Wards Affected:

Included in
Forward Plan:

Wednesday 16
December 2020

(All Wards);

No

No

Summary:
This report details the performance and key activities of the Risk and Audit Service for
the period 6 September 2020 to 6 December 2020.
Recommendation(s):
Members are requested to:
(1) Note the progress in the delivery of the 2020/21 Internal Audit Plans and the activity
undertaken for the period 6 September 2020 6 December 2020.
(2) Approve the revisions in the Annual Internal Audit Plan
(3) Note the contributions made by the Health and Safety, Insurance, Assurance and
Risk and Resilience teams in facilitating the management of the Council’s key risks.
Reasons for the Recommendation(s):
Approval of the recommendations will facilitate the continued provision of a
comprehensive and effective Risk and Audit Service.
Alternative Options Considered and Rejected: (including any Risk Implications)
None.
What will it cost and how will it be financed?
(A)
Revenue Costs - There are no direct financial implications, outside of the
approved budget for the function, arising from this report. However, the Council benefits
from the work of the section in reducing the impact and likelihood (and so the cost) of
risk.
(B)

Capital Costs - There are no capital costs arising from this report.
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Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
There are no specific resource implications from the report.
Legal Implications:
There are no specific legal implications arising from the report.
Equality Implications:
There are no equality implications.
Contribution to the Council’s Core Purpose:
The Council’s Risk and Audit Service is a key enabler to the delivery of the Council’s
Core Purpose as set out below:
Protect the most vulnerable: positive
Facilitate confident and resilient communities: positive
Commission, broker and provide core services: positive
Place – leadership and influencer: positive
Drivers of change and reform: positive
Facilitate sustainable economic prosperity: positive
Greater income for social investment: positive
Cleaner Greener: positive
What consultations have taken place on the proposals and when?
(A)

Internal Consultations

The Executive Director Corporate Resources and Customer Services (FD 6211/20) and
the Chief Legal and Democratic Officer (LD4403/20) have been consulted and any
comments have been incorporated into the report.
(B)

External Consultations

None
Implementation Date for the Decision
Immediately following the Committee meeting.
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Contact Officer:
Telephone Number:
Email Address:

David Eden
0151 934 4053
david.eden@sefton.gov.uk

Appendices:
The following appendices are attached to this report:


Risk and Audit Service Performance Report

Background Papers:
The following background papers, which are not available elsewhere on the Internet can
be accessed on the Council website:


Internal Audit Plan 2020/21 (as approved by this Committee on 16 September
2020)

1.

Introduction/Background

1.1

The Risk and Audit Service is managed by the Chief Internal Auditor, who reports
to the Executive Director of Corporate Resources and Customer Services through
the Finance Service Manager.

1.2

The mission of the service is “to deliver a first-class risk and audit service that is
highly respected and valued by Sefton and is the envy of our peers”.

1.3

The Service has the following objectives:
 To lead the Council in embedding a system of internal control and risk
 management that facilitates the achievement of the organisation’s objectives.
 To be a valued corporate influence in promoting the due consideration of
 risk in Council decisions, strategies and plans.
 To align the service with the Council’s changing needs.

1.4

In delivering this mission and objectives, the Service encapsulates the following
teams:
 Internal Audit
 Health and Safety
 Insurance
 Risk and Resilience
 Assurance

1.5

This report summarises the main aspects of the performance of the Service during
the period 6 September 2020 – 6 December 2020, and gives members a detailed
overview of the following areas:
 Internal Audit:
o work undertaken in the period, including a summary of work and an
o outline of the high priority recommendations made
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o performance against Key Performance Indicators
o developments relating to this part of the Service.
o Proposed revision in the Annual Internal Audit Plan.


Health and Safety, Insurance, Assurance and Risk and Resilience:
o work undertaken in the period, with key data provided
o developments relating to these parts of the Service.

1.6

The report concludes by looking ahead to the forthcoming activities being
undertaken by the service.

2.

Recommendation

2.1

Members are asked to note the progress outlined in the attached report.
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Risk and Audit Service: Performance
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Chief Internal Auditor
Risk and Audit Service
Corporate Resources
Magdalen House
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L20 3NJ
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18 December 2020
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Contents

1. Executive Summary
1.1

This report summarises the performance and activity of the Risk and Audit Service for the period 6 September 2020 to
6 December 2020.

1.2

The report covers each of the areas of the service:






1.3

Internal Audit
Health and Safety
Insurance
Risk and Resilience.
Counter Fraud

The report highlights the following key points:
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This has continued to be a busy period for the Service, with the completion of a number of key pieces of work. The
performance indicators and key data in this report reflect this positive progress.



The service continues to seek to support the effective management of risk, which is especially pertinent as the Council
transforms.



The development of the service continues, with a number of improvements having been completed in the period.

Agenda Item 8

Page 3 of 34

2.1

The Risk and Audit Service is managed by the Chief Internal Auditor.

2.2

The mission of the Service is “to deliver a first-class risk and audit service that is highly respected and valued by Sefton and
is the envy of our peers” and the Service has the following objectives:

To lead the Council in embedding a system of internal control and risk management that facilitates the achievement
of the organisation’s objectives

To be a valued corporate influence in promoting the due consideration of risk in Council decisions, strategies and
plans

To align the service with the Council’s changing needs.

2.3

In delivering this mission and objectives, the Service encapsulates the following teams:
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Internal Audit – this statutory service provides the internal audit function for all areas of the Council, including
maintained schools. Internal Audit can be defined as: “an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. Internal Audit helps an organisation accomplish its
objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk
management, control and governance processes.” (Public Sector Internal Audit Standards)



Health and Safety – supports Council officers and members in providing an effective health and safety management
system that meets the Council’s statutory health and safety duties; thereby controlling the risks of injury and ill health
to staff and others affected by the Council’s activities.



Insurance – fulfils the duty to provide an appropriate insurance service for the Council, including claims management,
advice on insurance issues and the management of insurable risk.



Risk and Resilience – develops risk management and mitigation strategies for the Council on emergency planning
(ensuring that the Council meets its statutory responsibilities as a Category 1 responder under the Civil Contingencies
Act 2004), public safety and business continuity issues.



Assurance Team – will develop a Counter Fraud strategy and co-ordinate the development of counter fraud services
across the Council.
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2. Introduction

2.4

This report summarises the main aspects of the performance of the Service for the period 6 September 2020 to 6 December
2020, covering the following areas:









2.5

Internal Audit:
work undertaken in the period, including a summary of work completed and an outline of the high priority
recommendations made.
performance against Key Performance Indicators
anti-fraud update
developments relating to this part of the Service.
Health and Safety, Insurance, Risk and Resilience and Assurance and Counter Fraud:
work undertaken in the period, with key data provided where applicable
developments relating to these parts of the Service.

The report concludes by looking ahead to the challenges which will be addressed in the forthcoming period.
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3.1

Work Completed 1 August 2020 to 30 November 2020
During the period 1 August 2020 to 30 November 2020 17 audits were issued. The tables below outline the audits that have
been completed, the audit opinion and the recommendations identified:

Audit Title
1 August 2020 to 30 November 2020 (2020/2021)

Audit Opinion
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A59 2020/21 Q2 Grant Certification
STEP 2020/21 Q2 Grant Certification
Bootle Town Centre Grant Certification 20/21 Q2
Key Route Network – Urban Traffic Control 19/20 Q4
Key Route Network – Urban Traffic Control 20/21 Q1
Integrated Transport and Highway Maintenance Capital
Grants 2019/20
Sefton Town Centres Grant Certification 2020/21 Q2
Troubled Families – Claim period 19 (July – September
2020) Grant Certification
Troubled Families – Claim period 20 (October –
December 2020) Interim Claim Grant Certification
Corporate Governance Review 2019/20
Locality Services Review 1
Locality Services Review 2
Covid-19 Business Grants Assurance Reports Coordination – Reports 3, 4 and 5
Ethics and Code of Conduct

Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Assurance provided to facilitate certification
Moderate
9
3
0
5 significant
n/a
n/a
Cross service co-ordination of Government returns
Major
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Recommendations
High
Medium
Low

10

4

0
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3. Internal Audit: Performance Update

Audit Title

Audit Opinion
Minor
Moderate
n/a

Council Tax
COVID-19 Business Support Grants (Draft)
Payroll Memorandum

Recommendations
High
Medium
Low
0
5
0
2
6
0
0
0
1

Where the audit is at draft stage the audit is annotated in italics in the above table
Draft Audit Reports previously reported to Audit and Governance Committee.
Audit Title
Procurement – draft report issued 2019/20 Q3

Audit Opinion
Moderate

Recommendations
High
Medium
Low
0
5
6
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The high priority recommendations outlined in the audit reports issued in the period 1 August 2020 to 30 November 2020
can be summarised as:
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Corporate Governance Review
 Update the Members’ Code of Conduct when the LGA’s revised model is published.
 Implement the findings of the Ethical Working Group by undertaking a self-assessment against ’Obtaining Social
Value’ in the LGA National framework.
 Draw up and finalise the Adult Social Care partnering agreements as identified in 2018/19 Corporate Governance
Review in line with the requirements in Sections 262a-262l of Financial Procedure Rules.
 The Chief Executive is to remind Heads of Service to keep policies and guidance up to date.
 The Council should define its risk appetite i.e. the level of risk that the Council is prepared to accept, retain or take in
pursuit of its objectives, before action is deemed necessary to reduce risks.
 To comply with the Local Public Sector Data Handing Guidelines the Information Management Group is to develop
and progress a Gap Analysis Action Plan.
 The Annual Memorandum of Understanding for the Agresso System is signed with Halton Council.
 Other than where the Council’s Internal Auditors have access to partnerships/outsourced services, annual third-party
assurance statements are to be obtained for the Audit and Governance Committee.
 That the YOT Management Board monitor the action plan to address the findings of HM Inspectorate of Probation
2019 inspection of the Youth Offending Team.
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COVID-19 Business Support Grants
 Management complete the Department for Business, Energy and Industrial Strategy’s Fraud Risk Assessment in
accordance with the guidance.
 Consideration is given to the practicalities and benefits of utilising Government’s Spotlight system as part of the
assurance checks on Business Grants issued.
3.2

Key Performance Indicators 2020/21
The following table outlines the Audit Team’s performance against the Key Performance Indicators outlined in the Audit
Plan agreed by the Committee in March 2019. In addition, at figure 1 there is performance information on the completion of
the 2020/21 Audit Plan across all of the financial year.
Description and Purpose
Percentage of the Internal Audit Plan completed 2020/21
This measures the extent to which the Internal Audit Plan
agreed by this Committee is being delivered. The delivery
of the Plan is vital in ensuring that an appropriate level of
assurance is being provided across the Council’s systems.

Target
62%
See graph
below

Actual
45%
See graph
below and
narrative

Variance and Explanation
17%
 See section 3.4

Percentage of Client Survey responses indicating a
“very good” or “good” opinion

100%

100%

No variance
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Ethics and Code of Conduct
 A wide range of recommendations are made in regard to the Officers’ Code of Conduct including clarifying roles and
responsibilities of senior officers, updating the intranet, administration of declaration of interest forms, creation of
departmental registers of declarations, updating the guidance,
 Updating the Audit and Governance Committee’s Terms of Reference in line with CIPFA’s best practice model
 Publication of an Annual Statement on Modern Slavery
 Review procedures regarding the Criminal Finances Act 2017 and the Money Laundering Regulations 2017.
 Strengthening procedures surrounding annual review of the Constitution and Council’s Policies such as senior officer
sign-off.

Description and Purpose
This measures the feedback received on the service
provided and seeks to provide assurance that Internal
Auditors conduct their duties in a professional manner.

Target

Actual

Variance and Explanation

Percentage of recommendations made in the period
which have been agreed to by management
This measures the extent to which managers feel that the
recommendations made are appropriate and valuable in
strengthening the control environment.

100%

100%

No variance
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100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

93%

100%

64%

Target
Actual

45%

43%
23%
To 30/7/20

To 30/11/20

To 28/02/21

To 31/03/21

Figure 1: Percentage of the Internal Audit Plan 2020/21 Completed (profiled to coincide with the Audit and Governance Committee reporting dates)

2020/21 Performance
The significant issue facing the audit team during the period has been the impact from the Covid-19 pandemic on the Council
and the challenges that have faced management in delivering core services whilst the majority of staff delivering services
have been moved to home working and ensuring that social distancing is maintained. The audit plan that had been due to
be presented in March has essentially been superseded by the Covid-19 impact and doesn’t represent the current risks that
face the Council. The Audit Plan for 2020/21 financial year was approved by this Committee on 16 September 2020.
The delivery of the audit plan has been affected in two further ways with the resources that were planned to be in place for
the financial year which were the post of ICT Auditor and CIPFA Finance Trainee on secondment. Although we have been
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3.4

In addition, the focus of the team throughout the year been on completing the Locality Services Review, with two internal
audit staff involved. Two final reports have been issued to the relevant parties and the processes should be completed
during the next quarter.
A member of the Audit Team has been absent from the organisation on unplanned leave since October which has further
impacted on the team’s capacity to complete planned audit work. There is currently a recruitment exercise being completed
to address the resource implications.
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Covid-19 has also impacted on the delivery of audit work in reducing Officers capacity to respond quickly during the
pandemic due to the scale of the issue and additional work has been required for example in assisting the Heads’ of Service
and Executive Directors prepare written Governance Assurance Statements for the Annual Governance Statement which
was outside of the planned work for this audit. Covid-19 has placed significant pressures on many Council services
restricting the range of services able to accommodate an audit due to the pressing needs of the Service responding to the
pandemic e.g. social care, revenues and benefits, schools etc.
We have taken the view that in this unprecedented set of circumstances that we would work pragmatically through the
proposed plan being mindful of the new risks that face the organisation and the pressures that face the Service Teams
across the Council in responding to the pandemic.
3.5

Public Sector Internal Audit Standards
As previously reported to the Committee, following the external assessment in March 2018 which confirmed that the service
“generally complies” with the Standards the team, the Audit Team has been continuing to implement the Development Plan
to ensure the continued development and improvement of the service going forward, with a particular emphasis on the
service being able to meet the expectations of a modern service. Piecemeal progress has been made investigating the
potential use of specialist audit software to improve the speed and depth of testing through the development of a business
plan and developing an assurance map of the external sources of inspection that the Council is required to participate in.

3.6

Resources
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able to recruit for the Trainee ICT Auditor (April 2020) we have not been able to carry out some of the training and joint
working we would like to do both as it would normally involve face to face discussions but also the work areas themselves
are not operating in the way planned at the outset of the review. The recruitment exercise for the CIPFA Finance Trainee
was suspended during Covid-19.
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3.8



The recruitment process has been completed of a the newly created Trainee ICT Auditor post. This post was created
following the deletion of the Value For Money (VFM) Auditor post, during the quarter 1 2019/20 re-structure, and will
strengthen the team’s capability in regard to ICT reviews. Internal Auditors will ensure that that the issues surrounding value
for money are considered as part of every review that is undertaken.



An agency worker was used to backfill the vacant Principal Auditor post between June 2019 and July 2020. Following a
recruitment exercise the same worker was appointed on a fixed term contract until the end May 2021. This will provide team
stability whilst options are considered for the future staff structure of the Audit function.



Further recruitment exercise is underway for an experienced Principal Auditor to provide additional capability whilst an
existing Audit staff member is on unplanned absence from the organisation.



Until staff were advised to work from home at the end of March 2020, staff development continued through a mix of officebased webinar and discussion training, engagement with regional audit groups (such as for school audits, ICT audits and
contract audits) and through external conferences and training events. The Trainee ICT Auditor has been able access a
range of online resources as she begins to develop her skills.



To enhance audit coverage and to address one area of weakness identified in the external assessment in 2018, the
viability of specialist audit software, IDEA, is being considered. A draft business plan has been developed. This is an
exciting development and may have wide ranging impact on the way in which audits are undertaken in future. An update
will be provided in future reports.
Developments

In the next quarter, the planned developments for the service include:
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Since the last Audit and Governance Report Internal Audit is:
 Continue to monitor staff wellbeing during prolonged period of home working and maintained frequent and regular
contact with all team members.
 Introducing a more comprehensive approach to obtaining alternative forms of assurance to inform the Chief Internal
Auditor’s annual opinion given the reduced Internal Audit coverage in 2020/21.
 Monitoring arrangements have improved.

The focus of the audit team's resources will be on the assurance of the Covid-19 related grants which the Council
has or is in the process of providing to local businesses and individuals. The numbers of grants available has
steadily increased over the quarter. The details of the grants are detailed below:
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Council Tax Hardship
Fund

Small Business Grant Fund and the
Retail, Hospitality and Leisure
Grant Fund.

The Discretionary Business Grant
Fund

Local Restrictions Support Grant
(LRSG) (for businesses instructed
to close)

Additional Restrictions
Grant (Sector)

LRSG (addendum)

Liverpool City Region Hospitality
and Leisure Sector Fund
Liverpool City Region Hospitality
and Leisure Support Grant

Hospitality, Leisure and Retail
Grant (Expanded Scheme). LCR
CA

Local Restrictions Support
Grant (Open)

Additional Restrictions Grant.

Round 1

Round 2

Covid Winter Grant Scheme

Contain
Fund

LCR Taxi Driver Grant
Scheme

Test and Trace

Outbreak

Management

LCR










The proposed focus has implications on the delivery of the annual audit plan agreed in September however we
outlined our approach of being flexible and dynamic to the Council's evolving risk landscape during this challenging
period. The focus on providing assurance on the grants is we believe part of this flexible approach and although
elements of the plan originally envisaged will not be completed the replacement work is high risk.
In addition, there are potential implications for the annual audit opinion from the Chief Internal Auditor as the focus
of the audit plan has been affected by the impact of Covid-19, the longstanding Locality Services Review as well as
recently unplanned absence in the team. The team are currently developing proposals to provide alternative
assurance and should be able to provide details of the proposed approach at the next meeting.
Recruit a Principal Auditor for a fixed term period to provide cover for staff absences and assist in the delivery of
the approved Audit Plan.
Review and simplify internal audit reports to improve clarity and reduce time spent producing the reports.
Finalise proposals on the use of specialist audit software.
Reintroduce team webinar and discussion training.
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4.1

Progress
The Council continues to focus on improving the health and safety management system and support by reviewing existing
arrangements and improving governance.
The Health and Safety team consists of two health and safety professionals supporting 7379 staff (including 4045 school
staff), plus agency staff, contractors and volunteers. The team deliver a range of services across all Council departments
including schools. These services can be divided into three main areas: Policy and communication, operational reactive
response, and active monitoring.

Page 146

Health and safety objectives and key performance indicators are continually reviewed. It is acknowledged that outputs are
affected by the COVID-19 pandemic. Reshaping of the service delivery has enabled the team to assist the Council in meeting
its obligations and to provide managers and staff with the relevant support.
Consultation arrangements are working well, with the Corporate Health and Safety Committee playing a key role in
conjunction with the Departmental Health and Safety Committees. During the COVID-19 pandemic it continues to be
possible to hold these meetings virtually by using the TEAMS system, which has proved to be very successful. A programme
of committees has been confirmed for 2020 – 21.
Information, guidance and support regarding the risk of the transmission of coronavirus 2 (SARS-CoV-2) and impacts on
staff has been significant, as buildings and services have reopened or re-designed and as schools moved from partial to full
reopening. Managers and staff have been supported by ongoing advice and guidance regarding the ramifications of COVID19 and how staff should work safely whether in their normal place or work or working from home.
Council building and operational risk assessments have been reviewed, providing assurance of COVID-Secure
environments and activities for staff, agency workers, contractors, partner organisations and volunteers. Assistance,
guidance and monitoring continues to be provided across all areas in the ever-changing climate.
The Corporate Learning Centre produced a suite of e-learning health and safety training. Additional training is delivered
virtually by the Health and Safety Team.
Onsite delivery of school and council inspections has ceased, although the Health and Safety continue to respond and visit
premises when necessary. The audit process has been redesigned and takes the form of a desktop exercise. Audit evidence
against practice will be verified during future site inspections.
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4. Health and Safety: Performance Update

CLEAPSS is an advisory service providing support in science and technology for local authorities and educational settings.
A large number of Sefton schools pay for the CLEAPSS RPA (Radiation Protection Adviser) Service. The Health and Safety
team continue to operate as a link between schools and the Radiation Protection Adviser, supporting school Heads of
Science in the storage and use of radioactive sources.
The on-line incident reporting system continues to be well utilised with managers reporting accidents and incidents, as
required. COVID-19 is now added to the system as a new workplace condition.
The North-West networking groups, Outdoor Education Adviser’s Panel and CLEAPSS Conference have continued to be
held using virtual mediums. These have proved invaluable for sharing information and good practice during the pandemic
as guidance has been constantly changing.
4.2

Key Incident Data
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The Health and Safety team continue to manage the Council’s incident reporting system which records work-related
accidents and incidents involving employees, contractors and members of the public.
The graph below compares accident and incident data over the past year, highlighting the impact of the pandemic and
lockdown from March 2020 to May 2020, subsequent restrictions and exposure to Coronavirus (SARS-CoV-2).

Agenda Item 8

Page 15 of 34

Page 148
Accidents and incidents reported across the Council Services are in the graph below. The highest level of reporting is within
Education Excellent, Locality Services and Communities. This is consistent with previous years and is influenced by a
positive reporting culture. Other factors include continued service delivery during the pandemic / ‘lockdown’ and the number
of accidents reported by members of the public (including school pupils and those attending sports and exercise facilities).
Services areas not listed have not raised any reports during this period. These include Public Health, Commercial Services
and Highways and Public Protection.
From discussions with staff and feedback within the Departmental Health and Safety Committees, there is believed to be
under reporting of staff accidents and incidents within Education and Localities, with the focus being on the public, and
across Adult Social Care, Children’s Social Care and Highways and Public Protection.
The Health and Safety Team continue to promote a good reporting culture to manage the risk of injury, ill health and other
losses. The reports impact on the assessment of risk, and suitability and sufficiency of controls and monitoring required.
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The significant decline in reporting is consistent with the volume of staff remaining away from the workplace during March
to May 2020. The increase in reporting within Quarter 3 and Quarter 4 is due to the increased exposure and reporting of
confirmed cases of COVID-19. The reporting requirements are that all COVID-19 positive staff cases are reported onto the
Council health and safety accident and incident reporting system.

The Health and Safety Team are discussing accident / incident reporting and investigation training opportunities with the
Corporate Learning Centre.
The graph below identifies the cause of accidents across Sefton Council during the past year. As previously highlighted, the
most common cause has been the transmission of Coronavirus (SARS-CoV-2).
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Social distancing and additional safety control measures have been reinforced and investigations indicated some breaches
of local health and safety rules. Managers have been reminded and made aware that breaches of local policies, procedures
and controls could lead to further action being taken at a local level or by enforcement authorities.

RIDDOR (Reporting of Injuries Diseases and Dangerous Occurrences Regulations 2013) reporting is required where there
is evidence of workplace transmission of Coronavirus (SARS-CoV-2) resulting in a member of staff receiving a positive test
for COVID-19. The greatest affected areas are Education Excellent, Children’s Services and Communities.
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RIDDOR rates are higher than expected and the Health and Safety Team are supporting managers to investigation route
causes and introduce appropriate controls and monitoring.
There has been one none-COVID related RIDDOR report raised between September and December 2020. In October, a
member of the public slipped indoors, resulting in a fracture to their arm. They were escorted to hospital by ambulance,
where they received treatment.
4.3

Developments
There will be a continued focus during the next quarter of delivering the Health and Safety Improvement Plan and also the
ongoing recovery programmes from COVID-19 with planned priorities –
Continue to support to assist Managers with the recovery programmes from COVID-19.
Continue to review, update and monitor the Health and Safety Standards and Policies, with focus on working from home,
display screen and workstation assessments and stress risk assessments.
Continue to develop the Council-wide training needs assessment which will eventually build into the health and safety
training plan and provision.
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Incidents of threatening and abusive behaviour has remained, despite restrictions. Through discussions with staff, it is
believed incidents are continuing to rise as staff return to the workplace. Staff who have remained in work are faced with
challenging behaviours. The Health and Safety team are working with managers to report and investigate these incidents.
Through staff discussion and during Departmental Health and Safety Committees, some concerns have been raised as
would be expected regarding a potential increase in muscular skeletal disorders from working at home and poor
psychological well-being. A new DSE / Workstation form and guidance and a Stress Risk Assessment form and guidance
have been produced. These will be used to monitor changes to hazards and stressors, preventative and corrective actions
and signpost managers and staff to further support and training.

Continuing the delivery of risk assessment training for the managers who have responsibility to undertake risk assessments,
in collaboration with the Corporate Learning Centre. Following up with the managers who have not responded to the initial
request for their risk assessments and evaluating the quality of the risk assessments.
Focus on improving the accuracy of incident reporting across the Council will continue to ensure incidents of threatening
and abusive behaviours towards staff are reported.
Continue to deliver a health and safety management audit and inspection regime across the Council, to schools with a
Service Level Agreement with the Council and those schools where the Council retains responsibility for the health and
safety as the employer. This will provide assurance that health and safety management systems are suitable and effective.
The Council has a contract with its liability insurers which includes an allocation of free training or service days to assist with
implementing effective risk management across the Council. Health and Safety, including COVID-Secure audit support and
school Governor training is planned for late 2020.
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Work continues to monitor outdoor education which includes offering advice and reviewing risk assessments for off-site
visits and adventurous activities involving young people in schools. This is managed by the EVOLVE system which schools
can purchase as part of the Service Level Agreement offering.
The team continue to support schools in the safe storage and where necessary, destruction of their radioactive sources.
Reorganise the one-day Educational Visits Co-ordinator course which had been planned for the 29th April 2020, when it is
clear what the position on training is going forward. The course is aimed at new and existing EVCs in schools and will
enable them to plan and manage their school’s educational visits and off-site activities in line with National Guidance, this
in turn will help them fulfil their health and safety responsibilities.
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5.1

Work Completed
During the period, the following key pieces of work/projects have been undertaken:
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Renewal of the insurance portfolio for the Council and associated subsidiary companies (Sefton New Directions,
Sandway Homes) took place on 29 September 2020 with negotiations proving to be challenging and protracted between
the Council’s Insurance Broker and panel of insurers. As predicted and reported previously, the Council’s liability insurer
re-assessed their rating and pricing across their client base and unfortunately, despite the Council’s good claims
experience, a substantial increase in premium was seen. Due to hardening of the insurance market, the premiums for
Directors and Officers policies also significantly increased despite no claims being made. However, some concessions
were made in relation to the basis of the liability claims handling payment and a reduction in the proposed Officials
Indemnity and Terrorism premiums were secured. As would be expected, and what is now standard across the industry
given the current pandemic, exclusions in relation to Covid-19 have been placed on some policies.



Following on from the last update, a further opportunity has recently been published on The Chest to obtain a revaluation of a sample of the Council’s buildings for insurance purposes. This will ensure that rebuild values are up to
date and should ensure that for the sampled properties that in the unfortunate event of a major claim, insurers do not
apply the average clause due to any under insurance. It is hoped that the successful bidder, once appointed, will
commence the re-valuation process in January 2021 with completion by 30 June 2021. The outcome of this exercise
and its implications, if any, will be made available in a future update to the Committee.



The Council continues to defend cases robustly to protect the public purse and, in one instance, the Team are currently
working closely with Weightmans Solicitors in an attempt to prove a case of fundamental dishonesty in a claim involving
damage to a third party vehicle and alleging whiplash. Progress will be made available in a future update.



The Team also continues to work extensively with Service Teams including Highways and Tourism to improve the
management of insurable risk in areas where there are high numbers of claims or areas of concern. The Council
generally has high defensibility rates and such risk management activity will assist in maintaining and potentially
improving the position further.
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5. Insurance: Performance Update

5.2

Key Claims Data
The following graphs outline the insurance performance and include:


Numbers of claims for Public Liability (PL), Employers Liability (EL) and Motor (MV) received by Sefton Council for the
period 1 August 2019 to 31 October 2020.



Value of the reserves for PL, EL and MV claims received by Sefton Council for the period 1 August 2019 to 31 October
2020.



The average reserve value for PL, EL and MV claims received by Sefton Council for the period 1 August 2019 to 31
October 2020.

The graph below outlines the number of claims for PL, EL and motor received for the period 1 August 2019 to 31
October 2020.
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1 August 2019 to 31 October 2020
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As in previous periods, the number of EL claims received remains very low with only two claims being reported in the last
quarter. As a requirement under RIDDOR (Health and Safety Executive), insurers have been advised of a number of staff
members contracting Covid-19 where it is believed to be as a result of the workplace. No claims have yet been received
although the insurers have purely been “put on notice”. However, the Committee will be updated if this changes in any way.
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There has been a steady rise in MV claim numbers since the start of the 2020/21 financial year period with claims numbers
increasing by 52% during the first six months of the financial year. Half of the last quarter claims relate to “own damage”
claims where there is no third-party involvement and the damage has been caused by unknown persons whilst vehicles have
been parked up or by officers damaging vehicles whilst reversing.
Despite variance over the period, the current profile in all three areas presents no sign for concern. However, numbers will
continue to be monitored for any changes in trend.

Page 22 of 34

Agenda Item 8

Despite a steady increase in numbers of PL claims at the start of the graph, the last two quarters have seen a significant
decrease of 46% from the Q4 2019/20 to the Q2 2020/21. Since the start of 2020/21 there has been an overall decrease in
claims received of 28%. As previously advised, Covid-19, the subsequent lockdowns and the number of people self-isolating
or working from home may be a factor in this. During the last quarter, and mirroring others, the majority of PL claims received
(61%) related to the Highways service area with 78% of these claims representing bodily injury to third parties from slips,
trips and falls. Despite an assumed increase in the use of the borough’s roads by cyclists, no claims have been made by
such users in the last quarter. It is yet to be seen if there has been any effect on numbers of claims received following changes
in service area inspection systems in light of Covid-19.

The graph below outlines the value of the reserves for PL, EL and motor claims received for the period 1 August
2019 to 31 October 2020.

Value of Claims Reserves (£) for PL, EL and Motor Claims
1 August 2019 to 31 October 2020
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Claim reserves are allocated by the insurers and/or claims handlers independent of the Council and are determined by the
type of injury sustained by the third parties and/or damage occasioned to their property.

EL claims reserves in the last quarter remain low and in line with the first quarter.
Reserves for MV claims reached a peak in the above graph in 4th Quarter 2019/2020, however, despite the number of claims
being similar, they have substantially decreased by 75%, at the end of the period. Reserves in the last two quarters are also
lower by 50% despite the increase in claim numbers and reflects lower cost damage claims. There are however a number
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Although PL claims numbers have reduced from the end of the 2019/20 financial year to end of October 2020 the claim
reserves have not followed suit and show an increase of 17% for the period. As mentioned previously this follows the trend
that whilst number of claims are reducing the complexity of the claims is increasing which is affecting claim costs. Overall
however, there has been an increase of just 5% from the 2nd Quarter 2019/20 to 2nd Quarter 2020/21.

The graph below outlines the average value of the reserves for PL, EL and motor claims received for the period 1
August 2019 to 31 October 2020.

Average Claims Reserves (£) for PL, EL and Motor Claims
1 August 2019 to 31 October 2020
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The graph shows a steady decrease in the subsequent average reserves for the first four quarters of the period however
there has been an increase of 88% between the fourth and fifth quarters and a lower increase of 47% from the start to the
end of the period. This reflects the nature of injuries sustained by third parties and/or the amount of damage occasioned to
their property. It is difficult to determine at this point whether this trend will continue.
As previously advised, numbers and reserves for EL claims remain low which impacts on the average reserves details in
the above graph with a small increase of 5% across the whole period in the graph. Due to the low numbers of claims there
can be some distortion in the average and overall the position does not currently present a concern.
The graph indicates that average motor claim reserves peaked in the 4th quarter of 2019/2020 with an increase of 34%
from the start of the period reported. However, since then they have reduced dramatically in the first two quarter of
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of “own damage” claims where reserves are still to be confirmed and the Team will liaise with the Transport Section to attempt
to rectify this matter.

2020/21 by 55% and 73% respectively. As mentioned previously, the reserves for the last quarter will be subject to change
following discussion with colleagues in the Transport Section to provide reserves on “own damage” claims in a timelier
manner.
Trends in claims performance will continue to be monitored.
5.3

Developments
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 The Team continue to develop an approach for the Council’s Maintained Schools which is designed to be attractive against
the Government’s Risk Protection Arrangement (RPA) scheme and the proposed scheme will be shared for consultation
with the Schools Forum in December 2020. The proposed approach will be equitable to schools and reflect the insurance
arrangements currently in place under the Council’s Long Term Agreement (LTA) with a panel of insurers. One supplier
in the insurance market has started to provide a similar offer for schools as provided by the RPA and was approached by
the Team to provide a further alternative quote to assist the schools in making an informed decision. However despite
considerable work on both sides the insurer was not able to provide a competitive cost to the current RPA scheme. The
Team will continue to access any training material offered by relevant bodies to further understand the implications/benefit
of such schemes. The intention is that following consultation with the Schools Forum the chosen model will be in place by
the next renewal in September 2021.
 To align with other Council polices, and as a result of the majority of staff now working from home/agile working, the Team
will review the internal All Risks Scheme process/policy before re-launching it for both schools and service areas. It is a
policy that provides additional cover for theft and accidental damage for items of equipment (such as laptops) with an
individual value of £250 or more.

 As the Council continues to change and commercialism develops, discussions will continue with the Insurance Broker to
ensure that all new risks/liabilities to the Council and associated companies are identified, and where appropriate relevant
insurance cover is sourced and procured. A recent example of this is the redevelopment of Southport Market.
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 The Team will continue to work with service areas to improve the management of insurable risk in general and as a possible
result of Covid-19 implications (especially where there are high numbers of claims) which in turn should assist in
maintaining defensibility of any claims received. Further discussions are currently taking place in order to finalise plans
for updated inspection systems with the Car Parks Team and also Tourism in respect of inspections and maintenance of
Southport Pier.
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 The Team will also continue to work with and build on relationships with Marsh, the newly appointed Insurance Brokers,
to ensure that the Council receives full value for money and support for its needs over the coming years.

6. Risk and Resilience: Performance Update
6.1

Work Completed
During the period, the following key pieces of work/projects have been undertaken:



During the months prior to the lockdown, the team worked closely with the Sefton Director of Public Health and Consultant
for Health Protection to review pandemic plans with Sefton local health partners, set up an initial pandemic working group
to link the council and our health partners into the appropriate national and regional NHS and Public Health England
(PHE) preparedness and response forums, participated in numerous teleconferences each week, worked on joint
communications plans to disseminate to our local population, partner agencies, educational providers, care providers and
community stakeholders, monitor and prepare for response to any emerging cases within the borough.



In order to assist with early risk assessment of potential impact to the council, the team drafted on behalf of the risk owner
the content of a COVID-19 risk, for consideration by Strategic Leadership, to be included on the Corporate Risk Register
(CRR). This identified current controls and further mitigations required. This risk continues to be reviewed and updated
accordingly.



The team produced templates for all service areas to complete for business continuity plans to be reviewed with a
targeted focus of the COVID-19 risk and guidance was also provided to help steer the considerations needed for the
consequence management of a pandemic scenario.



A further template for a situation report (sitrep), by service area, was created based on the business continuity process so
that each Head of Service could capture the impacts of the COVID response to their service delivery of ‘business as
usual’ activity and identify how/ when /where different ways of working needed to be introduced.
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Following the emergence of the Coronavirus outbreak in China and the Prime Minister’s announcement of lockdown
measures for the UK on 23 March 2020 and subsequently on 5 November 2020, the focus of the Risk and Resilience
Team has been solely to develop and support the Council’s Strategic and Tactical leadership and co-ordination groups
and operational Response Cells during the first and second waves of the COVID-19 pandemic.
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The team led with Public Health to design and implement the model for Sefton’s COVID-19 response structure which
detailed the Strategic, Tactical and Operational response cells to be set up. This ensured co-ordination internally and with
the wider Merseyside Resilience Forum (MRF) multi-agency structures and other external but interdependent forums. The
Risk and Resilience officers and Sefton Public Health teams organised the appropriate officers from across the council
and its partners to Chair and participate in the various cells and supported them to produce terms of reference and set up
the cell membership.



The MRF also convened Strategic and Tactical Coordinating Groups (SCG/TCG s), which met, initially daily, from which
started to emerge additional multi-agency response cells for specific operational workstreams e.g. PPE Cell, Vulnerability
Cell, Communications, etc. The Risk and Resilience team attended the SCG/TCG meetings and a Merseyside and
Cheshire joint preparedness exercise until representation by senior officers was in place.



Both officers in the Risk and Resilience team also Chaired/co-chaired two of the operational response cells reporting in to
the Sefton SCG and TCG.



The Business Continuity and Emergency Planning Cell was established to provide effective oversight of Business
Continuity activity ensuring that priority activities and outputs continued to be delivered. Business Continuity leads from
each service area attended a weekly cell meeting to discuss operational issues and wherever possible apply a ‘One
Council’ approach to resolution. Weekly sitreps were completed and returned to the cell Chair. These identified significant
ongoing changes within the departments, which were uploaded to an ‘action tracker’ and issues which required escalation
to the TCG for consideration. Such issues were presented at the weekly meetings and decisions made were then fed back
through the cell structure. The cell continues to support the ongoing review, assessment and improvement of Business
Continuity Plans for each service. Plans were produced to consider the specific issues raised by the pandemic, but
furthermore the generic information captured within these is being used to populate BC plans for wide-ranging issues that
could potentially affect the ability of the Council to deliver its priority activities.



The team have worked with other Merseyside LA planners, Public Health and emergency services to review multi-agency
plans and processes for community evacuation and organised a virtual walk-through session for partners to raise
awareness and test operational understanding of the suggested protocol.
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In line with central government requirements, a Local Outbreak plan has been developed for Sefton. The Risk and
Resilience team provide membership to the Sefton Outbreak Management Board which meets weekly and continue to
support testing and exercising of the plan and impacts to settings where outbreak may occur. The team have joined
exercises for complex and educational settings and further work is planned to organise some in-house exercises for other
vulnerable groups.



The team have continued to ensure frequent maintenance of accurate risk registers in line with the agreed review cycle.
The Risk Team monitor reviews with identified risk owners ensuring that risks are escalated where required.



The Corporate Risk Register has been reviewed and is due to be presented to the Audit and Governance Committee for
approval. Meetings with risk owners continue to be held virtually to ensure ongoing improvement to risk management
arrangements across the Council

Developments
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Winter planning is business as usual activity for the team, but this winter is expected to be treated as potentially more
challenging due to current pandemic scenario and likelihood of further local outbreaks. The outputs from this working
group will be linked to on-going recovery considerations at Sefton ELT / SLB and response cells.



Major incident plans and processes will continue to be reviewed with a COVID-19 lens and associated risk assessment of
operational and preparedness activities documented to ensure safe working for members of the team and colleagues,
partners and stakeholders.



The team are also working to develop a proposal for the development of the Council’s Risk Appetite which will help to
inform decisions from a number of perspectives.



The team are facilitating completion of Business Continuity plans for each service area which will, in turn, support an
update of Sefton’s Corporate Business Continuity plan.
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7.1

Work Completed
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In June 2020 a data matching exercise was commenced as part of the Council’s involvement with the National Fraud
Initiative 2020/21 programme of mortality screening following the Covid-19 health emergency. The data submitted by the
Council was matched against the DWP deceased persons data with an aim to identify those individuals that required further
investigation to prevent potential overpayments of pensions and Council Tax support. The exercise resulted in seven
matches for Pensions and 482 matches for the Council Tax Reduction Scheme. Matches were investigated and results
have been followed up.



In July 2020 a self-assessment of the Council’s current activities against the Chartered Institute of Public Finance and
Accountancy (CIPFA’s) Code of Fraud Practice was undertaken and presented to the Strategic Leadership Board in July
2020.



In August 2020, an investigation into alleged grant fraud was undertaken, following a landlord notifying the Council.
However, the investigation found no impropriety had been committed and the grant had been paid correctly.



A suspected insurance fraud was referred via the Council’s Claims handlers for further investigation. A claimant profiling
report was provided which included a review of the claimant’s social media accounts under the General Data Protection
Regulations provisions (prevention of fraud and crime).



During September 2020, following the closure of the Business Support Grant Scheme at the end of August 2020, sample
checks were undertaken to identify any potentially fraudulent or irregular activity, with the aim of identifying any over
payments as well as providing general assurance on the delivery of the project. The outcomes of the post event assurance
work will feed into an audit report.
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7. Assurance and Counter Fraud: Performance Update

7.2

Developments


Regular COVID-19 intelligence bulletins are received from CIFAS, a not-for-profit fraud prevention membership
organisation, which give an insight into the latest phishing techniques, cyber-enabled threats, internal risks and other fraud
threats identified by the CIFAS Intelligence team. Their bulletins are designed to help protect, prevent, mitigate and
anticipate the key fraud threats that could target the Council, our citizens, businesses and employees.
We now have permission from CIFAS to put these briefings on our internal Intranet so staff across the Council can benefit
from being aware of the scams and risks associated with fraud threats. However, we have restricted them from being copied,
edited or printed. http://intranet.smbc.loc/our-council/data-protection-information-handling/covid-intelligence-bulletins.aspx
Typical COVID-19 emerging threats, trends and fraud risks include:
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Fraudsters taking over business premises which were/are unoccupied. The fraudster targets these empty
properties using a recently created company for purpose of making a grant claim;
A number of companies are being sold on eBay which could potentially be used in bounce back loan fraud;
Scammers posing as officials making business Covid-19 inspections;
Fraudulent documents (passports and degree certificates);
Grant fraud (especially the use of fake documents);
Business impersonation fraud;
Investment fraud (mainly via social media);
Cloned websites;
Fraudulent telephone calls (mainly Amazon and government agencies);
SMS phishing scams (HMRC tax relief for self-employed professionals);
Phishing emails (more recently TV licencing following the reintroduction of TV licence fees for the over 75s,
HMRC);
Mandate fraud;
Ransomware;
As part of the rules around the opening of pubs, clubs and restaurants, businesses have been asked to collect
customer contact details to assist with contact tracing. This could put customer’s information at risk if it is not
held securely.

From the end of November 2020, Sefton’s Council Tax and Electoral Register data will be submitted to the National Fraud
Initiative as part of an official annual data matching exercise to check sole occupier discount entitlement where there is
information to suggest there may be more than one person in the household.



The Cabinet Office has confirmed that Business Support Grants and Business Rates datasets are to be mandated in the
2020/21 NFI data matching exercise in order to identify potential fraud. The draft timetable for the submission of the grants
data is 29 January 2021.



The Assurance Team continues to provide support the Economic & Regeneration service in the delivery of the latest round
of Business Grants which started to be delivered to local businesses from 12 November 2020.



A range of assurance checks continues to be undertaken across Customer Centric Services, which includes refunds,
Council Tax discounts and exemptions, Business Rates Reliefs and Exemptions, including Small Business Rates Relief.
This work complements any audit activity undertaken during the year.



In October 2020, as part of the Counter Fraud strategy, Heads of Service nominated Fraud Risk Owners for their individual
service areas. The Fraud Risk Owners are now responsible for completing fraud risk assessments for current and any new
activities. The risk assessment process will document roles and responsibilities for managing the fraud risks within the
organisation.



A Counter Fraud Profession pilot is being undertaken in the North West, which will deliver Apprenticeship Levy Funded
Counter Fraud Training. The training is due to commence in January 2021 and Sefton has nominated a member of the Audit
team to take part. Sefton’s Learning and Development team have been assisting in the process.



The Council’s Counter Fraud Strategy is in development and consultation with the Strategic Leadership Board will be
commence after December 2020 with a projected timescale for Cabinet approval of the Strategy in April/May 2021.



As part of the Strategy estimates of financial fraud loss from Fraud and Corruption will be provided to Audit and Governance
on a quarterly basis when implemented.
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8. Looking Ahead
8.1

The Service continues to develop, with a number of key projects being undertaken to embed the role and influence of the
team over the next quarter:
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The embedding of regular risk management review across the Council to ensure that Operational and Service Risk
Registers are updated on a regular basis.



Define a draft risk management statement on appetite to be shared with Strategic Leadership Board.



Continued delivery of the Internal Audit Plans for 2020/21, focusing attention on reviewing the key risks to the
organisation, which will evolve as the Council changes particularly in light of Covid-19.



Building up Business Continuity Plans at Service level and the starting of limited testing of existing business continuity
plans.



Delivery of the final Health and Safety Risk Assessment Training sessions for Managers and designing a health and
safety training needs assessment.



Developing the Council’s Counter Fraud approach firstly through rolling out the actions from the CIPFA Fraud Risk
Assessment.



Delivering on the service improvement plans for the Risk and Audit Team.

Agenda Item 8

Page 33 of 34

Page 166

9.1

Internal Audit has made promising progress in the completion of the Internal Audit Plan 2020/21. Performance in respect of
the agreement of recommendations and the feedback from clients has been particularly positive and reflects the value
added by the Service.

9.2

The Council’s accident record continues to be positive. There is a significant workload of activities required to improve the
health and safety management system over the next six months with the associated aim of improving training for all staff.
Progress has been made on implementing risk assessments across the Council and providing bespoke risk assessment
training to all first line managers. Following the Covid-19 pandemic a revised School inspection regime has been designed
and is currently being implemented.

9.3

The Council’s insurance claims performance remains good.

9.4

Further work is planned to improve risk management within the Council by ensuring that a risk appetite is developed and
ensuring that there is an effective review of risk registers in place. The revised scoring methodology approved by the
Committee in December is being rolled out across the Risk Management Framework.

9.5

Progress has been made in embedding business continuity with a clear road map for the completion of the outstanding
business continuity plans over the remainder of the financial year before looking at testing and exercising further.

9.6

There are clear implementation plans in place across each of the service areas to deliver improvements which will result in
improved services as well as an integrated risk and audit approach.
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9. Conclusions

Agenda Item 9
Report to:

Audit and
Governance
Committee

Date of Meeting:

Subject:

Sefton Council Anti-Money Laundering Policy

Report of:

Executive Director
of Corporate
Resources and
Customer Services

Portfolio:

Regulatory, Compliance and Corporate Services

Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Wards Affected:

Included in
Forward Plan:

Wednesday 16
December 2020

(All Wards);

No

No

Summary:
The report provides Members with the Council’s Anti-Money Laundering Policy.
Recommendation(s):
That the Anti-Money Laundering Policy be approved.

Reasons for the Recommendation(s):
Guidance from the Charted Institute of Public Finance and Accountancy (“CIPFA”)
indicates that local authorities should comply with the underlying spirit of the legislation
and regulations. Failure by a member of staff to comply with the procedures set out in
this Policy may lead to disciplinary action being taken against them and may also lead to
a conviction under Proceeds of Crime Act 2002 and Money Laundering Regulations
2017.

Alternative Options Considered and Rejected: (including any Risk Implications)
Not having a policy would leave Officers at risk from the Proceeds of Crime Act 2002 and
Money Laundering Regulations 2017.

What will it cost and how will it be financed?
(A)

Revenue Costs
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None.
(B)
Capital Costs
None.
Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
There may be some staffing time required for training purposes.
Legal Implications:
The Council must implement the policy to ensure that any suspected cases of money
laundering are reported to the National Crime Agency.
Equality Implications:
There are no equality implications.
Contribution to the Council’s Core Purpose:
Protect the most vulnerable: N/A
Facilitate confident and resilient communities: N/A
Commission, broker and provide core services: N/A
Place – leadership and influencer: N/A
Drivers of change and reform: N/A
Facilitate sustainable economic prosperity: N/A
Greater income for social investment: N/A
Cleaner Greener N/A
What consultations have taken place on the proposals and when?
(A)

Internal Consultations

The Executive Director of Corporate Resources and Customer Services (FD/FD6220/20)
is the author of the report.
The Chief Legal and Democratic Officer (LD/4412/20) has been consulted and any
comments have been incorporated into the report.
(B)

External Consultations
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None
Implementation Date for the Decision
Immediately following the Committee meeting.

Contact Officer:
Telephone Number:
Email Address:

Tom Walmsley
0151 934 4042
thomas.walmsley@sefton.gov.uk

Appendices:
There are no appendices to this report

Background Papers:
There are no background papers available for inspection.
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Introduction/Background

Money Laundering is the process by which criminally obtained money or property is
exchanged for “clean” money or other assets with no obvious link to their criminal origins.
The term is used for several offences involving the integration of “dirty money” (i.e. the
proceeds of crime) into the mainstream economy. The aim is to legitimise the possession
of such monies through circulation and this effectively leads to “clean” funds being
received in exchange.
Guidance from the Charted Institute of Public Finance and Accountancy (“CIPFA”)
indicates that local authorities should comply with the underlying spirit of the legislation
and regulations. Failure by a member of staff to comply with the procedures set out in
this Policy may lead to disciplinary action being taken against them and may also lead to
a conviction under Proceeds of Crime Act 2002 and Money Laundering Regulations
2017.
The anti-money laundering policy is at appendix A
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APPENDIX A
Anti-Money Laundering Policy
1.

Introduction/Background

1.1
Sefton Council is committed to establishing and maintaining effective
arrangements to prevent and detect attempts to launder money through the council. All
Members and employees are required to demonstrate the highest standards of honesty
and integrity, including compliance with appropriate legislation.
The council is committed to working constructively with the Police and other relevant
agencies in relation to combating money laundering. The council will seek to ensure that
employees and Members have access to the appropriate guidance. Failure to comply
with the procedures set out in this document may constitute a disciplinary and/or criminal
offence.
1.2

Scope

This Policy applies to all Members and employees of the council, including temporary or
agency staff as well as those employed in community schools, voluntary controlled
schools and maintained nursery schools. It aims to uphold the high standards of conduct,
which currently exist within the council, by preventing criminal activity. The Policy sets
out the procedures which must be followed to enable the council and staff to comply with
their obligations.
This Policy sits alongside the council’s Anti-Fraud, Bribery and Corruption Policy.
Failure by a member of staff to comply with the procedures set out in this Policy may
lead to disciplinary action being taken against them and may also lead to a conviction
under Proceeds of Crime Act 2002 and Money Laundering Regulations 2017. Any
disciplinary action will be dealt with in accordance with the council’s Disciplinary Policy.
1.3

What is Money Laundering?

Money laundering is the process where criminals attempt to change the identity of the
proceeds of their crime so that they appear legitimate. The various stages are termed
placement, layering and integration:
 Placement – “dirty money‟ is placed directly into the financial system
 Layering – the proceeds are moved through a series of financial transactions,
making it harder to establish their origin
 Integration – the money launderer creates a legitimate explanation for the source
of the funds allowing them to be retained, invested into the legitimate economy or
to acquire assets.
An example in a council setting is where illicit cash is used (placed) to pay for the annual
non-domestic rates on commercial premises (possibly also by means of a large
overpayment), and then within a very short time the property is vacated (layering). A
refund is made to the individual from the council, ‘integrating’ the source of the money.

Page 171

Agenda Item 9
The primary offences of money laundering are:
 Concealing, disguising, converting, transferring criminal property or removing it
from the UK (section 327 of the 2002 Act);
 Entering into or becoming concerned in an arrangement which you know, or
suspect, facilitates the acquisition, retention, use or control of criminal property by
or on behalf of another person (section 328);
 Acquiring, using or possessing criminal property (section 329);
 Becoming concerned in an arrangement facilitating concealment, removal from
the jurisdiction, transfer to nominees or any other retention or control of terrorist
property (section 18 of the Terrorist Act 2000).
There are also two secondary offences: failure to disclose any of the primary offences
and tipping off. Tipping off is where someone informs any individual(s) who are, or are
suspected of, being involved in money laundering, in such a way as to reduce the
likelihood of their being investigated.
Potentially any Member, employee, partner or external bodies working on behalf of the
council could be captured by the money laundering provisions if they suspect money
laundering and become involved with it in some way or they are aware of it and fail to
report it, whether they are involved or not.
Further details are provided in Appendix B: Offences Table, and Appendix C: Possible
Activities Affected by Money Laundering.
1.4

Council’s Obligations

There are specific obligations for those carrying out “relevant business”. This term relates
to any of the following activities carried out in the course of business: credit institutions;
financial services; tax advice; audit services; legal services; trust or company service
providers; estate agency; and dealing in goods wherever a transaction or several linked
transactions involve a cash payment that is equal to or more than €15,000 (c. £12,000).
Whilst local authorities are not separately identified in the list of ‘relevant business’, there
are some local authority activities that could be included within the scope of the
regulations.
Organisations conducting relevant business must:
 appoint a Money Laundering Reporting Officer (MLRO) to receive disclosures
from employees of money laundering activity (their own or anyone else’s);
 implement a procedure to enable the reporting of suspicions of money laundering;
 maintain client identification procedures in certain circumstances; and
 maintain record keeping procedures.
The safest way to ensure compliance with the law is to apply it to all areas of work
undertaken by the council. Therefore, all staff are required to comply with the reporting
procedure set out below.
1.5

The Money Laundering Reporting Officer (MLRO)

If an individual becomes aware that their involvement in a matter may amount to money
laundering then they must report it to the Money Laundering Reporting Officer (MLRO)
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and not take any further action until they have received consent from the MLRO, who
may have to be granted such consent by the National Crime Agency.
The Section 151 Officer is the Money Laundering Reporting Officer (MLRO) as
designated by Sefton Council:
Address: Magdalen House, 30 Trinity Road, Bootle
Telephone Number: 0151 934 4081
Email: Stephan.VanArendsen@sefton.gov.uk
In the absence of the MLRO or in instances where it is suspected that the MLRO is
involved in suspicious transactions, concerns should be raised with the Chief Internal
Auditor:
Address: Magdalen House, 30 Trinity Road, Bootle
Telephone Number: 0151 934 4053
Email: David.Eden@sefton.gov.uk
The MLRO will be responsible for notifying the National Crime Agency (NCA) of any
suspected cases of money laundering committed within the accounts of the council as
soon as possible and fulfil other duties as defined by legislation or regulation related to
the post. Simultaneously, the Cabinet Member for Regulatory Compliance and Corporate
Services will be kept informed of any notifications to NCA and of any issues arising from
them.
1.6

Reporting a Concern to the MLRO

Any employee who suspects that money laundering activity is taking place, or who
becomes concerned that their involvement in a matter may amount to a prohibited act
under the legislation, must disclose this promptly to the MLRO (see Appendix E:
Disclosure Form). This disclosure should be within ‘hours’ of the information coming to
light. If there is any doubt as to whether or not to file a report, the employee must err on
the side of caution and do so.
The employee must follow any subsequent directions from the MLRO or deputy and
must not make any further enquiries themselves into the matter. Additionally, they must
not take any further steps in the transaction without the necessary authorisation from the
MLRO or deputy.
The employee must not disclose or otherwise indicate their suspicions to the person(s)
suspected of money laundering. They must not discuss the matter with others or note on
a file that a report has been made to the MLRO in case this results in the suspect
becoming aware of the suspicion.
Line managers may be consulted before a report is submitted. In this case, both the
employee and the line manager must disclose a report to the MLRO individually as it is
not a defence for the employee to presume that a report to the MLRO has been made on
their behalf. If the line manager is not informed prior the making the report, the employee
must not thereafter discuss any aspect of the matter with the line manager without any
prior approval from the MLRO.
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All employees and Members are required to cooperate with the MLRO and the
authorities during any money laundering investigation.
Further details for reporting a suspicious transaction is set out in Appendix D: Suspicious
Transaction Procedure Flow Chart.
1.7

Consideration of Disclosure Report by MLRO

Once a disclosure report has been received, the MLRO should note the date and
acknowledge receipt. The employee should be advised on the timescale within which
there will be a response.
The MLRO will consider the report and any other relevant internal information that is
relevant, for example:
 other transaction patterns and volumes;
 the length of any business relationship that is involved;
 the number of any one-off transactions and linked one-off transactions;
 any identification evidence held.
The MLRO should undertake any other reasonable enquiries that are appropriate to
ensure that all information is taken into account in deciding whether a report to the NCA
is required.
Upon evaluation of the disclosure report and any other relevant information, the MLRO
must make a timely decision as to whether:
 there is actual or suspected money laundering taking place;
 there are reasonable grounds to know or suspect that is the case;
 consent from the NCA is required for a particular transaction to proceed.
Where the MLRO determines that a report should be submitted to the NCA, they must
disclose the matter as soon as practicable on their standard report form (accessible on
the NCA website) and in the prescribed matter, unless there is a reasonable excuse for a
non-disclosure.
The MLRO may commit an offence under section 331 of the Act if, through a disclosure
being made, they know or suspect that another person is involved in money laundering
and this is not disclosed to the NCA as soon as practicable.
Where the MLRO determines that no money laundering is taking place, or suspects
money laundering but has a reasonable excuse for non-disclosure, they must note the
report accordingly and then give consent for any ongoing transactions to proceed. Where
consent is required from the NCA for a transaction to proceed, the transaction(s) must
not be undertaken or completed until the NCA has specifically provided consent, or the
expiration of the relevant time limits deems consent without objection from the NCA.
1.8 Customer Due Diligence
Where Sefton Council is carrying out activities that may be classified as ‘relevant
business’, extra care needs to be taken to check the identity of the customer – this is

Page 174

Agenda Item 9
known as customer due diligence, covered in Section 7 of the Money Laundering
Regulations 2007.
The requirement for customer due diligence applies when one or both of the following
questions are correct:
1. Is the service a relevant business?
2. Does the activity involve a cash payment or a series of cash payments of at least
£1,000?
Customer due diligence must be carried out before any business is undertaken for that
customer, unless the service is being provided to a UK public authority. Ongoing customer
due diligence must also be carried out, particularly when money launder is suspected, or
if doubts arise about previously obtained identification information.
Due diligence essentially means identifying the customer and verifying their identity based
on documents, data or information obtained from reliable sources and depending upon the
intended nature and purpose of the business relationship. The legislation recognises that
not all customers present the same risk and allows organisations to vary customer due
diligence and monitoring according to the risk of money laundering.
HM Revenues and Customs have issued ‘core guidance’ for undertaking customer due
diligence checks. Consideration should be given to taking one or more of the following,
where applicable:
 Confirming the identity of the client via documentation, data or information obtained
from a reliable and independent source, e.g. passport.
 Obtaining confirmation from Companies House as to the registration details of the
Company and details of the Company business.
 Seeking electronic verification, e.g. credit checks.
 Obtaining confirmation to regulated industries bodies.
 Requesting copies of financial statements.
 Obtaining information on the intended nature and purpose of the business
relationship.
1.9

Enhanced Customer Due Diligence

Enhanced customer due diligence must be carried out where, for example, the customer
has not been physically present for identification, is a politically exposed person or where
there is a beneficial owner who is not the customer (i.e. and individual who holds more
than 25% of shares/voting rights/interest in a company).
Enhanced due diligence could include any additional documentation, data or information
that will confirm the customer’s identity and/or the course of the funds to be used in the
business relationship/transaction. If enhanced customer due diligence is required, then the
MLRO must be consulted prior to it being carried out.
1.10

Guidance and Training

In support of the Policy and Procedure, the council will:

Page 175

Agenda Item 9



Make all Members, employees, partners, external bodies working on behalf of the
council aware of the requirements and obligations placed on the council and on
themselves as individuals by the anti-money laundering legislation; and
Give targeted training to those most likely to encounter money laundering.

The training plan is contained in Appendix F.
1.11

Monitoring and Review of Compliance

It is essential that all Members, employees, partners and external bodies working on behalf
of the council are aware of the potential for criminal activity and terrorist financing activity
to be concealed through Money Laundering. It is the responsibility of all Executive
Directors and Heads of Service to undertake regular monitoring and review of their
department’s compliance with the Anti-Money Laundering Policy and Procedures, and to
ensure that the procedure to be adopted is communicated to all Members, employees,
partners, and external bodies working on behalf of the council.
1.12

Review of Policy

This policy will be reviewed on an annual basis to ensure that it complies with best practice,
any relevant legislation and any internal changes.
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Appendix B
Proceeds of Crime Act – Table of Offences
Section
Reference

Type of Offence

Definition

Punishment
if Convicted

S327

Money Laundering
Offence:
Concealing Criminal
Property

Maximum
sentence of 14
years
imprisonment, or
a fine, or both.

S328

Money Laundering
Offence:
Arrangements

S329

Money Laundering
Offence:
Acquisition, Use and
Possession

S330

Failure to Disclose
Offence:
Regulated Sector

Concealing,
disguising,
converting or
transferring criminal
property, or removing
criminal property
from England and
Wales.
Being actively
involved in some
arrangement which
helps someone else
get, keep, use or
control the proceeds
of a crime.
Using or possessing
criminal property
having the
knowledge or
suspicion that the
property represents
the proceeds of a
crime.
An employee of a
business in the
regulated sector
having the
knowledge or
suspicion of another
person’s involvement
in money laundering,
and not making a
report through the
appropriate
channels. The
employee will be
tried upon what they
should have known
given their
experience,
knowledge and
training.
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As under S327

Maximum
sentence of 5
years
imprisonment
and/or a fine.
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S331

Failure to Disclose
Offence:
Nominated Officers
in the Regulated
Sector

S332

Failure to Disclose
Offence:
Other Nominated
Officers

S333

Tipping Off Offence

A nominated officer
(MLRO) of a
business in the
regulated sector
having the
knowledge or
suspicion of another
person’s involvement
in money laundering,
and not making a
report through the
appropriate channels
without an
acceptable excuse
under the legislation.
The nominated
officer will be tried
upon what they
should have known
given their
experience,
knowledge and
training.
A nominated officer
(MLRO) of a
business outside of
the regulated sector
having the
knowledge or
suspicion of another
person’s involvement
in money laundering
and not making a
report through the
appropriate channels
without an
acceptable excuse
under the legislation.
The nominated
officer will be tried
upon what they knew
or suspected, and
not on what they
might have been
expected to know or
suspect.
An officer or Member
making a disclosure
which is likely to
prejudice an
investigation being
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sentence of 5
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imprisonment, or
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carried out by a law
enforcing authority,
knowing that such an
investigation is in
motion.
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Appendix C
Possible Activities within the Council that may be
Affected by Money Laundering
Activity

Types of Activity that may be
Affected


New customers with high value
transactions





Secretive clients



Customers who are potentially acting
dishonestly or illegally





Illogical transactions





Movement of funds overseas






Cancellation of earlier transactions



Payments of substantial sums by cash
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Renting out property to individuals
or businesses
Entering into other lease
agreements
Undertaking services for other
organisations
Housing benefits claimants with
sums of money entering into/out of
their bank account
People buying or renting property
who may not say what it is for
People receiving grant funding who
refuse to demonstrate what the
funding was used for
People paying for council services
who do not provide details about
themselves
People making unusual requests
for payment arrangements
People paying in cash and then
requesting refunds
Requests for the council to pay
seemingly unconnected third
parties in respect of goods/services
provided
Requests for the council to pay in
foreign currencies for no apparent
reasons
Large debt arrears paid in cash
Refunding overpayments
Deposits/payments for property
Requests to pay money overseas,
potentially for ‘tax purposes’
No payment demanded even
though good/service has been
provided
Sudden and unexpected
termination of lease agreements
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Requests for client account details outside
normal course of business




Poor accounting records and internal
financial control




Unusual property investments or
transactions




Overcomplicated legal
arrangements/multiple solicitors



Queries from other companies
regarding legitimacy of customers
council receiving correspondence
or information on behalf of other
companies
Companies tendering for contracts
unable to provide proper financial
information or the information
provided raises concerns
Tender for a contract which is
suspiciously low
Requests to purchase council
assets/land with no apparent
purpose
Requests to rent council property
with no apparent business motive
Property transactions where the
council is dealing with several
different parties
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Appendix D
Suspicious Transaction Reporting Flow Chart
Employee

suspicion
CustomerNopays
cash amount
over £1,000

Employee obtains
relevant
identification

Employee discusses
Employee believes
with
transaction is Line Manager
suspicious

No further
action

Employee and line manager
required to complete
individual Disclosure Forms
and submit to MLRO

No discussion
with Line
Manager

Employee
completes
Disclosure Form
and submits to
MLRO

MLRO
investigates
transactions and
records decision

MLRO satisfied
there is no
suspicion

Employee is
notified to
resume
transaction

Suspicion
remains

MLRO files a
Suspicious Activity
Report with NCA

MLRO awaits response from
NCA. No further action taken
prior to response
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Appendix E:
Money Laundering Disclosure Form
CONFIDENTIAL
Report to Money Laundering Reporting Officer
Name
Post/Service/Division
Phone Number
Email

Details of Suspected Offence
Names and addresses of the persons
involved
(if a company/public body, include the
nature of their business if known)

Nature, value, timing of activity
(include full details e.g. whether this has
already occurred or is likely to occur,
when/where this occurred, how it arose,
value of money/assets involved etc.
Provide any evidence available)

Nature of suspicions regarding such
activity

Has any investigation been undertaken
to the best of your knowledge?
(If yes, include full details)

Page 183

Agenda Item 9
Have you discussed your suspicions
with any other person(s)?
(If yes, explain who and why such
discussion was necessary)
Details of any other relevant
information

Signed:

Dated:

IMPORTANT: Do not discuss the content of this report with anyone you believe to be involved in
the suspected money laundering activity either directly or indirectly with anyone else who could
alert the suspect(s) that they are under investigation. If you do, this may be considered as a
‘tipping off’ offence under the legislation.

For Completion by the MLRO
Date received
Are there reasonable grounds for
suspecting money laundering activity?
If yes, will a report be made to the
NCA?
(If yes, confirm date of report to the NCA)
Is consent required from the NCA to
any ongoing or imminent transactions
which would otherwise be prohibited
acts?
(If yes, provide full details)
Date consent received from the NCA
Date consent given by you to employee
If there are reasonable grounds to
suspect money laundering, but you do
not intend to report the matter to the
NCA, provide reason(s) for nondisclosure
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Date consent given by you to employee
for any prohibited act transactions to
proceed
Details of any other relevant
information

Signed:

Dated:

THIS REPORT IS TO BE RETAINED SECURELY FOR AT LEAST FIVE YEARS
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Appendix F:
Training Plan
Officers training
Officers working in the following areas are those that will be impacted by the policy:
Customer Contact Centre
Leisure centres
Libraries
Parking
Registrars
Cemeteries and Crematoria
Golf Courses
The Atkinson
The Customer Centric Service Manager will be responsible for disseminating this policy
and the steps to be followed in Appendix D to all relevant staff within the Customer
Contact Centre. The Service Manager Treasury and Capital will take responsibility for the
remaining areas. This will be carried out when the policy is approved.
For those requiring specific training HM Revenue & Customs have a number of webinars
and courses available which give guidance on money laundering supervision. These can
be accessed through the
https://www.gov.uk/guidance/help-and-support-for-anti-money-laundering
These for example include webinars for all businesses on how to how to make
suspicious activity reports to the National Crime Agency, what happens to those reports,
and how to improve the quality of those reports.
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Report to:

Audit and
Governance
Committee

Subject:

Treasury Management Mid-Year Report 2020/21

Report of:

Executive Director
Wards Affected:
All Wards
of Corporate
Resources and
Customer Services
Cabinet Member - Regulatory, Compliance and Corporate
Services

Portfolio:
Is this a Key
Decision:
Exempt /
Confidential
Report:

No

Date of Meeting:

Included in
Forward Plan:

Wednesday 16
December 2020

Yes

No

Summary:
This report provides Members with a review of the Treasury Management activities
undertaken to 30th September 2020. This document is the second report of the ongoing
quarterly monitoring provided to Audit & Governance Committee, whose role it is to carry
out scrutiny of treasury management policies and practices.
Recommendation(s):
Members are requested to note the Treasury Management update to 30th September
2020, to review the effects of decisions taken in pursuit of the Treasury Management
Strategy and to consider the implications of changes resulting from regulatory, economic
and market factors affecting the Council’s treasury management activities.
Reasons for the Recommendation(s):
To ensure that Members are fully appraised of the treasury activity undertaken to 30th
September 2020 and to meet the reporting requirements set out in Sefton’s Treasury
Management Practices and those recommended by the CIPFA code.
Alternative Options Considered and Rejected: (including any Risk Implications)
N/A
What will it cost and how will it be financed?
(A)

Revenue Costs
The financial position on the external investment budget to the end of September
indicates a deficit to the end of the period. The forecast to the end of the financial
year also shows that investment income will fall below the level set in the budget.
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(B)

Capital Costs
None.

Implications of the Proposals:
Resource Implications (Financial, IT, Staffing and Assets):
External interest income is forecast to fall below the target set for the year.
Legal Implications:
The Council has a statutory duty to review its Treasury Management activities from time
to time during the financial year.
Equality Implications:
None.
Contribution to the Council’s Core Purpose:
Protect the most vulnerable: n/a
Facilitate confident and resilient communities: n/a
Commission, broker and provide core services: n/a
Place – leadership and influencer: Support strategic planning and promote innovative,
affordable and sustainable capital investment projects through application of the CIPFA
Prudential Code.
Drivers of change and reform: The Treasury Management function ensures that cash
flow is adequately planned and cash is available when needed by the Council for
improvements to the borough through its service provision and the Capital Programme.
Facilitate sustainable economic prosperity: Pursuit of optimum performance on
investments activities and minimising the cost of borrowing and the effective
management of the associated risk continues to contribute to a balanced budget for the
Council.
Greater income for social investment: n/a
Cleaner Greener: n/a

What consultations have taken place on the proposals and when?
(A)

Internal Consultations

The Executive Director of Corporate Resources and Customer Services (FD 6210/20) is
the author of the report.
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The Chief Legal and Democratic Officer (LD 4402/20) has been consulted and any
comments have been incorporated into the report.
(B)

External Consultations

N/A
Implementation Date for the Decision
With immediate effect.
Contact Officer:
Telephone Number:
Email Address:

Graham Hussey
Tel: 0151 934 4100
graham.hussey@sefton.gov.uk

Appendices:
There are no appendices to this report
Background Papers:
There are no background papers available for inspection.
1.

Background to the Report

1.1.

As recommended under CIPFA’s revised 2017 Code of Practice on Treasury
Management in Public Services, the Council’s Treasury Management Policy and
Strategy document for 2020/21 (approved by Council on 27th February 2020)
included a requirement for regular updates to be provided on the investment
activity of the Authority. This report is the second of such reports for the year and
presents relevant Treasury Management information for the period ending 30th
September 2020.

1.2.

The report includes information on the investments held / entered into during the
period and the interest rates obtained (with a comparison of performance against
a standard benchmark figure). In addition, the report highlights whether there has
been any variance from the Treasury Management Policy and Strategy and the
Council’s approved Prudential Indicators (the operational boundaries within
which the Council aims to work).

2.

Investments Held

2.1.

Investments held at the 30/09/2020 comprise the following:
Institution
Money Market Funds:
Aberdeen
Amundi

Deposit
£m

Rate
%

Maturity

Rating

6.99
6.99

0.08
0.01

01/10/20
01/10/20

AAA
AAA
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Institution

Deposit
£m

Rate
%

Maturity

Rating

Aviva
BNP Paribas
Goldman-Sachs

6.99
6.99
3.27

0.06
0.04
0.01

01/10/20
01/10/20
01/10/20

AAA
AAA
AAA

Invesco
Morgan Stanley
Federated

6.99
6.99
6.61

0.04
0.01
0.05

01/10/20
01/10/20
01/10/20

AAA
AAA
AAA

Insight

6.61

0.01

01/10/20

AAA

0.12

01/10/20

A+

4.26

n/a

n/a

Total
Deposit Accounts:
Santander

6.49
Total

Property Fund:
CCLA

6.49
5.00

Total
TOTAL INVESTMENTS

58.43

5.00
69.92

2.2.

The above cash balances represent the full range of earmarked reserves such as
school’s balances. The balances also include money received from the
government’s COVID-19 response fund which is being redistributed to local
businesses. The cash is initially held in a number of highly liquid Money Market
Funds to ensure security of the funds until they required to be paid out. This
approach is consistent with the Council’s approved Treasury Management Policy
and Strategy for 2020/21. The balance of investments is therefore expected to fall
significantly over the coming months as the funds are fully distributed.

2.3.

All of the investments made since April 2020 have been with organisations on the
current counterparty list. The maximum level of investment permitted in the
Treasury Management Strategy in any one institution, or banking group, is
currently £25m. Whilst the maximum should be retained, in light of current
economic conditions, a day to day operational maximum of 10% of the total
portfolio is currently being imposed for specified investments. This will spread the
risk for the Council but will have a small detrimental impact on the returns the
Council will receive in the future. The Council has remained within that boundary
during the year. At present, it is not expected that there will be any need to review
this limit.

2.4.

Credit rating agencies changed their outlook on many UK banks from stable to
negative outlook during the first quarter of 2020/21, due to upcoming risks to
banks’ earnings and asset quality during the economic downturn caused by the
pandemic. The majority of ratings were however, affirmed due to the continuing
strong credit profiles of UK banks. CDS prices (market indicators of credit risk) for
UK banks also spiked upwards at the end of March due to the liquidity crisis
throughout financial markets. Those CDS prices have returned to more average
levels since then.
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2.5.

The Council will only invest in institutions that hold a minimum Fitch rating of Afor banking institutions, or AAA for money market funds. The ratings applied to
investment grade institutions, and the much riskier speculative grade institutions,
as defined by Fitch, have been placed into a risk matrix (paragraph 2.10).

2.6.

An investment has been made with the Church, Charities and Local Authority
Investment Fund (CCLA) in June 2014. CCLA invest in commercial property
which is rented out to enterprises such as retail units, warehousing, and offices.
The majority of properties owned are in the south of the country where the market
is often more buoyant than the north. The Council has in effect bought a share of
the property portfolio and returns paid are in the region of 4%. This is seen as a
long-term investment with the potential for the capital value of the investment to
vary as property prices fluctuate.

2.7.

The Net Asset Value (NAV) of the Property Fund has decreased over a 12-month
period to September 2020 from 303.00p per unit to 283.43p per unit, a decrease
of 6.5%. Much of this decrease has been during the period March to May 2020 as
the COVID-19 crisis has impacted on the property market, weakening values in
the retail sector. The value of the Council’s investment is still in line with the
original deposit and NAV in the fund has now stabilised in recent months.

2.8.

The yield on the Property fund at the end of September 2020 was 4.26% which is
consistent with returns received in the past. Rents collected by the fund since the
onset of COVID-19 however, have fallen to around 50% but are anticipated to
improve to around 75% later in the year. The forecast income from investments
(see 3.1, below) has therefore been adjusted to reflect a prudent estimate of a
50% reduction from the property fund.

2.9.

The ratio of overnight deposits (short term) to fixed term investments and the
property fund is shown below:

Fixed and Short Term Investments
90.0
80.0
70.0

£m

60.0
50.0
40.0
30.0
20.0
10.0
0.0
Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20

Property Fund

Fixed term
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2.10.

The matrix below shows how the Council has set its risk appetite by being risk
averse and putting security and liquidity before yield when investing:

PROBABLITY of
DEFAULT

High

High
F1 A+
6

F2
12

F3
18

B
24

C
30

D
36

F1 A+
5

F2
10

F3
15

F3
20

B
25

C
30

F1+/AA4

F1 A
8

F2
12

F3
16

F3
20

B
24

F1+/AA
3

F1 A+
6

F1 A9

F2
12

F3
15

F3
18

F1+/AA+
2

F1+/AA4

F1 A+
6

F1 A
8

F2
10

F2
12

F1+/AA4

F1 A+
5

F1 A+
6

INCREASING
YIELD

£6.49m
F1+/AAA
1

F1+/AA+
2

F1+/AA
3

£58.43m
Low

High

SEVERITY of
CONSEQUENCE

SEFTON RISK TOLERANCE:

2.11.

Risk Level

Score

Grade

Amount Invested

LOW

1-4

Investment Grade

£58.43m

LOW - MEDIUM

5-9

Investment Grade

£6.49m

MEDIUM

10 - 20

Investment Grade

£0

HIGH

21 - 36

Speculative Grade

£0

The Council will continue to maximise any investment opportunities as they arise,
but in light of current economic conditions and low investment yields it is not
envisaged that any substantial increase in returns can be achieved for the
remainder of the current financial year. Cash balances available for investment
will be held in overnight deposits to allow the Council to respond to any
exceptional demands for cash as they arise. The possibility for making long term
deposits will be reviewed once economic conditions stabilise.
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3.

Interest Earned

3.1.

The actual performance of investments against the profiled budget to the end of
September 2020 and the forecast performance of investments against total
budget at year end is shown below:
Profile
September 2020

Profile
Outturn 2020/21

Budget
£m

Actual
£m

Variance
£m

0.145

0.127

0.018

Budget
£m

Forecast
£m

Variance
£m

0.415

0.208

0.207

3.2.

The forecast outturn for investment income shows a significant shortfall against
the budget for 2020/21. The impact of COVID-19 and declining economic
conditions in general mean that investment rates are low, and yields are
expected to be well below the estimate originally forecast in the budget.

3.3.

The Council invests the majority of its funds in AAA rated Money Market Funds in
order to ensure security and liquidity of its cash balances. These funds however,
have experienced a marked decline in yields since the onset of the pandemic. At
the time of setting the budget for 2020/21 yields were around 0.75% on average.
These rates have now declined to around 0.04% and hence forecast income is
now much lower than the estimate.

3.4.

In addition to the above funds, the Council also invests in the CCLA property
fund, and as mentioned in paragraph 2.8 the fund is only expected to yield 50%
of the forecast income for 2020/21. The total income before the COVID-19 crisis
was predicted to be £0.250m whereas at present it is anticipated that the amount
to be collected will be around £0.125m.

3.5.

In the current economic climate, it is considered prudent to keep investments in
the short term to meet any exceptional demand for cash and to ensure payments
to local businesses from the government response fund can be made as and
when required. It is therefore not envisaged that improved investment yields will
be achieved during 2020/21 as cash balances are diminishing and held in short
term deposits.

3.6.

The Council has achieved an average rate of return across all of its investments
of 4.22% that has out-performed the 7-day LIBID to the end of September 2020.
As can be seen from the chart below, investment rates are declining since March
2020 and this is consistent with the model portfolio provided by our previous
treasury advisors (Link Asset Services – see section 6).
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Comparison of Investment Rates
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NB: Link’s September data unavailable at the time of writing.

4. Interest Rate Forecast
4.1.

Link Asset Services have supplied the interest rate forecast and commentary
below:

Link Group Interest Rate View

11.8.20

Sep-20

Dec-20

Mar-21

Jun-21

Sep-21

Dec-21

Mar-22

Jun-22

Sep-22

Dec-22

Mar-23

Bank Rate View

0.10

0.10

0.10

0.10

0.10

0.10

0.10

0.10

0.10

0.10

0.10

3 Month average earnings

0.10

0.10

0.10

0.10

0.10

0.10

0.10

-

-

-

-

6 Month LIBID

0.10

0.10

0.10

0.10

0.10

0.10

0.10

-

-

-

-

12 Month LIBID

0.20

0.20

0.20

0.20

0.20

0.20

0.20

-

-

-

-

5yr PWLB Rate

1.90

1.90

2.00

2.00

2.00

2.00

2.00

2.10

2.10

2.10

2.10

10yr PWLB Rate

2.10

2.10

2.10

2.10

2.10

2.20

2.20

2.20

2.30

2.30

2.30

25yr PWLB Rate

2.50

2.50

2.50

2.50

2.60

2.60

2.60

2.70

2.70

2.70

2.70

50yr PWLB Rate

2.30

2.30

2.30

2.30

2.40

2.40

2.40

2.50

2.50

2.50

2.50

The coronavirus outbreak has done huge economic damage to the UK and around the world. After
the Bank of England took emergency action in March to cut Bank Rate to first 0.25%, and then to
0.10%, it left the Bank Rate unchanged at its last meeting on 6th August, although some
forecasters had suggested that a cut into negative territory could happen. However, the Governor
of the Bank of England has made it clear that he currently thinks that such a move would do more
damage than good and that more quantitative easing is the favoured tool if further action becomes
necessary. As shown in the forecast table above, no increase in Bank Rate is expected within the
forecast horizon ending on 31st March 2023 as economic recovery is expected to be only gradual
and, therefore, prolonged.

5.

Compliance with Treasury and Prudential Limits

5.1.

During the first half of 2020/21 financial year, the Council has operated within the
treasury and prudential indicators set out in the Council’s Treasury Management
Strategy Statement and in compliance with the Council's Treasury Management
Practices.
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5.2.

The key treasury indicators compared to the actuals as at 30th September 2020
are shown below:

External Debt:

2020/21
£m

Authorised limit for external debt

249.000

Operational boundary for external debt

239.000

Actual external debt 30.09.20

212.492

Upper
Limit
%

Lower
Limit
%

Actual
%

Under 12 months

35

0

13

12 months to 24 months

40

0

9

24 months to 5 years

40

0

23

5 years to 10 years

40

0

7

10 years to 15 years

40

0

17

15 years +

90

25

32

Maturity structure of fixed rate borrowing:

Upper limit for principal sums invested for
longer than 365 days:

Limit
%

Actual
%

40

8

Principal sums invested

6. Outcome of the Treasury Consultant Tender Exercise
6.1.

Members will be aware that local authorities are required under the Prudential
Code to receive appropriate Treasury Management advice in order to inform
effective and informed decision making in what is recognised as a complex area
of council business.

6.2.

The Council has procured this advice for some time and has ensured that
decisions made by members and officers are supported by specialist expertise to
reduce the risk faced by the council.

6.3.

The previous treasury management contract with Link Asset Services came to an
end on 30th September 2020. Following a successful tender exercise, the Council
has now appointed Arlingclose as its treasury management adviser from the 1st
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October 2020 for a period of three years with an option to extend for a further 12
months.
6.4.

The Council will continue to receive investment advice, economic and interest
rate forecasts, and general technical advice from this new provider to ensure the
efficient operation of its treasury management functions continues.
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